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Abstract: Healthcare data in cloud computing 
facilitates the treatment of patients efficiently by 
sharing information about personal health data 
between the healthcare providers for medical 
consultation. Furthermore, retaining the 
confidentiality of data and patients' identity is a 
another challenging task. This paper presents the 
concept of an access control-based (AC) privacy 
preservation model for the mutual authentication of 
users and data owners in the proposed digital system. 
The proposed model offers a high-security guarantee 
and high efficiency. The proposed digital system 
consists of four different entities, user, data owner, 
cloud server, and key generation center (KGC). This 
approach makes the system more robust and highly 
secure, which has been verified with multiple scenarios. 
Besides, the proposed model consisted of the setup 
phase, key generation phase, encryption phase, 
validation phase, access control phase, and data 
sharing phase. The setup phases are run by the data 
owner, which takes input as a security parameter and 
generates the system master key and security 
parameter. Then, in the key generation phase, the 
private key is generated by KGC and is stored in the 
cloud server. After that, the generated private key is 
encrypted. Then, the session key is generated by KGC 
and granted to the user and cloud server for storing, 
and then, the results are verified in the validation phase 
using validation messages. Finally, the data is shared 
with the user and decrypted at the user-end. The 
proposed model outperforms other methods with a 
maximal genuine data rate of 0.91.  

 
Keywords— Access control, Key generation center, privacy 

preservation, cloud model, data sharing. 

1. INTRODUCTION 

Cloud-enabled platforms are essential for delivering 
cost-effective health services with higher scalability and 
ubiquitous network access. Transferring Electronic Health 
Records (EHRs) to the cloud poses major threats to privacy 
and confidentiality [8]. Besides, there are several non-

standardized communication architectures used in previous 
works that cause semantic divergences,which reveals that 
healthcare providers are responsible for data confidentiality 
with appropriate access controls[9][14].  

Tampering is a challenge related to the confidentiality 
of personal health generated data ("PGD") during 
transmission through the wireless communication channels. 
The majority of the patients are concerned about the 
confidentiality of PGD in fear of unauthorized disclosure of 
data or illegitimate access to data [12][10]. It is commonly 
recognized that cloud computing, as well as open standards, 
are the most significant keystones for streamlining 
healthcare for the health records maintaining, managing the 
diseases, collaboration with the peers, and data analysis. 
Enabling access to the healthcare ubiquitous helps to access 
the healthcare data anytime from anywhere, with reduced 
cost and time. Therefore, the effective enforcement of 
privacy and security is one of the key criteria of healthcare 
success in a cloud infrastructure [11][13]. 

It is mandatory to guarantee privacy as well as security 
of the data for verifying the identity of the entity and 
creating the shared session key for the communication. 
Several key agreements and authentication schemes are 
presented with their security issues in literature. In [16], a 
brief analysis of monitoring human conditions using 
wireless sensors is presented where the smart health system 
is utilized to join the human activities of wearable devices 
continuously. In [18], the anonymous health records 
deduction approach is devised to monitor people's health 
conditions. The ideal IoT-enabled medical system is 
introduced for collecting IoT-based data and transferring it 
to the required users in [17]. But, this method does not focus 
on data security and privacy in the health system. 
Consequently, the researchers developed two types of 
attribute-driven encryption mechanisms. In [15], abuse-free 
attribute enabled Access Control (AC) is developed for 
producing data security to the cloud users and authors 
present a very primitive idea for dealing with the AC 
system. In [20], the cipher-text policy system driven access 
control system was introduced, which enhanced the 
accountability of both the communicating parties. 



 

However, this scheme supported only a selective model for 
security. The number of communication messages is key, 
also increasing the overhead of the transmitting messages. 
In [19], the previous medical authentication protocol is 
designed for predicting the suffers from the smart card 
stolen attack. 

This study aims to design the access control-based 
privacy preservation method to enable secure data sharing 
in cloud storage. The proposed AC-based privacy 
preservation model is composed of four entities, such as 
user, data owner, cloud server, and the KGC. Moreover, the 
developed model is enabled based on six phases, namely  

setup, key generation, encryption, validation, access 
control, and data sharing. In the setup phase, the user is 
registered in the cloud server based on the message to 
generate the master key and system security parameter in 
KGC. After that, the public key is identified in KGC, and 
followed by stored in the cloud server and the user. Then 
the data is encrypted to determine cipher-text and is stored 
in the cloud server. Once the encryption phase is completed, 
the session key is created in the access control phase and is 
saved in the cloud server. Consequently, the validation 
phase is done using two validation messages, and finally, 
the data is shared with the user, and the data is decrypted at 
the user side to maintain data privacy in the confidential 
health care data.  

The remaining sections of the paper are arranged as 
follows: Section 2 explains the review of the existing access 
control-based privacy preservation method and its 
challenges. Section 3 elaborates on the proposed method for 
AC-based privacy preserved data sharing. Section 4 
explains the result and discussion of the developed 
approach, and finally, the conclusion is made in section 5.  

2. MOTIVATION 

This section describes the review of various access control-
based privacy preservation methods along with their merits 
and demerits. It will motivate researchers to develop AC-
based privacy preservation.  

2.1 Literature survey 

       The five classical strategies based on access control-
based privacy preservation along with its limitations, as 
described as follows - Yang Yang et al. [1] developed a 
secure system for devising the two-fold access control 
approach for emergency and normal conditions. In the 
typical application, the healthcare staff with attribute secret 
keys having data access privilege. Also, the historical 
medical data of patients were analyzed based on the 
password-enabled break glass access method. For storing 
the storage overhead in the big data, the secure 
deduplication technique was introduced for eliminating 
duplicate medical files with the same data that leads to 
encrypt with various access policies. The method needs a 

lot of storage space and produces inflexibility to the system. 
Bander A. Alzahrani et al. [2] developed patient healthcare 
monitoring and the authentication protocol for Wireless 
Body Area Networks (WBAN). This method was utilized 
to perform lightweight operations with few security 
loopholes. In addition, an authenticated key agreement 
protocol was introduced for WBAN. The method gets real-
time patient status and the information but failed to explore 
the efficiencies and optimizations in the authentication 
protocol. 

Bhawna Narwal and Amar Kumar Mohapatra [3] presented 
a secure energy-efficient-based mutual authentication and 
the key agreement (SEEMAKA) scheme for the WBAN 
topology. This method achieved the properties of desirable 
security with several security attacks based on bitwise XOR 
operations and fewer hash invocations for meeting less 
capable sensor nodes. Hence, the security was assessed 
based on sound informal analysis and Automated 
Validation of Internet Security Protocols and Applications 
(AVISPA). However, SEEMAKA and Burrows–Abadi–
Needham (BAN) was introduced to identify the correctness 
of the developed model but leads to poor processing costs. 
Saurabh Rana and Dheerendra Mishra [4] presented cipher-
text attribute-enabled encryption (CP-ABE) for providing 
encrypted data security. Here, the previous access policies 
were in cleartext form to access the encrypted sensitive 
data. Also, the small attribute universe was supported for 
restricting practical deployments of the method. 
Furthermore, efficient access control was devolved and 
designed for medical services. The method was unable to 
deal with the attribute anonymity to protect data privacy. 

2.2 Challenges  

       The challenges confronted by the conventional 
strategies are deliberated as follow: In [1], privacy-
preserving smart IoT-enabled healthcare system is devised 
for ensuring patients' healthcare data securely. Because of 
security protection, the healthcare data is encrypted by 
various medical staff in the storage system. This cipher-text 
is outsourced to the public cloud that occupies the vast 
storage space simultaneously.The patient's privacy in the 
WBAN networks is challenging because of its mobility and 
openness. The adversaries attempt to intrude on the privacy 
of the patients and initiate the other attacks [2]. Despite 
potential benefits, the method in [3] is resource scanty with 
limited communication bandwidth, limited battery 
energy/power, low computational power, and 
circumscribed memory space. In addition, security and 
privacy leakage of transmitted physiological data in the 
open channel with infrastructure are some of the formidable 
challenges [3]. The presence of continuous data is the main 
focus in the healthcare industry, which is suitable for patient 
treatment. Moreover, the accessibility and availability of 
the uninterrupted data are of concern even in user error or 
hardware failure [7]. In [5], the biometric, password-based 



 

authentication approach for the WHSNs is devised for 
attaining privacy preservation in the cloud. However, the 
problem with the sensor nodes is that they are equipped 
with less battery power. Therefore, energy efficiency and 
security become major problems. 

3. THE PROPOSED ACCESS CONTROL MECHANISM FOR 

PRIVACY PRESERVED DATA SHARING 

This section presents the proposed access control-based 
privacy preservation model for data sharing using cloud 
infrastructure. This work designs a model for the mutual 
authentication of user and data owner in the system. 
However, the system consists of four different entities, such 
as user, data owner, cloud server, and Key generation center 
(KGC). The proposed access control-based privacy 
preservation model involves six different phases, namely 
setup phase, key generation phase, encryption phase, access 
control phase, validation phase, and data sharing phase. The 
setup phase is run by the data owner, which takes input as a 
security parameter and generates a system master key and 
public parameter. The next step is the key generation phase 
to generate private keys for attaining security. The key is 
used to encrypt and decrypt data whenever data is being 
encrypted or decrypted.  In the encryption phase, the data 
are encrypted using the encryption algorithm by taking the 
shared file as input. It generates the cipher-text, file 
encryption key, and keyword set from the file, which is then 
validated and verified in the validation phase. The risk of 
unauthorized access to the cloud is minimized in the access 
control phase, and finally, data privacy is achieved in the 
data privacy phase.  Figure 1 illustrates the schematic view 
of the proposed access control-based privacy preservation 
model for healthcare data sharing with cloud infrastructure. 

 

Figure 1. Schematic view of proposed access control 
approach for privacy preserved data sharing 

3.1 Setup phase 
The initial phase of the proposed access control-based 

privacy preserved data sharing is the setup phase. The 
setup phase is run by three entities, such as the user, cloud 
server, and the KGC. Initially, the user generates user-ID 

IDU and the password psU and sends it to the cloud 

server. The cloud server received the user-ID and password 

from the user and saved them in the cloud server as 
∗
IDU

and 
∗
psU . After that, the cloud server generates the 

message using the IDU and KGC generated system 

security parameter s . However, the message generated by 
the user is expressed by, 

( ) psID UsUhM ⊕=~
   (1) 

The user ID and system security parameters are 
concatenated and operated with the hash function. Then, 
the password is applied to perform the EX-OR function. 
Then, the resultant hashing and EXOR function is 

performed to determine M~ . The message received by the 
user is given by,  

( ) psID UsUhM ⊕=    (2) 

where the term h refers to the hashing function and the 

user ID is denoted as IDU the user password is indicated 

as psU , and the symbol ⊕ refers to Ex-OR operation. If

MM ~=  then, the registration request sends by the user 
to the cloud server is accepted in such a way that the user 
is registered with a cloud server. Then, the system 
generates the parameter securely and save s and m . Once 
the setup phase is completed, the key is generated. 

3.2 Key generation phase 
The second phase of the proposed model is the key 

generation phase. Here, the KGC generates the s public key 

of the user PU with the user attribute a . Here, the user 

attribute value a ranging from [ ]1,0∈a . Besides, the 

KGC produced the private key of the user using the public 
key, system security parameter, and the user attribute. 
Thus, the generated private key is forwarded to the cloud 

server and user and save it 
∗
pkU . However, the private key 

of the user, generated by the KGC is expressed as,  

( )( )asUmU P
pk ⊕= mod    (3) 

The system security parameter that is stored in the KGC 
is then concatenated with the user attribute and is allowed 
to perform Ex-OR operation with the public key of the 
user. Then, the master key m is modulated with the 
obtained output to form the private key of the user.   



 

3.3 Encryption phase 
The next phase in the proposed access control-based 

privacy preservation method is the encryption phase. Here, 
the entities, such as the data owner and cloud server, are 
used in the encryption phase. Here, the term D  is 
considered as the input data, which is encrypted in the 
encrypted phase by the data owner. The data D encrypted 

by the data owner is denoted as ED , and the equation is 
given below,  

( ) ( )mshDED E ⊕=    (4) 

The input data D is allowed to perform encryption 
function, and the security parameter is concatenated with 
the master key, and the resulted expression is applied to the 
hashing function.  The output obtained from the hashing 
function and encrypted data is allowed for performing Ex-
OR operation in order to encrypt data. Moreover, the data 

owner produces the cipher-text CD  based on encrypted 

data and the private key of the user pkO of the data owner. 

The generated cipher-text by data owner is given by, 

( )pk
EC ODED =    (5) 

The encrypted data is concatenated with the private key 
of the user and is given to the encryption function to 

generate the cipher-text CD . Once the encrypted data is 
identified by the data owner and is forwarded to the cloud 

server, so where it is stored as the 
∗CD . After that, the user 

begins to execute the access control phase.  

3.4 Access control phase 
In this phase, the access control is run by the three 

entities, such as user, cloud server, and KGC. Here, the 
data access query q is determined through the hashing, 

and the concatenation operation were three parameters, 

like M~ , IDU and 
∗
pkU . Hence, it is done based on the 

following equation to generate q , and is expressed as, 

( )∗∗= pkID UUhMq ~
   (6) 

Once the data access query q is identified based on the 

following equation that is forwarded to the cloud server. 
Here, the cloud server tries to point out q~ , and the 

equation is given below, 

( )∗∗∗= pkID UUhMq~    (7) 

The user ID of the cloud server is concatenated with the 
private key of the cloud server and is then forwarded to the 
hashing function. The output obtained from the hashing 

function is then applied to M  in order to generate q~ . If 

qq ~=  from the cloud server, the user request is accepted, 

then the session key of the user skU is generated in the 

KGC entity. To generate skU , the master key, user 

attribute, and the public key of the user is required, and the 
equation is given below,  

( )( )amhUEU P
sk =    (8) 

The master key m is concatenated with the user 
attribute a and is fed to the hashing function. The resultant 
expression generated by the hashing function is 
concatenated with the public key of the user and is applied 
to the encrypted function in order to generate the session 

key of the user skU . Hence, the generated skU  is 

subjected to the cloud server and user, which is saved 
∗
skU

. After performing the access control phase, the next step 
to be performed is the validation phase.  
 

3.5 Validation phase 

In the validation phase, the validation messages 1v and 

2v are determined. Hence, through the parameters user ID 

IDU , session key skU , and system security parameter s
. Similarly, for the message, the validation message 2v
is followed based on user ID, saved the private key of the 
user, and the master key. Thus, the expression of the 
validation messages is given by, 

( ) rsUUhv skID mod1 =   (9) 

( ) amUUhv pkID mod2
∗=   (10) 

To identify the validation message 1v , the user ID IDU , 

session key skU , and system security parameters s are 

concatenated and are applied to the hashing function. The 
output obtained from the hashing function is then 
modulated with the random number where the value of 

random number ranging from 0 to 1, whereas for 2v user 

ID, saved private key of a user 
∗
pkU , and the master key is 

concatenated, and hashing function is applied. Then the 
resultant expression is modulated with the master key. 

After that, 1v and 2v are transformed into the cloud server 

to find out 1
~v and 2

~v . The 1
~v and 2

~v are identified based 

on the parameter, which is already received from the 
private channel of the user, and the equation is given by, 

 

( ) rsUUhv skID mod~
1 =   (11) 

               ( ) amUUhv pkID mod~
2

∗=   (12) 

Once 1
~v and 2

~v are determined through the private 

channel, the matching is performed as 11
~vv = , and 

22
~vv = . If both conditions are satisfied, the user is 

2v



 

verified. Once the verification phase is carried out, the user 
begins to access the data and data sharing phase.  

3.6 User data access and data sharing phase 
Once the user is verified, the data is shared with the user. 

Here, the two entities, such as the cloud server and the user, 

are considered. The 
∗ED is determined in the user based 

on the decryption of CD , and the equation is given by, 

( )CE DDED =
∗

   (13) 

Then, the ∗D is identified based on the following 
equation, 

 

( )( )mshDDED E ⊕=
∗∗   (14) 

The system security parameter and the master key are 
concatenated with the hashing function, and then the Ex-

OR function is applied to 
∗ED . The output expression is 

decrypted to form ∗D . Table 1 illustrates the proposed 
access control flow for privacy preservation in the cloud 
infrastructure. 

4. RESULTS AND DISCUSSION 

The result of the proposed access control-based privacy 
preservation method is discussed with respect to memory 
usage and a genuine detection rate. 

4.1 Experimental setup 

      The implementation of the developed model is carried 
out in the Python tool with windows 10 OS, 4GB RAM, 
and Intel I3 processor. 

4.2 Dataset description 

      The experiment was performed based on the Swiss, 
Hungarian, and Cleveland dataset were taken from Heart 
disease dataset [21]. The Cleveland database was taken 
from the Cleveland Clinical Foundation contributed by 
David W. Aha. The Hungarian dataset was obtained from 
the Hungarian Institute of Cardiology. The Swiss dataset 
was obtained from the university hospital, Basel, 
Switzerland. The dataset comprises of 303 instances with 
76 attributes. Among the 76 attributes available, 14 of them 
are used for most of the researches.  

4.3 Performance metrics 

      The performance of the proposed access control-based 
privacy preservation method is employed for analyzing the 
methods includes memory usage and genuine detection 
rate. 

 4.3.1. Memory usage: It is the system memory, which is 
utilized to measure the usage of memory for recording and 
to process the data. 

 4.3.2. Genuine detection rate: It is utilized to measure 
the number of genuine users as compared to the total 
number of users.  

4.4 Comparative Methods 

     The methods employed for the analysis include: Privacy 
preserving-based healthcare storage system [1], 
SEEMAKA [3], H-CLSC [6], and proposed access control-
based privacy preservation method.  

a) Comparative analysis based on Hungarian dataset  

Figure 2  portrays the comparative analysis of the proposed 
access control-based privacy preservation method using 
the Hungarian dataset in terms of metrics. Figure 2(a) 
depicts the comparative analysis of memory usage by 
varying the key length. When the key length=64, the 
memory usage obtained by the existing privacy preserving-
based healthcare storage system is 0.0639GB, SEEMAKA 
is 0.0638GB, H-CLSC is 0.06387GB, while the proposed 
access control-based privacy preservation method 
obtained lower memory usage of 0.06386GB, respectively. 
Figure 2(b) depicts the comparative analysis of the 
Genuine detection rate with respect to the key length. 
When key length=64, the Genuine detection rate obtained 
by the existing privacy preserving-based healthcare 
storage system is 0.73, SEEMAKA is 0.82, H-CLSC is 
0.85, while the proposed access control-based privacy 
preservation method obtained higher Genuine detection 
rate of 0.91, respectively. 
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b) 

Figure 2. Analysis of methods by varying the key length 
based on Hungarian dataset a) memory usage, and b) 

Genuine detection rate 
 

b) Comparative analysis based on Cleveland dataset  

Figure 3 presents the analysis of methods by varying the 
key length in terms of performance metrics using the 
Cleveland dataset. Figure 3a) depicts the comparative 
analysis of memory usage by varying the key length. When 
key length=512, the memory usage of methods computed 
by privacy preserving-based healthcare storage system, 
SEEMAKA, H-CLSC, and proposed access control-based 
privacy preservation method are 0.06428GB, 0.06424GB, 
0.06422GB, and 0.06421GB. Figure 3b) depicts the 
comparative analysis of the Genuine detection rate with 
respect to the key length. When key length=512, the 
Genuine detection rate obtained by the existing privacy 
preserving-based healthcare storage system is 0.75, 
SEEMAKA is 0.81, H-CLSC is 0.83, while the proposed 
access control-based privacy preservation method obtained 
higher Genuine detection rate of 0.89, respectively. 

 
a) 

 
b) 

Figure 3. Analysis of methods by varying the key length 
based on Cleveland dataset a) memory usage, and b) 

Genuine detection rate  
 

c) Comparative analysis based on Swiss dataset  
 

Figure 4 depicts the comparative analysis in terms of 
memory usage and the Genuine detection rate using the 
Swiss dataset. Figure 4a) depicts the comparative analysis 
of memory usage by varying the key length. When key  
length=512, the memory usage of methods computed by 
privacy preserving-based healthcare storage system, 
SEEMAKA, H-CLSC, and proposed access control-based 
privacy preservation method are 0.0639GB, 0.06388GB, 
0.06387GB, and 0.06385GB. Figure 4b) depicts the 
comparative analysis of the Genuine detection rate with 
respect to the key length. When key length=512, the 
Genuine detection rate obtained by the existing privacy 
preserving-based healthcare storage system is 0.79, 
SEEMAKA is 0.81, H-CLSC is 0.84, while the proposed 
access control-based privacy preservation method 
obtained higher Genuine detection rate of 0.89, 
respectively. 
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b) 

Figure 4. Analysis of methods by varying the key length 
based on Swiss dataset a) memory usage, and b) Genuine 

detection rate  
 

4.5. Comparative discussion 

       Table 2 illustrates a comparative discussion using 
memory usage and a genuine detection rate parameter by 
varying the key length. The minimal memory usage of  
0.0636GB obtained by the proposed access control-based 
privacy preservation method, whereas the existing privacy 
preserving-based healthcare storage system, SEEMAKA, 
and H-CLSC are 0.06378GB, 0.06374GB, and 0.06372GB 
based on Cleveland dataset. The performance of the 
proposed access control-based privacy preservation 
method, the maximal genuine detection rate of 0.91, is 
obtained by the Hungarian dataset. 

Table 2. Comparative analysis of memory usage and 
genuine detection. 

Datasets Metrics 

Health-
care 

storage 
system 

SEEM
AKA 

H-
CLSC 

Proposed 
 

Hungarian 

Memory 
usage 
(GB) 

0.0639 0.0638 0.06387 0.06386 

Genuine 
detection 

rate 
0.73 0.82 0.85 0.91 

Cleveland 

Memory 
usage 
(GB) 

0.06378 0.06374 0.06372 0.0636 

Genuine 
detection 

rate 
0.76 0.81 0.87 0.91 

Swiss 
 

Memory 
usage 
(GB) 

0.06405 0.06402 0.06401 0.0639 

Genuine 
detection 

rate 
0.77 0.81 0.85 0.9 

 

5. CONCLUSION 

     In this study, a robust and effective privacy preservation 
approach, namely "access control-based privacy 
preservation model," has been proposed to improve data 
sharing in cloud infrastructure. The developed model 
involves six phases, such as setup, key generation, 
encryption, validation, access control, and data sharing. 
Also, the proposed access control-based privacy 
preservation model consists of four different entities, such 
as user, data owner, cloud server, and KGC. Each entity in 
data sharing performs its operations for sharing the data in 
the cloud by maintaining privacy.  

 The user, such as healthcare staff for the patient's 
friends, relatives registers to the medical institute to obtain 
secret keys. The cloud server is responsible for storing 
healthcare big data for numerous medical institutes and 
replies to the data access queries. The developed model 
attained minimal memory usage of 0.0636GB based on 
Cleveland dataset, and maximal genuine detection rate of 
0.91 by considering Hungarian dataset. In future work,  
additional entities in the cloud will be included to explore 
the efficiency of existing methods further and make it 
compliant with GDPR. 

REFERENCES 

 
[1]   Y. Yang, X. Zheng, W. Guo, X.  Liu and V.  Chang, 

"Privacy-preserving     smart IoT-based healthcare big 
data storage and self-adaptive access control system," 
Inform. Sci.s, 2019, vol.479, pp.567-592.  

[2]   B.A. Alzahrani, A. Irshad, A. Albeshri, and K. Alsubhi, 
"A Provably Secure and Lightweight Patient-Healthcare 
Authentication Protocol in Wireless Body Area 
Networks," Wire. Per. Commun., 2020, pp.1-23.  

[3]  B. Narwal and A.K. Mohapatra, "SEEMAKA: Secured 
Energy-Efficient Mutual Authentication and Key 
Agreement Scheme for Wireless Body Area Networks," 
Wire. Per. Commun., 2020, pp.1-24. 

[4]  S. Rana, and D.  Mishra, "Efficient and Secure Attribute 
Based Access Control Architecture for Smart 
Healthcare," J. Med. Syst., 2020, vol.44, pp.1-11.  

[5]   Z. Ali, A. Ghani, I. Khan, S.A. Chaudhry, S.H. Islam 
and D. Giri, "A robust authentication and access control 
protocol for securing wireless healthcare sensor 



 

networks," J. Inform.  Secu. App.2020, vol.52, 
pp.102502.  

[6]  A. Arfaoui, O.R.M.  Boudia, A. Kribeche, S.M. Senouci 
and M.  Hamdi, "Context-aware access control and 
anonymous authentication in WBAN," Computers & 
Security, 2020, vol.88, pp.101496.  

[7]   G. Nagasubramanian, R.K. Sakthivel, R.  Patan, A.H. 
Gandomi, M. Sankayya and B. Balusamy, "Securing e-
health records using keyless signature infrastructure 
Blockchain technology in the cloud," Neural Comput.  
App. 2020, vol.32, no.3, pp.639-647. 

[8]  M. Siraj, M. Ninggal, I.H. Hj, N.I. Udzir, M.D.H. 
Abdullah and A. Asmawi, "SmartCoAuth: Smart-
Contract privacy preservation mechanism on querying 
sensitive records in the cloud," arXiv preprint 
arXiv:2004.02543, 2020. 

[9]  F. Rezaeibagha and Y.  Mu, "Distributed clinical data 
sharing via dynamic access-control policy 
transformation," Inter. J. med. Inform., 2016, vol.89, 
pp.25-31. 

[10] J. Zhou, X. Lin, X. Dong and Z. Cao, "PSMPA: Patient 
self-controllable and multi-level privacy-preserving 
cooperative authentication in distributedm-healthcare 
cloud computing system," IEEE Trans. Parallel Distri. 
Syst., 2014, vol.26, no.6, pp.1693-1703.  

[11]R. Zhang and L.  Liu, "Security models and 
requirements for healthcare application clouds," In 
proceedings of IEEE 3rd Inster. Conf. cloud Comput. , 
2010,  pp. 268-275. 

[12] R.M. Savola, A. Juhola and I. Uusitalo, "Towards 
wider cloud service applicability by security, privacy 
and trust measurements," pro. 4th Inter.l Conf. App. 
Info. Commun.Tech., 2010, IEEE, pp. 1-6.  

[13] F. Rocha, S. Abreu and M. Correia, "The final frontier: 
Confidentiality and privacy in the cloud," Computer 
(Long. Beach. Calif)., 2011, vol. 44, no. 9, pp. 44–50.  

[14] D. Thilakanathan, S. Chen, S. Nepal, R. Calvo and L. 
Alem, "A platform for secure monitoring and sharing 
of generic health data in the Cloud," Futur. Gener. 
Comput. Syst., 2014, vol. 35, pp. 102–113.  

[15] J. Li, K. Ren and K. Kim, "A2be: Accountable 
attribute-based encryption for abuse free access 
control," IACR Cryptology ePrint Archive 2009:118, 
2009. 

[16] S. C. Mukhopadhyay, "Wearable sensors for human 
activity monitoring: a review," IEEE Sen. J., 2014, 
vol.15, no.3, pp.1321–1330.  

[17] R. Amin, S.H. Islam, G. Biswas, M. K. Khan, and   M. 
S.  Obaidat, "Design and analysis of an enhanced 
patient-server mutual authentication protocol for 
telecare medical information system," J.med. syst., 
2015, vol.39, no.11, pp.137.  

[18] H.  Yan, L.D. Xu, Z. Bi, Z. Pang, J. Zhang and Y. 
Chen, "An emerging technology–wearable wireless 
sensor networks with applications in human health 
condition monitoring," J. Manage.Analy., 2015, vol.2, 
no.2, pp.121–137. 

[19] B. Xu, L.D. Xu, H. Cai, C.J. Xie Hu, and F. Bu, 
"Ubiquitous data accessing method in iot-based 
information system for emergency medical services," 
IEEE Trans. Ind. Info., 2014, vol.10, no.2, pp.1578–
1586.  

[20] X. Zhang, C. Jin, C. Li, Z. Wen, Q. Shen, Y. Fang, and 
Z. Wu, "Ciphertext-policy attribute-based encryption 
with user and authority accountability," pro. 
Inter.Conf. Sec. Pri. Commun. Syst., Springer, 2015, 
pp. 500–518.  

[21] Heart Disease Data Set, 
"http://archive.ics.uci.edu/ml/datasets/Heart+Disease," 
Accessed on April 2020.

 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /Cmb10
    /CMB10
    /Cmbsy10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /Cmbx10
    /CMBX10
    /Cmbx12
    /CMBX12
    /Cmbx5
    /CMBX5
    /Cmbx6
    /CMBX6
    /Cmbx7
    /CMBX7
    /Cmbx8
    /CMBX8
    /Cmbx9
    /CMBX9
    /Cmbxsl10
    /CMBXSL10
    /Cmbxti10
    /CMBXTI10
    /Cmcsc10
    /CMCSC10
    /Cmcsc8
    /CMCSC8
    /Cmcsc9
    /CMCSC9
    /Cmdunh10
    /CMDUNH10
    /Cmex10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /Cmff10
    /CMFF10
    /Cmfi10
    /CMFI10
    /Cmfib8
    /CMFIB8
    /Cminch
    /CMINCH
    /Cmitt10
    /CMITT10
    /Cmmi10
    /CMMI10
    /Cmmi12
    /CMMI12
    /Cmmi5
    /CMMI5
    /Cmmi6
    /CMMI6
    /Cmmi7
    /CMMI7
    /Cmmi8
    /CMMI8
    /Cmmi9
    /CMMI9
    /Cmmib10
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /Cmr10
    /CMR10
    /Cmr12
    /CMR12
    /Cmr17
    /CMR17
    /Cmr5
    /CMR5
    /Cmr6
    /CMR6
    /Cmr7
    /CMR7
    /Cmr8
    /CMR8
    /Cmr9
    /CMR9
    /Cmsl10
    /CMSL10
    /Cmsl12
    /CMSL12
    /Cmsl8
    /CMSL8
    /Cmsl9
    /CMSL9
    /Cmsltt10
    /CMSLTT10
    /Cmss10
    /CMSS10
    /Cmss12
    /CMSS12
    /Cmss17
    /CMSS17
    /Cmss8
    /CMSS8
    /Cmss9
    /CMSS9
    /Cmssbx10
    /CMSSBX10
    /Cmssdc10
    /CMSSDC10
    /Cmssi10
    /CMSSI10
    /Cmssi12
    /CMSSI12
    /Cmssi17
    /CMSSI17
    /Cmssi8
    /CMSSI8
    /Cmssi9
    /CMSSI9
    /Cmssq8
    /CMSSQ8
    /Cmssqi8
    /CMSSQI8
    /Cmsy10
    /CMSY10
    /Cmsy5
    /CMSY5
    /Cmsy6
    /CMSY6
    /Cmsy7
    /CMSY7
    /Cmsy8
    /CMSY8
    /Cmsy9
    /CMSY9
    /Cmtcsc10
    /CMTCSC10
    /Cmtex10
    /CMTEX10
    /Cmtex8
    /CMTEX8
    /Cmtex9
    /CMTEX9
    /Cmti10
    /CMTI10
    /Cmti12
    /CMTI12
    /Cmti7
    /CMTI7
    /Cmti8
    /CMTI8
    /Cmti9
    /CMTI9
    /Cmtt10
    /CMTT10
    /Cmtt12
    /CMTT12
    /Cmtt8
    /CMTT8
    /Cmtt9
    /CMTT9
    /Cmu10
    /CMU10
    /Cmvtt10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /DoulosSIL
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KristenITC-Regular
    /KrutiDev040Bold
    /KrutiDev040BoldItalic
    /KrutiDev040Condensed
    /KrutiDev040Italic
    /KrutiDev040Thin
    /KrutiDev040Wide
    /KrutiDev060
    /KrutiDev060Bold
    /KrutiDev060BoldItalic
    /KrutiDev060Condensed
    /KrutiDev060Italic
    /KrutiDev060Thin
    /KrutiDev060Wide
    /KrutiDev070
    /KrutiDev070Condensed
    /KrutiDev070Italic
    /KrutiDev070Thin
    /KrutiDev070Wide
    /KrutiDev080
    /KrutiDev080Condensed
    /KrutiDev080Italic
    /KrutiDev080Wide
    /KrutiDev090
    /KrutiDev090Bold
    /KrutiDev090BoldItalic
    /KrutiDev090Condensed
    /KrutiDev090Italic
    /KrutiDev090Thin
    /KrutiDev090Wide
    /KrutiDev100
    /KrutiDev100Bold
    /KrutiDev100BoldItalic
    /KrutiDev100Condensed
    /KrutiDev100Italic
    /KrutiDev100Thin
    /KrutiDev100Wide
    /KrutiDev120
    /KrutiDev120Condensed
    /KrutiDev120Thin
    /KrutiDev120Wide
    /KrutiDev130
    /KrutiDev130Condensed
    /KrutiDev130Thin
    /KrutiDev130Wide
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MTExtraTiger
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SILDoulosIPA
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /SymbolTiger
    /SymbolTigerExpert
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Tiger
    /TigerExpert
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata pogodnih za pouzdani prikaz i ispis poslovnih dokumenata koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


