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Abstract—Digital Health Twins (DHTs) are data-driven vir-
tual patient replicas that support precision medicine through
continuous integration of clinical and wearable data streams.
This paper presents an end-to-end DHT framework formalised
as M! =!⟨S,D,U ,F ,G⟩ and implemented within a novel six-
layer architecture grounded in five open datasets: MIMIC-IV
(94,458 ICU stays), ShanghaiT2DM (100 T2DM patients, CGM),
UK Biobank (≈500,000), NHANES 2011–14, and AI-READI
(1,067 multimodal T2DM patients). Six ML model families,
including a MIMIC-IV-pretrained Transformer, are evaluated
under federated learning with (ε, δ)-differential privacy (ε! =
!0.5). Explainability is assessed through a novel composite DHT
Explainability Score (DES) covering SHAP, LIME, Integrated
Gradients, Concept Bottleneck Models, and attention rollout.
An Ethical Governance Layer (EGL) implements bias auditing,
differential privacy, blockchain consent management, and im-
mutable audit logging, aligned with EU AI Act Articles 9–15 and
GDPR. In a Type 2 Diabetes case study, the Transformer achieves
AUROC,=,0.940 for 90-day HbA1c exceedance, DES,=,0.86, 76%
clinician adoption, and an equalised-odds gap of ∆EO! =!0.027
across all AI-READI demographic subgroups. These results
demonstrate that explainability, privacy, and governance can be
co-designed without sacrificing predictive performance.

Index Terms—Digital Health Twin; e-Health; Explainable AI;
DHT Explainability Score; Federated Learning; Ethical Gover-
nance; MIMIC-IV; AI-READI; Type 2 Diabetes; EU AI Act

I. INTRODUCTION

A Digital Health Twin (DHT) is a stochastic, multi-scale
computational model that mirrors a patient’s physiological and
behavioural state in near real-time from heterogeneous clinical
and wearable sources [1], [2]. Unlike static electronic health
records (EHRs), DHTs evolve continuously with the patient:
they ingest new observations, update their internal state, and
project forward-looking estimates of disease trajectory, drug
response, and complication risk [3]. The concept originated in
aerospace and manufacturing to mirror physical assets [2], and
has since been re-imagined for whole-body patient modelling
through advances in Internet of Medical Things (IoMT) sen-
sors, wearable biosensors, and deep learning. Publications on
DT and AI in healthcare have grown at 25.85 % annually, ex-
ceeding 30 peer-reviewed articles in 2023 alone [4], reflecting
accelerating academic and clinical interest.

The data infrastructure required to make DHTs clini-
cally viable has matured substantially. Large-scale openly
accessible repositories such as MIMIC-IV (94,458 ICU
stays [5]), population-scale wearable cohorts (UK Biobank,

n ≈ 500,000 [6]; NHANES 2011–14 [7]), disease-specific
CGM datasets (ShanghaiT2DM [8]), and fairness-focused
multimodal cohorts (AI-READI [9]) collectively provide the
empirical foundation for reproducible DHT research. Each
dataset contributes a distinct role in the present framework:
MIMIC-IV supplies the pre-training backbone for temporal
modelling; ShanghaiT2DM provides high-resolution CGM and
clinical records for T2DM twin construction; AI-READI con-
tributes demographic diversity essential for fairness evaluation.

Despite this momentum, three structural barriers impede de-
ployment. First, the most accurate ML models—Transformers,
deep ensembles, GNNs—are the most opaque, creating a
critical clinician adoption gap: interpretable reasoning is as im-
portant as accuracy for safe clinical use [10], [11]. A system-
atic review of ten studies found that only when explanations
were clear, concise, and clinically aligned did trust increase
significantly [12]. Second, continuous multi-modal data aggre-
gation creates novel privacy risks, and training datasets lacking
demographic diversity embed and perpetuate systemic bias
across gender, ethnicity, and socioeconomic subgroups [13],
[14]. Third, the EU AI Act (August 2024) classifies medical
AI as high-risk, mandating transparency, human oversight,
and audit traceability from August 2026 [15], [16]—yet no
prior work integrates these regulatory requirements with DHT
architecture design, XAI evaluation, and federated governance
in a single coherent framework.

Related Work

Existing DHT literature addresses components in isola-
tion. Barricelli et al. [2] survey DT architectures but predate
modern deep learning and regulatory mandates. Xames and
Topcu [1] identify a scoping gap in clinical DHT valida-
tion, noting that most proposals lack prospective evalua-
tion. Venkatesh et al. [17] argue that HDTs require hybrid
mechanistic-ML representations but do not address XAI or
governance. On the XAI side, Tjoa and Guan [11] provide
a comprehensive survey of XAI for medical settings, and
Loh et al. [10] review ten years of clinical XAI applications,
but neither links XAI to DHT architectures or regulatory
compliance. Federated learning for healthcare is reviewed by
Ali et al. [18] and Liu et al. [19], confirming that (ε, δ)-
DP can be applied with negligible accuracy cost, yet without
integration into a full DHT governance layer. Popa et al. [13]
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identify the socio-ethical risks of DHTs but propose no techni-
cal framework to operationalise them. The present work closes
all these gaps simultaneously by formalising the DHT, bench-
marking ML under federated DP, introducing a composite
explainability metric, and mapping a five-module governance
layer to current regulatory obligations.

Contributions

This paper makes five principal contributions: (C1) a
dataset-grounded six-layer DHT architecture with formal five-
tuple model; (C2) a federated ML benchmark under ε-DP
across six model families; (C3) a systematic XAI framework
with novel composite DES metric; (C4) an EGL microservice
mapped to EU AI Act Articles 9–15; (C5) T2DM clinical
validation on ShanghaiT2DM and AI-READI demonstrating
AUROC = 0.940 and 76 % clinician adoption.

II. DHT ARCHITECTURE AND DATASETS

A. Formal Model

The DHT is formalised as M=⟨S,D,U ,F ,G⟩, where S⊂
Rd is the patient state space; D={DEHR, DCGM, Dwear, DPRO}
is the heterogeneous data layer; U returns the posterior p(st+τ |
s≤t, θ); F : S×D → S is the hybrid Transformer inference
engine; and G is the governance module. The state update is
st+1=F(st, dt)+εt, εt∼N (0,Σt), where G intercepts every
output of F before clinical delivery.

B. Six-Layer Architecture and Dataset Mapping

We extend prior five-layer DT models [20], [21] with an
explicit Governance Layer between inference and presentation.
Fig. 1 illustrates the architecture; Table I details dataset roles
across layers.

L1 Data Acquisition: IoMT wearables (UKBB [6],
NHANES [7]), EHR records (MIMIC-IV [5]), CGM and
laboratory data (ShanghaiT2DM [8], AI-READI [9]). All
endpoints serialise to HL7 FHIR R4. L2 Data Integration:
Apache Kafka ingestion, two-tier imputation (LOCF <5 min;
SAITS Transformer otherwise), drift detection. L3 Model
Layer: MIMIC-IV-pretrained Transformer fine-tuned on
T2DM trajectories, GP uncertainty head, PySyft FL coordi-
nator. L4 Explainability: XAI Gateway routing SHAP, IG,
and CBM outputs as FHIR DiagnosticReport resources,
enforcing DES≥ 0.75. L5 Governance (EGL): Five-module
microservice (Section V). L6 Clinical Presentation: SHAP
dashboards, push alerts, and EHR-embedded FHIR resources
with bidirectional synchronisation loop.

III. ML PIPELINE AND BENCHMARKS

A. Models and Federated Learning

We benchmark six model families on two clinical tasks:
T1 (90-day HbA1c exceedance >8.0%, ShanghaiT2DM + AI-
READI, n=1,167, 5-fold CV) and T2 (30-min hypoglycaemia
<70mg/dL, ShanghaiT2DM CGM [22]). The Transformer (6
layers, 8 heads, d = 512, continuous-time sinusoidal PE) is

pre-trained on MIMIC-IV masked-token objective and fine-
tuned on T2DM trajectories. Competing models include BiDir-
LSTM (dh=256), TCN (dilations {1..16}), BNN (mean-field
variational inference), GAT-GNN fused with LSTM [23], and
a logistic regression baseline.

All temporal models train under FedAvg + FedProx (µ =
0.01) across three simulated institutions. Gaussian noise (σ=
0.8, clip C=1.0) achieves (ε=0.5, δ=10−5)-DP per round,
tracked by a Rényi DP accountant [19]. Top-k sparsification
(k=1%) reduces communication by 100×.

B. Results

Table II reports AUROC, AUPRC, ECE, and subgroup-
macro F1 (AI-READI). The Transformer achieves AU-
ROC = 0.940 on T1 and 0.931 on T2, with the lowest
ECE = 0.028—confirming superiority in both discrimination
and calibration. The FL penalty relative to centralised training
is only 0.007 AUROC, validating privacy-preserving federated
deployment. The GNN+LSTM ranks second (0.879/0.904),
confirming that patient-disease-drug graph structure provides
complementary predictive signal. The BNN ranks second
on calibration (ECE = 0.038), demonstrating the value of
principled uncertainty quantification; by contrast, TCN and
GNN+LSTM exhibit ECE> 0.045, requiring post-hoc recali-
bration before safe clinical deployment. Fig. 2 visualises AU-
ROC; Fig. 3 shows calibration; and Fig. 4 shows the privacy–
utility trade-off, confirming that ε∗ = 0.5 is the principled
operating point (AUROC cost = 0.007 vs. centralised; stronger
privacy at ε = 0.1 costs 0.042—an unacceptable clinical
degradation).

Layer 1 — Data Acquisition

Layer 2 — Data Integration

Layer 3 — Model (F , U )

Layer 4 — Explainability

Layer 5 — Governance (EGL)

Layer 6 — Clinical Presentation

re-query

MIMIC-IV [D1]
UKBB/NHANES [D3,4]

Kafka + FHIR R4

ShanghaiT2DM [D2]
AI-READI [D5]

SHAP/IG/CBM

Aequitas+DP+HF

Physical Patient

Fig. 1. Six-layer DHT architecture with dataset and technology assignments.
HF = Hyperledger Fabric; DP = differential privacy.

TABLE I
STUDY DATASETS: STATISTICS, MODALITIES, AND ARCHITECTURAL

ROLE

ID Dataset Size Modalities Architectural
Role

D1 MIMIC-IV [5] 94k EHR, vitals Layers 1–3: pre-
training

D2 ShanghaiT2DM [8]100 CGM, labs,
meds

Layers 1,3:
train/val

D3 UK Biobank [6] 500k AccelerometryLayer 1: activity
D4 NHANES [7] 7k Step counts Layer 1: supple-

ment
D5 AI-READI [9] 1,067 CGM,

ECG, retina
Layers 3,5: fair-
ness
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The MIMIC-IV pre-training advantage is substantial: the
Transformer outperforms GNN+LSTM by 0.061 AUROC and
0.078 AUPRC on T1, indicating dramatically better precision
at high-recall operating points critical for clinical screening.
The subgroup F1 gap (0.871 vs. 0.801) further confirms
that pre-trained multi-modal representations generalise more
equitably across AI-READI demographic subgroups.

TABLE II
BENCHMARK RESULTS (5-FOLD CV, MEAN). ECE↓: LOWER IS BETTER.

FSUB
1 : MACRO ACROSS AI-READI SUBGROUPS.

T1 — HbA1c T2 — Hypo.

Model AUC AUPRC ECE↓ Fsub
1 AUC F1

LR .763 .681 .091 .704 .811 .643
BiDir-LSTM .841 .773 .062 .761 .883 .741
TCN .858 .792 .055 .778 .891 .762
BNN .849 .780 .038 .769 .876 .733
GNN+LSTM .879 .815 .048 .801 .904 .778
Transf. (Ours) .940 .893 .028 .871 .931 .814
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Fig. 2. AUROC for all models on Tasks T1 and T2. The MIMIC-IV-pretrained
Transformer achieves the highest AUROC on both tasks; scores shown above
bars.
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Transformer

GNN+LSTM

TCN

BNN
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0.028

0.048

0.055

0.038

0.062

0.091

ECE (lower is better)

Expected Calibration Error (ECE) by Model — Task T1

Fig. 3. ECE for all models on Task T1. Only the Transformer (0.028) and
BNN (0.038) satisfy the clinical trustworthiness threshold ECE<0.05 (dashed
red) without post-hoc recalibration.

IV. XAI FRAMEWORK AND DHT EXPLAINABILITY SCORE

A. XAI Methods
The EU AI Act mandates interpretability of high-risk med-

ical AI outputs [15]. We classify methods along two axes:
timing (post-hoc vs. ante-hoc) and scope (local vs. global).

Post-hoc local — SHAP [24]: Shapley values ϕi(x) =∑
S⊆F\{i}

|S|!(|F|−|S|−1)!
|F|! [fS∪{i}(xS∪{i})− fS(xS)] provide

theoretically grounded feature attributions. LIME fits a
weighted linear surrogate locally, generating clinically inter-
pretable rules.

Post-hoc global — Integrated Gradients [25]: IGi(x)=

(xi−x̄i)
∫ 1

0
∂f/∂xi|x̄+α(x−x̄) dα, satisfying the completeness

axiom; preferred for temporal waveform attribution. Attention
rollout aggregates multi-head weights to produce 48 h context
heatmaps.

Ante-hoc — Concept Bottleneck Model (CBM) [26]:
maps encoder output to C = 18 clinical concepts (glucose
variability, medication adherence, BMI trajectory, etc.) via
ŷ = g(h(zenc)), enabling clinician concept intervention. A
Monotone NN enforces non-decreasing risk with HbA1c,
creatinine, and BMI.

The XAI Gateway routes each inference to the appropriate
method by urgency, clinical role, and model type, packaging
attributions as FHIR DiagnosticReport resources [27].

B. DHT Explainability Score (DES)
We propose the composite DES:

DES = w1Fid+w2Stb+w3Chm+w4Act+w5Lat,
∑

wk=1
(1)

integrating Fidelity, Stability, Comprehensibility, Actionabil-
ity, and Latency complement (Lat = 1 − tXAI/tmax,
tmax = 2 s), with Delphi-consensus weights w =
[0.30, 0.20, 0.25, 0.15, 0.10]. A threshold DES≥ 0.75 is en-
forced by the EGL. Table III reports component scores; the
Hybrid strategy achieves DES = 0.86, with CBM ranking sec-
ond (0.81) and SHAP third (0.79). Integrated Gradients falls
below threshold (0.74) due to low comprehensibility (0.55),
confirming gradient-based methods are ill-suited as standalone
clinical explanations.

0.1 0.5 1 2 5
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0.9

0.91

0.92

0.93

0.94

0.95

ε
∗

DP budget ε (lower = stronger privacy)

A
U

R
O

C

Privacy–Utility Trade-off: AUROC vs. ε (Task T1)

Centralised (no DP)
FL + DP

FL (no DP)

Fig. 4. Privacy–utility trade-off for the Transformer on Task T1. At ε∗ =
0.5 (dashed red), FL + DP achieves AUROC = 0.933 vs. 0.940 centralised
(penalty = 0.007). Stronger privacy (ε=0.1) costs 0.042 AUROC, validating
ε∗=0.5 as the clinical operating point.
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TABLE III
DES COMPONENT SCORES AND COMPOSITE DES BY XAI METHOD

Method F S C A L DES

SHAP .88 .79 .72 .68 .70 .79
LIME .74 .65 .80 .75 .88 .77
Integ. Grad. .92 .87 .55 .60 .61 .74
Attn. Rollout .83 .81 .62 .52 .95 .76
CBM .76 .90 .88 .85 .65 .81
Hybrid .91 .85 .84 .80 .72 .86

F = Fidelity; S = Stability; C = Comprehensibility; A= Actionability; L= Latency.

V. ETHICAL GOVERNANCE LAYER

A. Principles and Regulatory Mapping

The EGL is grounded in five principles from
WHO 2021 [28] and Popa et al. [13]: P1 Privacy (ε-DP,
k-anonymity); P2 Fairness (equalised odds and demographic
parity across AI-READI subgroups); P3 Transparency
(DES≥ 0.75 + system model cards); P4 Accountability
(immutable audit trail, tri-party responsibility per EU AI Act
Arts. 25–29); P5 Inclusivity (representation parity
ρg =(ng/Ntrain)/pg ≥ 0.80). Table IV maps each EU AI Act
article to its EGL module; GDPR Art. 22 (automated
decisions) is satisfied by the human-in-the-loop override API.

TABLE IV
EU AI ACT ARTICLE-TO-EGL MODULE MAPPING

Article Requirement EGL Module

Art. 9 Risk management Bias Auditor (continuous
rolling)

Art. 10 Data governance Privacy Engine + Consent
Ledger

Art. 12 Record-keeping Immutable Audit Trail (on-
chain)

Art. 13 Transparency XAI Gateway (DES≥0.75)
Art. 14 Human oversight Override API + Clinician Loop
Art. 15 Robustness Drift Detector + Calibration

Monitor

B. EGL Microservice Architecture

Fig. 5 shows the five-module pipeline. The Bias Au-
ditor (Aequitas + Fairlearn [29], [30]) evaluates equalised
odds over a rolling N = 200-sample window per AI-
READI subgroup; disparity exceeding τ = 0.80 triggers
BalancedGroupThreshold adjustment. The Privacy En-
gine applies Gaussian noise (σ = 0.8, C = 1.0) achieving
(ε=0.5, δ=10−5)-DP tracked by a Rényi DP accountant, with
k=5-anonymity on query outputs [19]. The Consent Ledger
(Hyperledger Fabric + SMART-on-FHIR) rejects any inference
request outside active patient consent scope [31]. The XAI
Gateway enforces DES≥0.75. The Audit Trail provides an
append-only cryptographic log satisfying EU AI Act Art. 12
and GDPR Art. 22 [32].

Model Layer (L3)

Bias
Auditor

Privacy
Engine

Consent
Ledger

XAI
Gateway

Audit
Trail Clinical (L6)

Reject/Flag Override

Art.9 Art.10 Art.14 Art.13 Art.12

Fig. 5. EGL five-module microservice pipeline. Predictions pass sequentially
through all five modules before clinical delivery. EU AI Act articles satisfied
by each module are shown above.

VI. CLINICAL CASE STUDY: T2DM DHT VALIDATION

A. Setup and Tasks

T2DM (>828M adults worldwide [33]) provides an ideal
validation case: it is characterised by continuous multi-modal
streams (CGM, wearable activity, laboratory, medication) di-
rectly mapping to the DHT architecture, and is served by two
complementary open datasets providing disease-specific depth
(ShanghaiT2DM) and demographic diversity (AI-READI).
Three tasks are defined: T1 (HbA1c exceedance, above); T2
(30-min hypoglycaemia, above); T3 (30-day Time-in-Range
trajectory regression, 70–180 mg/dL [34], [35]). The Trans-
former is pre-trained on MIMIC-IV (94k ICU stays) and fine-
tuned on the combined T2DM corpus (n = 1,167, 80/20
split), with UKBB and NHANES supplying wearable activity
features.

B. Performance Results

For Task T3 (30-day TIR trajectory regression), the Trans-
former achieves MAE = 4.1 % and Pearson r=0.904, consis-
tent with CGM-Transformer literature reporting MAE≈4–6%
for 30-day glucose trajectory forecasting [35], [36]. The BiDir-
LSTM trails by 2.0 % MAE (6.1 %) and the LR baseline by
4.3 % (8.4 %), confirming that Transformer temporal attention
captures long-range glycaemic dynamics unavailable to shal-
low architectures.

Temporal SHAP analysis (Fig. 6) identifies post-meal glu-
cose (|ϕ|= 0.198) and HbA1c (|ϕ|= 0.176) as the dominant
Task T1 predictors. Medication adherence (|ϕ| = 0.073) and
BMI trajectory (|ϕ| = 0.065) are the highest-ranked clini-
cally actionable features—directly modifiable through inter-
vention—while eGFR trend (|ϕ| = 0.078) flags renal func-
tion as a critical comorbidity signal. Physical activity carries
an inverse (protective) attribution, consistent with exercise-
mediated glycaemic improvement in T2DM. This SHAP pro-
file aligns precisely with CGM variability’s known predictive
role for microvascular complications at AUC = 0.85–0.86 [37],
confirming that the Transformer has learned clinically mean-
ingful rather than spurious correlations.

C. Fairness and Adoption Results

Fig. 7 shows equalised-odds gaps before and after EGL in-
tervention. Without mitigation, Black and Hispanic subgroups
exhibit gaps of 0.091 and 0.078 respectively—of the same clin-
ical magnitude as racial disparities documented in commercial
risk algorithms [38]—indicating that using MIMIC-IV alone
as a training source would embed unacceptable demographic
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Fig. 6. Mean absolute SHAP feature attributions (top-10) for Task T1 on the
AI-READI holdout set (n=214). Post-meal glucose dominates; medication
adherence and BMI trajectory are the most clinically actionable modifiable
features.

bias. The inclusion of AI-READI’s deliberately diverse cohort
as the fairness validation corpus, combined with the Bias
Auditor’s rolling Fairlearn threshold adjustment, reduces all
six subgroup gaps below the τ=0.03 threshold post-EGL [29],
[30]. The maximum post-mitigation gap (∆EO = 0.027,
Asian subgroup) confirms that the Bias Auditor generalises to
unseen AI-READI patients without over-fitting to the training
distribution.

A 30-day simulated clinical pilot with 18 clinicians (9
endocrinologists, 6 diabetes educators, 3 clinical informati-
cists; mean experience 12.4± 6.1 years) produced a 76 %
adoption rate (n=14/18). Primary adoption drivers: SHAP
reasoning alignment (n = 11), CBM concept transparency
(n = 9), and sub-2-second latency (n = 8). Non-adopters
(n=4) cited over-reliance concerns and workflow integration
complexity [39]. The 76 % rate markedly exceeds the 40–
60 % typical for AI-CDSS tools deployed without embedded
XAI [40], [41], providing direct empirical evidence that co-
designed explainability—rather than post-hoc addition—raises
the clinical adoption ceiling.

All five EGL principles were confirmed satisfied at deploy-
ment: ε=0.50 (P1); ∆EOmax=0.027 (P2); DES = 0.86 (P3);
audit trail coverage = 100 % across N = 2,184 prediction
events (P4); ρg,min = 0.81 for Hispanic patients (P5), con-
firming that the AI-READI-derived training corpus meets
the minimum representation parity threshold for all protected
subgroups.

VII. CONCLUSION

This paper presented a dataset-grounded, end-to-end frame-
work for trustworthy Digital Health Twins, integrating a
formalised six-layer architecture, a federated ML bench-
mark across six model families on five open datasets, the
novel DHT Explainability Score, and an Ethical Gover-
nance Layer fully aligned to EU AI Act Articles 9–15
and GDPR. The MIMIC-IV-pretrained Transformer achieved
AUROC = 0.940 for HbA1c exceedance, AUROC = 0.931 for
hypoglycaemia prediction, MAE = 4.1 % for TIR trajectory

White Black Hispanic Asian Female Male
0

2 · 10−2

4 · 10−2

6 · 10−2

8 · 10−2

0.1

τ=0.03

∆
E

O

Equalised-Odds Gap Before and After EGL (AI-READI, Task T1)

Before EGL mitigation After EGL mitigation

Fig. 7. Equalised-odds gap per AI-READI subgroup before and after EGL
Bias Auditor intervention. Post-EGL all gaps satisfy τ=0.03 (dashed red).

forecasting, DES = 0.86, and 76 % clinician adoption in a 30-
day pilot. Federated training under (ε = 0.5)-DP incurred
only 0.007 AUROC penalty; the EGL reduced the maximum
demographic ∆EO from 0.091 to 0.027. These outcomes col-
lectively demonstrate that explainability, privacy preservation,
and regulatory governance are not competing constraints but
co-achievable engineering requirements.

Limitations. ShanghaiT2DM’s small size (n=100) restricts
subgroup analysis; the pilot was simulated rather than a
prospective RCT; and AI-READI’s US academic cohort limits
generalisation to lower-resource settings.

Future directions. (R1) Real-time XAI via FastSHAP distil-
lation on edge inference chips [42], [43], targeting sub-200 ms
latency for ICU settings. (R2) Causal DHTs embedding
Structural Causal Models for counterfactual treatment-effect
estimation, building on LLM-based trajectory forecasting [44].
(R3) Multi-stakeholder consent models for paediatric and
geriatric DHTs where decision-making capacity varies [45].
(R4) A community DHT Benchmark Consortium enabling
federated evaluation on standardised MIMIC-IV and AI-
READI holdout sets [46], paralleling the DREAM Challenge
model for reproducible DHT research.
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