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Abstract—Federated Learning (FL) enables collaborative
model training across decentralized mobile, edge, and institu-
tional devices without exchanging raw data, which makes it
a key enabler of privacy-preserving artificial intelligence for
wireless and mobile networks. However, FL. does not provide
formal privacy guarantees, as shared model updates can leak
information about local training data; this is a concern for
distributed learning over untrusted networks. Differential Pri-
vacy (DP) addresses this by bounding the influence of any
single record, but it introduces a privacy-utility trade-off whose
behavior depends on how local updates are aggregated at the
server and on how heterogeneously data is distributed across
clients. Most prior work studies these factors in isolation. In this
paper, we present a controlled empirical study of their joint inter-
action in differentially private federated learning. Using example-
level DP-SGD applied locally on each client, we evaluate three
aggregation strategies—FedAvg, FedAdam, and FedYogi—across
a wide range of privacy budgets and non-IID data distributions
on two real-world tabular benchmarks: the well-known Adult
Income dataset, and a more challenging, heterogeneous health-
care dataset (MIMIC-III). Our results reveal a sharp privacy-
budget threshold below which training collapses, and show that
adaptive aggregation (FedAdam, FedYogi) is substantially more
robust than FedAvg to both DP noise and data heterogeneity—
training more smoothly, with smaller global weight changes and
higher F1 score at equal privacy. MIMIC-III is consistently more
fragile under the same privacy constraints than the Adult Income
dataset, and non-IID partitioning amplifies the degradation.
We distill these findings into practical guidelines for deploying
privacy-preserving FL on heterogeneous, distributed data.

Index Terms—Federated learning, differential privacy, aggre-
gation strategies, non-1ID, privacy—utility trade-off

I. INTRODUCTION

Machine learning is increasingly embedded in mobile,
healthcare, and financial services, where data is sensitive and
often legally protected. Federated Learning (FL) offers a way
to train models on data that remains on edge devices or
within institutional silos, sharing only model updates with a
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coordinating server [1], [2]. Because raw data is never cen-
tralized, the impact of any individual breach is contained, the
communication overhead of moving large datasets is avoided,
and computation is pushed to clients such as smartphones, IoT
devices, or hospitals. In the common FL setting, clients train
on their local data and send model parameters or gradients
to a server, which aggregates them into a global model
that is redistributed for further rounds until convergence. As
intelligence migrates to wireless and mobile networks, FL has
become a cornerstone for privacy-preserving, on-device Al and
a recurring security concern for distributed systems operating
over partially trusted infrastructure [3].

Keeping data local, however, does not by itself guarantee
full privacy. Prior work has shown that shared gradients or
models can be exploited to reconstruct or infer properties of
the underlying training records [4]-[6]. Differential Privacy
(DP) provides a formal, quantifiable defense by bounding how
much any single record can influence the released model,
controlled by a privacy budget e [7], [8]. Differentially Private
Stochastic Gradient Descent (DP-SGD) realizes this for model
training by clipping per-example gradients and adding cali-
brated Gaussian noise [9]. Smaller ¢ means stronger privacy
and more noise; the inevitable cost is reduced model utility.

Two further factors influence the outcome. First, the aggre-
gation strategy determines how client updates are combined at
the server: simple averaging (FedAvg) [1] and adaptive server
optimizers such as FedAdam and FedYogi [10] react very dif-
ferently to noise and heterogeneity. Second, real deployments
are non-I1ID: clients hold heterogeneous local distributions,
which is known to harm convergence and final quality [11],
[12].

Research gap. While each of these factors has been studied
individually, their combined effect on the privacy—utility trade-
off remains poorly understood. A recent systematic review
of DP-FL confirms that the interaction between the privacy
mechanism, the aggregation rule, and data heterogeneity is
comparatively under-explored [13]. For example, earlier DP-
FL studies on the real-world dataset MIMIC-III compare only
a small set of strategies (e.g., FedAvg vs. FedProx) and do
not cover adaptive server optimizers nor a joint analysis of
privacy budget and heterogeneity [14]. The literature therefore
lacks a controlled study that varies privacy budget, aggregation
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strategy, and heterogeneity simultaneously on realistic data.
This gap is a practical obstacle to deploying privacy-preserving
FL in edge and institutional environments where data is
unevenly distributed, noisy, and imbalanced.

Research questions. Rather than treating the three factors
separately, we study them as an interacting system, and struc-
ture the investigation around three questions that progressively
introduce and then combine them:

RQ1: How does the privacy budget e shape the effectiveness—
stability trade-off in DP-FL, and how does this trade-off
depend on the dataset?

RRQ2 At a given privacy budget, how does the choice of
aggregation strategy (FedAvg, FedAdam, FedYogi) change
effectiveness, stability, and convergence—that is, how do the
privacy mechanism and the aggregation rule interact?

RQ3: When data is additionally non-IID, how do privacy
budget, aggregation strategy, and heterogeneity act jointly on
the trade-off, and which strategies remain robust under their
combined pressure?

The questions are: RQ1 establishes the privacy axis, RQ2
adds the aggregation axis on top of it, and RQ3 adds het-
erogeneity, so that the overall study characterizes the joint
behavior rather than three effects in isolation.

Addressing these questions, our contributions are:

e We build a local DP-FL system that enforces example-
level DP via DP-SGD on each client under federated
orchestration, and use it to study the joint interaction of
privacy budget, aggregation strategy, and data heterogene-
ity, rather than any single factor in isolation.

e« We characterize how the privacy budget governs the
effectiveness—stability trade-off and show that this trade-
off is dataset-dependent, being notably stricter for the
MIMIC-III than for the Adult Income dataset (RQ1).

o« We show that, at equal privacy, the aggregation rule
substantially changes the outcome: adaptive aggrega-
tion (FedAdam, FedYogi) is markedly more robust
to DP noise than FedAvg—smoother training, smaller
global weight changes, higher F1—and that this privacy—
aggregation interaction is strongest at tight budgets and
fades as e¢ grows (RQ2).

o We show that introducing non-IID data compounds the
degradation and that privacy, aggregation, and hetero-
geneity act together rather than additively, with adaptive
optimizers remaining the more stable choice under their
combined pressure; we distill the combined findings into
deployment guidelines (RQ3).

The remainder of the paper is organized as follows. Sec-
tion II reviews background and related work. Section III
describes the system, datasets, and experimental setup. Sec-
tion I'V presents and discusses the results. Section V concludes
and outlines future work.

II. BACKGROUND AND RELATED WORK

This section introduces the FL setting and aggregation
strategies we study, the differential-privacy mechanism we use,

Central
Server

@ local training

Fig. 1: One federated learning round. @ clients train a local
model on their own data; @ each client sends its local update
to the server (solid); @ the server aggregates the updates into
a new global model; and @ the global model is redistributed
to the clients (dashed).

and the data-heterogeneity model, and then positions our work
against the most closely related prior studies.

A. Federated Learning and Aggregation

We consider server-orchestrated horizontal FL in a cross-
silo setting: a small, stable set of well-resourced participants
(e.g., hospitals or banks) that share the same feature space but
hold disjoint records. Figure 1 summarizes one communica-
tion round: clients train locally, transmit updates, the server
aggregates them into a new global model, and redistributes it.

The aggregation rule is the component that combines client
contributions and is therefore central to FL behavior, especially
when updates are noisy or heterogeneous. FedAvg [1] forms
a sample-weighted average of the client models,

Wi = 2w (1)
k

where nj is the number of local samples of client k and
n = Y. ni. FedAvg is communication-efficient and the de
facto baseline, but it weights every (possibly noisy) update
equally and is known to suffer from client drift under non-IID
data, where divergent local optima bias the global model [12].
Adaptive server optimizers generalize this step. Following
Reddi et al. [10], the server treats the negative aggregated
client update as a pseudo-gradient Ay = w; — Y, "—kwgi)l
and applies an adaptive optimizer with server learning rate 7,
decay rates (31, 52, and a small constant 7:

m; = Bimy_1 + (1 —B1) Ay, (2

FedAdam: v; = Bovy 1+ (1 — B2) AZ, (3)
FedYogi: v; =v; 1 — (1 — f32) A?sign(v; 1 — AZ),

“4)

Wil =Wy —nmy/(\/Vi + 7). (5)

Here, Eq. (2) is the first-moment (momentum) estimate of
the pseudo-gradient; Eqs. (3) and (4) are the two alterna-
tive second-moment estimates that distinguish FedAdam from
FedYogi; and Eq. (5) applies the resulting preconditioned step
to the global model, with plain FedAvg recovered as the
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TABLE I: The three server-side aggregation strategies com-
pared in this study

Strategy Server-side state Update rule / property
FedAvg none (stateless) sample-weighted average,
Eq. (1); canonical baseline
FedAdam  Ist & 2nd moments  Adam-style EMA  of
(my,ve) squared pseudo-gradient,
Eq. 3)
FedYogi Ist & 2nd moments  sign-controlled second
(myg, ve) moment, Eq. (4); more

stable v

special case in which no adaptive preconditioning is used. The
key difference is the second-moment update: FedAdam uses
an exponential moving average (Adam-style [15]), whereas
FedYogi uses a sign-based additive update (Yogi-style [16])
that prevents the rapid growth of v; and yields more stable
effective per-coordinate step sizes. Because the per-coordinate
denominator ,/v; in Eq. (5) rescales updates, noisy or in-
consistent coordinates—exactly those produced by DP noise
and heterogeneity—are implicitly damped, which motivates
studying these optimizers under privacy constraints. Other
families address heterogeneity differently: FedProx adds a
proximal term to the client objective [17], SCAFFOLD uses
control variates to correct client drift [12], and robust rules
such as Krum [18] and Trimmed Mean [19] target Byzantine
threats to the model integrity or availability.

We selected FedAvg, FedAdam, and FedYogi for achieving
a comparison of rather different methods. FedAvg is the
canonical, ubiquitous baseline against which all FL. methods
are measured. FedAdam and FedYogi are the two most widely
adopted adaptive server optimizers, are natively available as
drop-in server-side strategies, and were specifically designed
to improve convergence under client heterogeneity [10]. Cru-
cially, all three modify only the server-side aggregation while
leaving local client training identical, so observed differences
can be attributed to the aggregation rule alone. FedAdam and
FedYogi differ from each other only in their second-moment
update (Egs. (3)-(4)), which makes them an ideal controlled
pair for probing sensitivity to DP noise. By contrast, methods
that (i) change the client objective (FedProx), (ii) require
additional client state and communication (SCAFFOLD), or
(iii) assume an adversarial threat model (Krum, Trimmed
Mean) would confound a clean privacy-versus-aggregation
comparison, and are therefore out of scope for this work.

B. Differential Privacy in Federated Learning

A randomized mechanism is (e, §)-differentially private if,
for any two datasets differing in a single record and any
output set, the output probabilities differ by at most a factor
e up to an additive J [7]. In FL, DP is typically applied
either centrally (the server perturbs the aggregate, assuming
it is trusted) or locally (each client perturbs its own updates,
tolerating an untrusted server). We adopt local, example-level
DP via DP-SGD [9]: each client clips per-sample gradients

to a fixed norm and adds Gaussian noise before updating,
bounding the contribution of any individual record even if
the server is compromised. Composing the privacy loss across
many rounds with basic composition is loose; we therefore
use Rényi Differential Privacy (RDP), which gives substan-
tially tighter cumulative bounds for the sampled Gaussian
mechanism [20]. DP for FL has been combined with secure
aggregation and related primitives [21]-[23], and adaptive-
clipping or dynamic-noise schemes aim to soften the utility
cost [24], [25]. Healthcare has been a prominent application
domain, given strict data-protection regimes and siloed clinical
records [14], [26]. Nonetheless, the interaction between the
DP mechanism, the aggregation rule, and data heterogeneity
remains the focus of comparatively little work [13].

C. Data Heterogeneity

Under non-IID data, client distributions diverge in label pro-
portions (label skew) and in the number of samples (quantity
skew), which slows convergence and lowers final quality [11].
A standard way to simulate controllable heterogeneity is
Dirichlet partitioning with concentration parameter a: small
« yields strongly skewed (non-IID) partitions, while large o
approaches IID [27]. Combining DP noise with non-IID skew
compounds the difficulty of stable optimization, motivating
our joint study.

D. Positioning

Our study differs from prior work in combining three axes
at once. Unlike DP-FL optimization analyses that fix the
aggregation method, and unlike FL benchmarks that compare
aggregation strategies without privacy, we vary privacy bud-
get, aggregation strategy, and heterogeneity together. Unlike
MIMIC DP-FL studies limited to FedAvg and FedProx [14],
we evaluate adaptive server optimizers, and we do so on two
benchmkar datasets from different domains to test whether
conclusions transfer across domains.

III. METHODOLOGY AND EXPERIMENTAL SETUP

This section describes the DP-FL system we implemented,
the datasets and model, the data-partitioning regimes, how
each aggregation strategy and the differential-privacy account-
ing are realized, and the metrics used for evaluation.

A. System and Tools

We implement server-orchestrated horizontal FL. with the
Flower framework !, simulating all clients on a single machine
for controlled, reproducible cross-silo experiments. The shared
model and local optimization use PyTorch. Example-level DP
is enforced with Opacus 2: each client’s optimizer is wrapped
with a privacy engine that performs per-sample gradient clip-
ping, Gaussian noise addition, and Rényi Differential Privacy
(RDP) accounting. This separation of concerns lets Flower
handle aggregation while Opacus enforces DP locally on every
client. To isolate effects, we compare three model types:

Thttps://flower.ai/
Zhttps://opacus.ai/
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a centralized model (an upper bound without federation or
privacy), a non-private federated model (capturing decentral-
ization only), and a differentially private federated model.

B. Aggregation Strategies

The three strategies are realized as server-side aggregation
rules and are the only component varied across runs. FedAvg
performs the weighted average of Eq. (1). FedAdam and
FedYogi maintain server-side first- and second-moment state
(my,vy) across communication rounds, treat the averaged
client update as the pseudo-gradient A;, and apply the updates
in Egs. (3)-(4) with tuned server learning rate 7 and decay
rates f31, 82. Client-side local training (model, loss, local
optimizer, number of local steps, and—in private runs—the DP
mechanism) is held identical regardless of the server strategy,
so that any differences in stability or accuracy stem from the
aggregation rule.

C. Differential Privacy and Accounting

On each client, DP-SGD [9] clips every per-sample gradient
g; to a fixed /5 norm C and adds Gaussian noise to the batch
sum,

5= 5 (S8 0/max(1,lgilh/C) + N(0,0%C7), ©)
where o is the noise multiplier and B the batch size. The noise
multiplier is calibrated by Opacus to reach a target per-epoch
budget € given ¢ and the sampling rate, and the cumulative
budget over the 50 communication rounds is tracked with
the RDP accountant [20], which converts back to an (e, )
guarantee. We set § = 1/N with N the number of training
examples. Because ¢ is specified per epoch, the overall guaran-
tee of a run accumulates over rounds; we report the per-epoch
e throughout. The clipping norm C' trades off clipping bias
against added noise: a small C' limits gradient magnitude (less
noise but more bias), a large C' does the opposite. We fix C'
per configuration to the 90th percentile of per-sample gradient
norms observed during 10 non-private warm-up epochs [28];
the resulting C' ranges from about 1.96-2.66 on Adult and
3.26-3.79 on MIMIC-III across configurations.

D. Datasets

We use two widely adopted tabular benchmarks, both posed
as binary classification, chosen to span two distinct domains.

The MIMIC-III dataset [29] is a large, publicly available
critical-care database of de-identified electronic health records
from over 40,000 ICU patients. It is a real-world healthcare
benchmark and is particularly relevant and challenging for
FL: clinical data is naturally siloed across institutions and
care units, is strongly heterogeneous across patients, mixes
continuous, categorical, and time-stamped variables, and is
severely class-imbalanced for outcomes such as mortality.
These properties make it an ideal test for privacy-preserving,
heterogeneity-aware FL, and they mirror the regulatory and
distributional constraints of deploying Al in real clinical net-
works [14], [26]. Following the preprocessing of Purushotham
et al. [30] we use Feature Set A (17 clinically relevant features

over the first 24 hours of admission) for in-hospital mortality
prediction, yielding 35,992 records.

The Adult Income dataset [31] predicts whether an in-
dividual earns more than $50,000 from demographic and
employment attributes. It is one of the most established and
reproducible benchmarks for binary classification in the ML
community, is openly available, and is frequently used in prior
FL and DP studies; this makes it valuable for cross-study
comparability and as a clean, well-understood complement to
MIMIC-III. It also exhibits real class imbalance and feature
skew, so it is far from a trivial task. After cleaning, one-hot
encoding, and removal of redundant/missing entries it reduces
to 30,139 records. Continuous features are standardized per
client.

E. Model

To keep the focus on privacy and aggregation rather than
architecture, we use a logistic regression classifier: a single
linear layer followed by a sigmoid, trained with binary cross-
entropy loss and SGD (DP-SGD in private settings). A low-
complexity, interpretable model reduces confounding from
architectural choices, converges quickly, and is reproducible—
appropriate for an in-depth controlled study. Still, the model
provides sufficient complexity to effectively learn the relevant
aspects of the data and achieve results comparable to state-
of-the-art models. Because both datasets are imbalanced, the
decision threshold is tuned post-hoc on a validation set by
sweeping values from 0 to 1 in steps of 0.01 and selecting the
threshold that maximizes F1 [32].

F. Data Partitioning

We study two regimes. IID partitioning randomly distributes
records so each client mirrors the global distribution. Non-
IID partitioning uses a Dirichlet partitioner with concentration
a € {0.2,0.3,0.5,1,5,15}, inducing both label and quantity
skew; smaller v is more heterogeneous.

G. Hyperparameters

Hyperparameters are tuned separately for each configuration
(aggregation method X client count x dataset), resulting in 18
different searches across the search space as listed in Table II.
The decision threshold is then optimized in a second search.
For FedAdam and FedYogi we additionally tune (3;, 2, and
the server learning rate 7, as these directly govern the server
update. Federated training runs for 50 rounds with all clients
participating each round; client counts of 5, 10, and 15 are
evaluated.

H. Evaluation Metrics

We report five complementary metrics. The FI score is
our primary metric given class imbalance, aggregated globally
from per-client true/false positive/negative counts. Accuracy
and AUROC (the latter averaged across clients in IID set-
tings) measure predictive quality, AUROC being threshold-
independent. The global model weight change between con-
secutive rounds measures training stability—a desirable run
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TABLE II: Hyperparameter search space (grid search)

Hyperparameter Tested values
Learning rate 0.001, 0.01, 0.1
Batch size 64, 128

Weight decay 0, 1072, 10~¢
Momentum 0, 0.9

L1 norm 0, 104, 10~°

81 (FedAdam/FedYogi) 0, 0.1, 0.3, 0.4, 0.5, 0.9
B2 (FedAdam/FedYogi) 0.5, 0.9, 0.99
n (server LR) 0.01, 0.03, 0.1, 0.3

drives this toward zero. We also track loss to monitor op-
timization. All metrics are tracked across the 50 rounds to
expose convergence dynamics, not only final values.

1. Environment

Experiments run on a CPU-only workstation (Intel i5-
12350, 32GB RAM) using Python 3.10, PyTorch 2.7.0,
Opacus 1.5.4, and Flower (flwr) 1.18.0.

IV. RESULTS AND DISCUSSION

We first establish non-private baselines, then study the three
factors in turn: the privacy budget (RQ1), the aggregation
strategy (RQ2), and non-IID data (RQ3), before distilling
practical guidelines.

A. Non-Private Federated Baseline

We first establish strong non-private baselines so that later
degradation can be attributed to DP and heterogeneity rather
than to poor tuning. Table III reports the tuned federated results
(5 clients) alongside centralized logistic-regression bench-
marks from the literature [30], [33]. The federated models
come close to the centralized references on both datasets.
With optimal thresholds, F1 is consistently higher than at
the default 0.5 threshold, confirming the value of threshold
tuning under imbalance. Without privacy and under IID data,
all three aggregation strategies converge to nearly identical
final quality; they differ mainly in convergence speed and
smoothness, with FedAvg typically attaining the strongest mid-
training scores on the easier Adult task and the adaptive
optimizers catching up by round 50. Scaling from 5 to 15
clients does not meaningfully change final effectiveness (10-
and 15-client results, omitted for space, follow the same
pattern). This establishes that any later differences stem from
DP constraints or data heterogeneity.

B. Impact of the Privacy Budget (RQI1)

We next vary the per-epoch privacy budget over twelve
values (0.01, 0.02, 0.03, 0.04, 0.07, 0.1, 0.5, 1, 1.5, 2, 2.5,
3) with FedAvg and IID data, comparing against the non-
private baseline. Figure 2 shows global F1 over rounds for
both datasets, and Fig. 3 the corresponding weight changes
on Adult.

A clear, monotone trade-off emerges across all metrics: as €
decreases, more noise is injected and effectiveness drops while

TABLE III: Non-private federated baseline vs. centralized
literature references (5 clients; best threshold)

Dataset Method F1 F1@0.5 AUROC
Centralized [33] 0.657 - -

Adult FedAv gv 0.640 0.517 0.895
FedYogi 0.650 0.548 0.891
FedAdam 0.647 0.563 0.882
Centralized [30] - - 0.824
FedAvg 0.383 0.192 0.794

MIMIC-III

¢ FedYogi 0.383 0.371 0.795

FedAdam 0.369 0.164 0.795

Global F1 Score

-3 2 2 -1 - 0.1 = 0.04 = 0.03 = 0.02 = 0.01

0 10 20 30 40

(a) Adult Income.

Global F1 Score

== 0.1 == 0.07 = 0.04 = 0.03

0.1 Step

(b) MIMIC-III (healthcare).

Fig. 2: Global F1 over 50 rounds for FedAvg under varying
per-epoch privacy budgets € (5 clients, IID). Larger e (weaker
privacy) tracks the non-private baseline; small e degrades and
destabilizes F1, with MIMIC-III more sensitive than Adult.

instability rises. For sufficiently large budgets (¢ 2 0.5), F1,
AUROC, and accuracy stay close to the non-private baseline
with smooth trajectories and small, decreasing weight changes.
A threshold region exists below which quality deteriorates
sharply: on Adult, models remain usable down to about € =
0.04 (with mild delays and fluctuations), degrade markedly
below that, and fail entirely at ¢ = 0.01, where the model
does not learn and F1 even drifts downward. The loss curves
confirm this picture: the smallest budget yields the highest,
most unstable loss, never approaching the levels reached at
larger budgets, while AUROC exhibits a comparable threshold
below which discriminative power collapses. MIMIC-III is
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Global Model Weight Change

= 0.04 = 0.03 = 0.02 = 0.01

- -1 - 0.1

Fig. 3: Global model weight change for FedAvg on Adult
under varying e (5 clients, IID). Stronger privacy (smaller €)
produces larger, less stable weight updates; the non-private run
converges smoothly toward zero.

0.45 Step

Fig. 4: AUROC for FedAvg on MIMIC-III under varying e
(5 clients, IID). Budgets € 2 0.5 cluster near the non-private
baseline; budgets € < 0.04 collapse toward chance level with
strong oscillation, illustrating the threshold behavior of the
privacy—utility trade-off.

consistently more fragile: under identical budgets it shows
larger degradation and stronger oscillations, retaining accept-
able F1 only for € 2 0.5.

The AUROC trajectories in Fig. 4 make the threshold behav-
ior explicit: budgets at or above 0.5 remain tightly clustered
around the non-private level (AUROC = 0.78), ¢ = 0.1 and
0.07 sit moderately below, and budgets of 0.04 or smaller fall
toward chance level with large swings between rounds—the
model intermittently loses and regains discriminative power
rather than converging.

Two cross-cutting observations hold on both datasets. First,
F1 is the most privacy-sensitive metric, declining earliest and
most. Accuracy, by contrast, is the least sensitive and can
remain deceptively high even when the model fails on the
minority class—so we rely primarily on F1 and AUROC
throughout. Second, the number of clients (5/10/15) has little
effect on these trends: the same degradation and fluctuation
patterns recur as budgets tighten, indicating that the privacy
budget, not the client population size, drives the behavior in
this range. Because budgets ¢ 2> 0.5 essentially reproduce non-
private behavior, we restrict the subsequent experiments to the
more informative low-¢ regime.

Global F1 Score
— nonDP = FedYogi_0.07 -

— FedAdam_0.04

— FedAdam_0.07
— FedAvg_0.07 — FedAvg_0.04

0.1 Step

o
N
S

40

Fig. 5: Global F1 on MIMIC-III (5 clients, IID) for FedAvg,
FedAdam, and FedYogi under low privacy budgets. FedAvg
(green shades) oscillates strongly; the adaptive optimizers
(blue/purple) learn smoothly and reach higher F1.

Global Model Weight Change
= non DP = FedYogi_0.07 = FedYogi_0.04 = FedAdam_0.07 = FedAdam_0.04
— FedAvg_0.07 = FedAvg 0.04 == FedAvg 0.03

Fig. 6: Global model weight change on Adult (5 clients, IID)
under low privacy budgets. FedAvg (green) exhibits much
larger, more erratic updates than FedAdam and FedYogi,
which remain low and stable.

C. Impact of Aggregation Strategy (RQ2)

We now fix IID data and compare FedAvg, FedAdam, and
FedYogi under matched privacy budgets in the informative
low-¢ range. Figure 5 shows F1 on MIMIC-III and Fig. 6 the
weight changes on Adult.

Under equal privacy guarantees, the adaptive optimizers
FedAdam and FedYogi consistently outperform FedAvg in
AUROC and F1, converge faster, and train more stably.
FedAvg pays a higher “optimization cost” for privacy: it
shows pronounced F1 oscillations—at the strictest budgets
it sometimes makes essentially no learning progress—and
the largest, most irregular global weight changes (Fig. 6),
indicating unstable updates. This is consistent with the per-
coordinate rescaling in Egs. (3)—(4), which damps the noisy
directions that FedAvg propagates directly. FedYogi tends to
be the most stable overall, with FedAdam close behind; the
two converge to similar weight magnitudes after the first few
rounds. As before, accuracy understates these gaps: FedAvg’s
accuracy can look comparable even when its F1 and AUROC
are clearly worse. The advantage of adaptivity is largest under
tight privacy and shrinks as e increases, where all methods
approach the non-private baseline and differences become
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minor. The effect is more pronounced on MIMIC-III than on
Adult, in line with the greater fragility of the healthcare task.

Beyond final quality, the aggregation rule also governs
convergence speed. Measuring the number of communication
rounds needed to first reach a target F1 threshold, the adaptive
optimizers consistently require fewer rounds than FedAvg
under DP noise: FedAdam and FedYogi climb steadily toward
their plateau within the first 10-20 rounds, whereas FedAvg’s
noisy, oscillating trajectory repeatedly crosses and falls back
below the threshold, so it either reaches it later or fails to
hold it. Faster, more reliable convergence is operationally
valuable in federated deployments, where each additional
round consumes communication bandwidth and—under DP—
additional privacy budget; methods that converge in fewer
rounds therefore reach a given utility at a lower cumulative
privacy cost.

D. Effects of Non-IID Data (RQ3)

Finally, we combine DP with non-IID partitioning, varying
the Dirichlet partitioners concentration o and € for all three
strategies (5 clients). Figure 7 contrasts a more heterogeneous
setting (w = 5) with a more homogeneous one (o = 10) on
MIMIC-III at € = 0.5.

As a reference, we first ran the same non-IID partitions
without any privacy mechanism. There, heterogeneity alone
already lowers and slows convergence: the smallest o (0.2)
yields markedly lower F1 and slower, noisier learning, while
larger « recovers stable convergence for all methods. The
aggregation strategies behave similarly to the IID baseline at
matched «, with FedAvg converging more slowly and showing
higher loss; interestingly, on Adult the adaptive optimizers
exhibit somewhat larger early weight oscillations than FedAvg
in the non-private non-IID case. This isolates the heterogeneity
effect and provides the baseline against which the differentially
private runs below are interpreted.

Both stronger heterogeneity (smaller o) and tighter privacy
(smaller ¢) reduce F1 and increase fluctuations, and the two
effects compound: the worst behavior appears when both
are extreme. Increasing « toward IID improves convergence
speed, final F1, and smoothness across all methods, and this
benefit is most pronounced under strict privacy. Aggregation
choice interacts with heterogeneity in a dataset-dependent way.
On MIMIC-III, FedAvg performs worst—never producing a
smooth learning curve and making weak progress under joint
high heterogeneity and strict privacy—while FedAdam and
FedYogi train stably and reach higher F1; their gap narrows
as « and e grow, and they overlap at high o with looser
privacy. On Adult, the differences are smaller, and FedYogi
can converge somewhat slower than FedAdam/FedAvg at the
lowest a and e. Crucially, the accuracy/F1 divergence persists:
FedAvg often attains the highest accuracy while having a
lower F1, because it predicts the majority class well but the
minority class poorly—reinforcing that stability and F1 should
be prioritized over raw accuracy in imbalanced, privacy-
constrained FL. These observations are consistent with non-
private clinical FL. benchmarks that find simple averaging

Global F1 Score
FedYogi
0.34

0.32

0.28
0.26
0.24
0.22

0.2
Step
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(a) € = 0.5, @ = 5 (more heterogeneous).

Global F1 Score
FedYogi

0.3
0.25

0.2
Step

0 10 20 30 40 50

(b) € = 0.5, a = 10 (less heterogeneous).

Fig. 7: Global F1 on MIMIC-III (5 clients) under DP and non-
IID data. FedAvg (green) is unstable and lower; FedAdam and
FedYogi converge smoothly. Higher o (less skew) improves
stability and final F1 for all methods.

brittle under heterogeneity and imbalance, and they extend
that picture to the differentially private regime.

E. Practical Guidelines

Our findings suggest several recommendations for deploy-
ing DP-FL. (i) Calibrate the privacy budget per dataset: a suf-
ficiently large € preserves most utility, but the usable threshold
is dataset-specific and notably stricter for sensitive healthcare
data than for the Adult Income dataset. (ii) Prefer adaptive
server optimizers (FedAdam, FedYogi) over plain FedAvg
when operating under tight privacy or strong heterogeneity,
as they deliver smoother training, smaller weight changes,
and higher F1 at equal privacy. (iii) Choosing fitting metrics
such as F1 and AUROC is important, since accuracy can
mask failure on minority classes. (iv) Reducing heterogeneity
(or designing for it) pays off most precisely when privacy is
strongest.

F. Limitations

Several design choices bound the scope of our conclusions.
We deliberately use a single, low-complexity model family
(logistic regression) so that observed effects are attributable
to privacy and aggregation rather than to architecture; richer
models may interact differently with DP noise, and confirming
our findings on deep architectures is left to future work.
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However, the model is sufficiently powerful for the two chosen
datasets. Experiments are run as a simulation of cross-silo FL
with full client participation in every round, which controls
for stragglers and sampling noise but does not capture the
partial participation and communication constraints typical
of large-scale mobile FL. We study two tabular benchmarks
from two domains; while they were chosen for realism and
comparability, broader dataset coverage would strengthen ex-
ternal validity. Finally, we enforce record-level DP with a
per-epoch budget and RDP accounting; user-level guarantees
and alternative accountants could shift the precise thresholds
we report, even though we expect the qualitative trends—
the budget threshold and the relative robustness of adaptive
aggregation—to persist.

V. CONCLUSION AND FUTURE WORK

We presented a controlled empirical study of how privacy
budgets, aggregation strategies, and non-1ID data jointly affect
differentially private federated learning on two benchmark
datasets. Across both datasets we observed the expected
privacy—utility trade-off with a sharp budget threshold below
which training collapses, a consistent robustness advantage
of adaptive aggregation (FedAdam, FedYogi) over FedAvg
under DP noise and heterogeneit. While no single adaptive
aggregation strategy dominates in every setting, and the best
choice depends on the dataset, the degree of heterogeneity, and
the privacy requirement, adaptive methods are favored over the
FedAvg baseline. Future work includes evaluating additional
and personalized aggregation rules, studying partial client
participation per round (common in mobile FL), and extending
the analysis from record-level to user-level differential privacy,
which is required by many real applications.
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