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Abstract—Security remains a key challenge in wireless com-
munications, especially with the rise of critical applications such
as remote healthcare, autonomous vehicles, industrial control
systems, and satellite communications. Physical layer security
(PLS) offers an attractive alternative or complement to cryp-
tographic methods by leveraging the physical properties of the
transmission channel, eliminating the need for key distribution.
Building on Wyner’s wiretap model, PLS has inspired schemes
such as artificial noise (AN) and out-phased array linearized
signaling (OPALS), each offering different trade-offs between
energy efficiency, security, and complexity. In this work, we
propose two novel PLS schemes that bridge the gap between
AN and OPALS. We introduce the beamforming loss (BL) as a
metric to evaluate the energy overhead of securing transmissions.
Our methods are evaluated based on several criteria: BL, peak-
to-average power ratio (PAPR), and resilience to eavesdroppers,
under various attacks. Results demonstrate that the proposed
schemes balance the high security of AN and the energy efficiency
of OPALS.

Index Terms— Physical layer security, energy efficiency, arti-
ficial noise, OPALS, beamforming loss, PAPR

I. INTRODUCTION

Security is a cornerstone of modern communication sys-
tems, especially as wireless technologies continue to evolve
and proliferate across critical applications. Traditional crypto-
graphic solutions provide robust protection against eavesdrop-
ping but rely heavily on key distribution and computational
assumptions, which may be vulnerable to advances in com-
puting power, such as quantum technologies. In this context,
PLS has emerged as a promising alternative or complement to
classical encryption, especially for satellite communications
as presented in [1]. Unlike cryptographic approaches, PLS
mechanisms exploit the physical characteristics of the commu-
nication channel to secure information, inherently avoiding the
need for key sharing. This makes PLS particularly attractive
for low-latency, low-complexity, or resource-constrained envi-
ronments. The foundation of PLS was established in Wyner’s
seminal work on the wiretap channel [2], which introduced
a theoretical framework showing that secure and reliable
communication is achievable over a degraded channel without
the use of secret keys, by maximizing both the transmission
rate and the equivocation at the eavesdropper.

Beamforming [3] represents the most basic and least se-
cure form of PLS, relying solely on directing signal en-
ergy toward the legitimate receiver to reduce signal leakage.
However, its security is highly limited, especially in the
presence of multiple and/or well-positioned eavesdroppers. To
overcome these limitations, more advanced PLS techniques
have been proposed, such as directional modulation (DM) [4]
and symbol-level precoding [5]. Among them, AN [6] and
OPALS [7] have garnered significant attention due to their
complementary strengths in enhancing secrecy and improving
energy efficiency, respectively.

AN enhances secrecy by injecting structured interference
into the transmitted signal, degrading the eavesdropper’s chan-
nel while having minimal impact on the legitimate receiver.
This approach is particularly effective in multi-antenna sce-
narios, where the spatial degrees of freedom can be exploited
to align the artificial noise in directions orthogonal to the
intended user. However, the price to pay is the allocation of
additional resources to AN, both in terms of spatial dimensions
and transmit power. On the other hand, OPALS, introduced
in [7], focuses on achieving a balance between secrecy and
energy efficiency. It leverages waveform-level signal design
and Linear amplification with nonlinear components (LINC)
techniques [8] to significantly reduce the PAPR, which is a
common limitation in power-constrained systems like satel-
lite or Internet of Things (IoT) networks. By shaping the
transmitted symbols to lie on concentric rings with controlled
phases, OPALS achieves both low envelope variation and an
inherent level of security, albeit at the cost of increased power
to preserve the low envelope variation.

The two schemes, although effective individually, present
different trade-offs. While AN generally provides stronger
secrecy guarantees, it often comes at the cost of higher energy
consumption and PAPR. Conversely, OPALS offers better
energy efficiency and hardware friendliness, but may be less
robust to sophisticated eavesdropping strategies. Understand-
ing and optimizing these trade-offs is a central theme of this
work. We propose a hybrid physical-layer security scheme
that combines the strengths of AN and OPALS, aiming to
achieve a balance between the high secrecy performance of
AN and the energy efficiency and low PAPR of OPALS. To
ensure a fair and comprehensive comparison, we introduce the
notion of BL, which quantifies the energy overhead induced by
securing the transmission compared to a naive multi-antenna
beamforming system. The methods are evaluated according to
multiple criteria, including BL, PAPR robustness against both
naive and sophisticated eavesdroppers, and resistance to brute-
force attacks. Our analysis shows that the proposed methods
provide a balanced compromise between the low PAPR of
OPALS and the high security of AN.

The remainder of the paper is structured as follows. In Sec-
tion II, we present the system model, including the definition
of beamforming loss and the mathematical formulation of the
proposed schemes. Section III provides a theoretical analysis
of the new schemes’ BL as well as a theoretical comparison of
their security performance. Simulation results are presented in
Section IV, where the different methods are compared under
realistic settings. Finally, Section V concludes the paper and
discusses future research directions.
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Fig. 1: Dynamic Directional Modulation System.

II. SYSTEM MODEL

A. Overview

We consider a general dynamic Directional Modulation
(DM) system, illustrated in Figure 1. The transmitter aims
to deliver a message to a single-antenna receiver located at
direction θ0 ∈]− π

2 ,
π
2 [.

The transmitter is equipped with N antennas uniformly
spaced along the vertical axis, with inter-antenna spacing d,
typically set to λ

2 , where λ is the signal wavelength. At each
time instant k, the data symbol a[k]—drawn from an M -
ary quadrature amplitude modulation (QAM) or any other
modulation—is split by the component separator into two sub-
signals a+[k] and a−[k], satisfying a+[k]+a−[k] = 2a[k]. The
sequence (a[k])k is supposed to be i.i.d. and normalized, i.e.,

E
[

|a[k]|2
]

= 1, where E [·] is the expectation of a random
variable. A dynamic interleaver then distributes these sub-
signals across the antenna array, assuming an even number
of antennas for balanced processing.

The line-of-sight (LoS) channel model considered in this
work is representative of practical scenarios such as satel-
lite communications and is consistent with the assumptions
adopted in the literature, including OPALS and the re-
cent works [9], section II-A. Under the far-field assump-
tion, a phase shift of 2πα sin θ occurs between adjacent
antennas in the direction θ, where α = d/λ. Let wθ =
[

1, . . . , e−2jπ(N−1)α sin θ
]

be the spatial channel response in
direction θ. Beamforming weights wθ0 are applied at the
transmitter to focus energy towards direction θ0. Therefore,
the received signal at angle θ and time k is:

rθ[k] = h[k]

N−1
∑

n=0

ejnθ̃a±[k] + η[k], (1)

where:

• a±[k] denotes either a+[k] or a−[k] depending of which
antenna proceed a+[k] and a−[k],

• h[k] ∈ C is an attenuation constant whose amplitude is
proportional to the emitter-receiver distance,

• η[k] is the additive white Gaussian noise (AWGN) of
power σ2

n,

• θ̃ = 2πα (sin θ0 − sin θ).

For θ = θ0 (i.e., the intended direction), we have θ̃ = 0.
In this case, as as many antenna proceed a+[k] than a−[k],
we have rθ0 [k] = h[k]N a[k] and thus the legitimate receiver
obtains the desired signal a[k] without distortion and without
the knowledge of the random source generation. Notably, this
method does not require any secret sharing, which makes it
particularly attractive compared to conventional secure trans-
mission schemes.

When the per-antenna transmitted power is normalized to
1, and the attenuation constant h[k] is supposed to be 1, the

desired signal at θ = θ0 is scaled by a factor of N/
√

E [|a±|2].
By contrast, in a conventional beamforming system without
security constraints, the scaling factor is N . We define the
BL, denoted by Bloss, as the ratio between the gain of the
conventional beamforming system and that of the proposed
framework for the same per-antenna emitted power:

Bloss =
N2

N2/E [|a±|2]
= E

[

|a±|2
]

. (2)

This definition highlights the inherent trade-off between secu-
rity and power efficiency. In unintended directions (θ ̸= θ0),
the signal undergoes distortion due to the dynamic mapping
and phase misalignment.

Next, we present our method which focuses on the con-
struction of the sub-signals a±.

B. Mathematical description of the proposed method

The proposed approach falls within the class of dynamic
directional modulation (DDM) systems. The symbol a[k]
is decomposed into the superposition of two phase-shifted
components whose amplitudes are jointly controlled by a time-
varying scaling parameter. The sub-signals a±[k] are defined
as:

a+dyn[k] := a[k]

(

1 + j

√

R[k]2

|a[k]|2
− 1

)

, (3)

a−dyn[k] := a[k]

(

1− j

√

R[k]2

|a[k]|2
− 1

)

. (4)

where R[k] denotes a real-valued, time-varying scaling param-
eter. It can be verified that a+dyn[k] + a−dyn[k] = 2a[k].

(a) Deterministic scheme: The auxiliary signal is defined as

R[k] = Rdet,a[k] = |a[k]|+ ϵ, (5)

and ϵ > 0 is a fixed margin parameter.
(b) Randomized scheme: The auxiliary signal is given by

R[k] = Rrand,a[k] = |a[k]|+X, (6)

where X ∼ U([0, ϵ]) is a uniformly distributed random
variable over the interval [0, ϵ]. The probability density
function (PDF) of X is

fX(x) =
1

ϵ
1[0,ϵ](x), (7)

where 1[0,ϵ](·) denotes the indicator function.
This randomized model introduces controlled fluctuations
in the signal modulus, thereby increasing the uncertainty
experienced by the eavesdropper. The expected value
and variance of X are given by E[X] = ϵ/2 and
Var[X] = ϵ2/12, respectively. Consequently, the param-
eter ϵ governs the average amount of additional energy
injected into the signal: larger values of ϵ yield greater
expected deviations and potentially enhanced security, at
the cost of reduced energy efficiency.

Note that using a decomposition R̃a[k] = |a[k]| + X̃ with

X̃ ∼ U([0, ϵa[k]]) is also a conceivable approach, but it does
not yield significant improvement compared to the randomized
strategy within the scope of our analysis.
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These decompositions can also be interpreted through the
lens of AN, as the emitted signal is a sum of the signal
of interest superimposed with an auto-generated noise. The
four decomposition methods are exemplified in Figure 2. The
received constellation in direction θ = 0.2 with θ0 = 0 is also
shown in each case. As shown in the figure, the number of
possible transmitted symbols for OPALS and the deterministic
decomposition is finite, in contrast to AN and the randomized
method, which exhibit an infinite symbol set. From a security
perspective, infinite cardinality is a desirable property, as it
increases the difficulty of message recovery at eavesdroppers.
Conversely, a finite candidate set could enable a sophisticated
eavesdropper to perform a brute-force search to recover a[k],
as highlighted in [5]. The constant-envelope property of the
OPALS decomposition is evident, as all sub-signals lie on
circles of equal radius. The following section presents the
theoretical security performance of each method, regarding
the attacks presented in [10] and [11]. More specifically,
we provide theoretical insights into the energy efficiency
of our proposed techniques and evaluate the robustness of
the different schemes against an eavesdropper equipped with
multiple sensors.

(a) AN with σan = 0.8 (b) OPALS with R = 1.5

(c) Deterministic with ϵ = 0.3. (d) Randomized with ϵ = 0.3.

Fig. 2: Transmitter-side signal decomposition of the original
message using different methods. The 2D-density of the re-
ceived constellation observed by an eavesdropper located at
θ = 0.2 is shown in the bottom-right corner of each subfigure.

III. THEORETICAL COMPARISON

A. Energy efficiency

The aim of this section is to evaluate the security of
each method with respect to its energy efficiency. We com-
pare the robustness of two baseline approaches—AN and
OPALS—under various eavesdropping scenarios, using the BL
as a metric. The proposed strategies from Section II-B are
also included in this analysis. The first lemma is introduced
to derive the BL of the two novel strategies.

Lemma 1. Let {a[k]}k∈N be a normalized symbol sequence
from any modulation scheme. For the deterministic and ran-
domized decompositions defined in Section II-B and parame-
terized by ϵ > 0, the expected power of each sub-signal a±dyn[k]
is:

E

[

|a±dyn[k]|
2
]

=

{

1 + 2ϵE[|a[k]|] + ϵ2, (deterministic),

1 + ϵE[|a[k]|] + ϵ2

3 , (randomized).
(8)

Accordingly, the corresponding BL for both schemes is given
by

Bloss = E

[

|a±dyn[k]|
2
]

. (9)

Proof. First, using the structure of sub-signals a±[k] from
Section II-B, one can show that |a[k]+| = |a[k]−| for both
methods. Then, after squaring (3) and (4), the results follow
from the constellation normalization E

[

|a[k]|2
]

= 1 and the

fact that E [|U|] = ϵ/2 and E
[

|U|2
]

= ϵ2/12, if X is a uniform
random variable over [0, ϵ].

The principle of AN is recalled in Appendix A. Its BL is
given by

Bloss(AN) =
1

1− σ2
an

,

where σ2
an is the power allocated to the artificial noise, leaving

(1 − σ2
an) for the useful signal. We can now proceed to

compare the different methods in terms of security while also
accounting for energy efficiency.

B. Robustness against a multi-sensor eavesdropper

A widely studied eavesdropping scenario, explored in [10]
and [11], involves a sophisticated eavesdropper deploying
multiple sensors. Although [10] and [11] focus on the AN
and OPALS schemes, respectively, both attacks rely on us-
ing multiple antennas in different directions to estimate the
transmitted message by solving a noisy linear system, and
can be applied to the two novel strategies proposed in this
paper. After retrieving the emitted vector, the eavesdropper can
estimate the message of interest. Specifically, if W ∈ CM,N

is the eavesdropper channel matrix, where M is the number of
eavesdropper antennas, and x[k] is the processed vector, the
received message is:

r[k] = Wx[k] + η[k], (10)

where η[k] ∈ CM represents the AWGN at the eavesdrop-
per with power σ2

n. The attack estimates x[k] as x̂[k] :=
(WHW)−1WHr[k], and the transmitted symbol is then es-
timated. We denote by âan[k] and âopals[k] the least squares
(LS) estimates obtained from the attacks in [10] and [11],
respectively. The following property is key to understanding
the robustness of these schemes against such attacks at a fixed
BL.

Property 1. Suppose an eavesdropper deploys M antennas in
directions θ1, . . . , θM . Then, for a fixed BL Bloss and a fixed
noise level σn, there exists a constant C (θ1, . . . , θM ) such
that for any method (namely AN, OPALS, Deterministic, and
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Randomized), the mean Square error (MSE) for the estimation
of the message a[k] is given by:

MSE (a[k], â[k]) =
Bloss

N2
σ2
nC (θ1, . . . , θM ) , (11)

where C (θ1, . . . , θM ) is a constant that only depends on
the wiretapping directions.

From a BL perspective, all methods exhibit similar ro-
bustness against the multi-sensor eavesdropping attack. A
comparable result was shown in [7] for a single-antenna
eavesdropper, where different methods were shown to achieve
equivalent performance, albeit without theoretical assessment.
The following proof supports this conclusion.

Proof. See Appendix B

In the case of the randomized scheme, the pseudo-random
generation in Eq. (6) introduces additional complexity for
producing the pseudo-random variable X . Nevertheless, the
overall order of complexity remains unchanged. An important
additional metric for evaluating energy efficiency is the PAPR.
Although a closed-form expression of the PAPR as a function
of the BL is not available, we will assess its behavior through
simulation results.

IV. SIMULATION RESULTS

Numerical evaluations are conducted for a 16-QAM mod-
ulation, θ0 = 0, a channel attenuation h[k] equals to 1, and a
root-raised cosine filter used for the pulse shaping filter with
a roll-off factor of 0.25.

We compare the performance of AN, OPALS, and our
proposed methods (deterministic and randomized) under a
common BL, ensuring a fair and consistent evaluation. Unlike
conventional comparisons that independently fix parameters
such as R[k] or σan, our analysis adopts the BL of a
non-secure beamforming system as a baseline reference for
comparison. Secrecy capacity is not used as a performance
metric in this work, since the expression log2(1+SNRlegit.)−
log2(1 + SINREve), where SNRlegit. denotes the signal-to-
noise ratio at the legitimate receiver and SINReave. the signal-
to-interference-plus-noise ratio at the eavesdropper, is valid
only for Gaussian inputs, whereas the signaling induced by a+

and a− in Section II-B is explicitly non-Gaussian (see [12]).

A. Energy efficiency comparison

Figure 3 depicts the BL as the normalized received power
in terms of the eavesdropper direction θ, for the different
methods and parameter configurations. The normalization
therefore make this Figure indenependant of N the number of
emitted antennas. A baseline system without security, such as
conventional beamforming, delivers a signal power scaled by
N2 for the legitimate receiver. In contrast, the secure schemes
yield a lower power scaling due to the added security overhead.
The BL quantifies this degradation as the ratio between the
received power with and without security in the legitimate
direction θ0. For instance, setting R[k] = 5 for all k results in a
BL of 14 dB for OPALS, while AN achieves a BL of 3 dB with
σan = 0.70. When ϵ = 0.40, our proposed method balances
AN and OPALS, yielding a BL of 12 dB. It is also important
to note that the received power in certain directions—such
as 30◦—is null for the beamforming system. In contrast,
for secure transmission schemes, the received power remains
approximately constant outside the main lobe: around −20 dB

Fig. 3: Normalized received power for the different methods,
using a normalized emitted power per antenna.

Fig. 4: PAPR vs. BL.

for OPALS, and about −25 dB for our proposed method. A
lower received power outside the main lobe is desirable from a
security perspective. This figure highlights the inherent trade-
off between security and performance, showing the cost of
incorporating security into wireless transmission systems.

Figure 4 illustrates the trade-off between PAPR (which only
depends on the decomposition scheme, not the number of
antennas N ) and BL under a per-antenna power constraint.
OPALS exhibits a sharp increase in Bloss, which remains above
a minimum threshold due to the peak constraint Rmax >
maxk |a[k]|. For 16-QAM symbols, this imposes a BL of at
least 2.6 dB. While this method ensures a low PAPR, the
required power overhead limits its energy efficiency. Both AN
and our proposed randomized scheme result in an infinite
constellation at the eavesdropper, even in a noiseless scenario,
thereby improving security by eliminating the implementation
of brute force attacks. This property comes at the cost of a high
PAPR for AN schemes compared to OPALS and our proposed
deterministic method that shares the feature of producing finite
constellations for the eavesdropper. Indeed, for Bloss = 2.6 dB,
OPALS and our deterministic scheme have a PAPR smaller
that 7 dB, while AN has a PAPR greater than 9.5 dB.

While both the AN and randomized methods offer an ef-
fectively infinite constellation at the eavesdropper, their PAPR
behavior differs. Indeed, the randomized scheme provides the
best trade-off, as its PAPR increases only slightly—from 7 dB
to 7.5 dB—over the studied BL range. In contrast, the AN
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scheme’s PAPR rises rapidly, reaching 10 dB for a BL of 3 dB.
Although the deterministic scheme results in a PAPR almost

1 dB higher than OPALS, it does not suffer from the same
strict BL constraint (Bloss ≥ 2.6 dB for 16-QAM) and can thus
offer a better spectral efficiency at similar power budgets. For
the deterministic scheme, PAPR is a decreasing function of BL
and appears to approach the PAPR of OPALS. In fact, for a
normalized 16-QAM constellation, and according to Lemma 1,
we have:

PAPRdet.(ϵ) =
max |a±[k]|

1 + 2ϵE [|a[k]|] + ϵ2
=

max (|a[k]|+ ϵ)
2

1 + 2ϵE [|a[k]|] + ϵ2
,

which is a decreasing function of ϵ, independent of N , and
tends to 1 as ϵ → ∞.

Overall, our proposed schemes—randomized and deter-
ministic—bridge the gap between AN and OPALS, offering
flexible trade-offs on energy efficiency depending on system
security requirements.

B. Security comparison

In this section, we focus on the case of a multi-antenna
eavesdropper, as described in Section III-B. Such an adversary
can exploit its multiple observations to jointly process the re-
ceived signals. In particular, if the eavesdropper has at least as
many antennas as the transmitter, it can suppress the masking
signal for AN (the auxiliary signal in our case, see Equations
(3), (4)) by solving a linear system, which significantly reduces
its effective noise level. This situation illustrates a critical
limitation of secrecy capacity as a performance metric: the
eavesdropper, being over-equipped with more antennas than
the legitimate receiver, can achieve reception quality that
surpasses that of the intended user. Consequently, secrecy
capacity may even become null, which makes it unsuitable for
a fair comparison of security levels across different methods
and BL. For this reason, we instead adopt the MSE as the
security performance metric.

Property 1 is illustrated in Table I. The beamforming
system corresponds to the AN method without artificial noise
injection, i.e., a BL of 0 dB. Therefore, when BL > 0 dB,
the beamforming method does not exist. Conversely, when
BL = 0 dB, the AN, OPALS, deterministic, and randomized
methods are considered as undefined, as they reduce to a
beamforming framework without security features. For fixed
levels of AWGN power and BL, each method demonstrates
consistent robustness against an eavesdropper deploying the
attacks presented in [10] and [11], using M = N = 8 receivers
uniformly distributed in [−π/3, π/3]\ [θ0−0.2, θ+0.2]. Note
that a higher MSE indicates greater security. As expected,
increasing the BL results in enhanced security.

We now turn to analyze the robustness of each method
with respect to the PAPR criterion, as shown in Figure 5.

TABLE I: MSE between the estimated and original message
for M = N = 8, with σn = 0.25 and 0.5. Values obtained
via Monte-Carlo simulation (1000 independent runs); the 95%
confidence-interval half-width is ≤ 0.1 dB for every entry.

Method

BL
0 dB 2 dB 4 dB

0.25 0.5 0.25 0.5 0.25 0.5

AN [6] Undef. Undef. −19.67 −13.61 −17.61 −11.62

OPALS [7] Undef. Undef. Undef. Undef. −17.59 −11.68

Randomized Undef. Undef. −19.74 −13.59 −17.68 −11.62

Deterministic Undef. Undef. −19.72 −13.58 −17.70 −11.67

Beamforming −21.67 −15.57 - - - -

Fig. 5: Illustration of Property 1: MSE vs. PAPR for N = 8,
σn = 0.5, and an eavesdropper having M = N = 8 receivers
equally distributed outside [θ0 − 0.2, θ0 + 0.2].

The vertical behaviour of the MSE curve for OPALS is due
to the fact that the PAPR is constant for this method. Also,
since the PAPR as a function of the BL is not bijective for
the randomized method (see Figure 4), its inverse function
does not exist. This explains why the same PAPR of 7.1 dB
can correspond to two different values of the MSE, depending
on the chosen BL. As previously shown by the results of
Figure 4, the randomized method outperforms AN whatever
the PAPR is. For the deterministic scheme, the MSE reaches
high values at a much lower PAPR compared to both AN and
the randomized scheme, while offering a finite constellation at
the eavesdropper, thereby reducing robustness against brute-
force attacks.

V. CONCLUSION AND PERSPECTIVES

In this work, we introduced two novel secure transmission
methods that bridge the gap between AN and OPALS schemes.
Depending on the use case, each proposed approach provides
a better trade-off in terms of performance security and energy
efficiency. A comprehensive evaluation was carried out using
multiple criteria including PAPR, BL, and MSE. Importantly,
our methods preserve the advantageous features of AN and
OPALS while mitigating their limitations. For instance, our
randomized scheme achieves a better PAPR compared to
classical AN, while offering infinite constellations at the
eavesdropper side, a desirable property for security analysis.

While several works in the literature have proposed PAPR
reduction techniques for AN-based systems (e.g., [13]), these
methods could be directly applied or adapted to our security
schemes, which is left for future work. However, such tech-
niques tend to reduce the constellation cardinality observed
by the eavesdropper, which is misaligned with the intended
security goals. The computational resources required to im-
plement these solutions are also significantly larger than those
of the studied framework. This is why we chose to compare
our proposed methods primarily against the classical AN and
OPALS schemes. As a future perspective, we plan to extend
OPALS to Non-Line-of-Sight (NLoS) channels and perform a
similar comparative study of all methods under more realistic
propagation conditions.

Nineteen International Workshop on Selected Topics in Mobile and Wireless Computing - 2026

189



APPENDIX A
ARTIFICIAL NOISE DESCRIPTION

In the AN scheme [6], confidentiality is ensured by injecting
artificial noise that lies in the null space of the legitimate
receiver’s channel, preventing any interference at the intended
user. The AN vector µ[k] ∈ CN×1 is constructed such that:

wθ0µ[k] = 0.

To do so, an orthonormal basis of the null space of wθ0 is

computed, yielding a matrix V ∈ CN×(N−1) that satisfies
wθ0V = 0 and VHV = IN−1. The AN is then defined as:

µ[k] := Vn[k],

where n[k] ∼ N
(

0, σ2
anIN−1

)

, and σ2
an ∈ [0, 1] denotes the

power allocated to AN.
Assuming unit average power per antenna and E[|a[k]|2] =

1, the transmitted signal becomes:

x[k] :=
√

1− σ2
an a[k]wθ0

H +

√

N

N − 1
µ[k], (12)

where (·)H denotes the conjugate transpose.
The received message in direction θ is therefore:

rθ[k] =h[k]wθx[k] + η[k]

=
√

1− σ2
ana[k]h[k]wθwθ0

H

+

√

N

N − 1
wθµ[k] + η[k].

APPENDIX B
PROOF OF PROPERTY 1

The following development is made using the notation
âopals[k]. However, it is exactly the same for any of the novel
strategies by using the notations of II-B. For these schemes,
the transmitted vector is given by

xopals[k] =
1

√

E [|a±[k]|2]

[

a±[k], · · · , a±[k]
]T

.

Using an LS estimation of xopals in the linear system (10) and
then estimating a[k] gives

âopals[k] =

√

E [|a±[k]|2]

N

N
∑

n=1

x̂opals[k]

= a[k] +

√

E [|a±[k]|2]

N

N
∑

n=1

(Lη)n ,

where L := (WHW)−1WH ∈ MN×M (C), η ∈ CM is
the noise vector, and (·)p,q denotes the coefficient in position
(p, q) of a matrix. Then,

MSE(a[k], âopals[k]) =
E
[

|a±[k]|2
]

N2
E





∣

∣

∣

∣

∣

N
∑

n=1

(Lη)n

∣

∣

∣

∣

∣

2




=
Bloss

N2
σ2
n

∑

1≤p,q≤N

(

LLH
)

p,q
.

The last equality was obtained by using the fact that the
covariance matrix of the noise vector, ΓLη , is given by

ΓLη = σ2
nLL

H ,

with the covariance matrix of a random vector y ∈ CN , Γy ∈
MN (C), being defined as

(Γx)i,j = cov(xi, xj) = E [(xi − E[xi]) (xj − E[xj ])] .

By following the same reasoning for AN, and using equations
(10) and (12), the estimation of the emitted vector x[k] is

x̂an[k] = Lr[k]

=
√

1− σ2
an a[k]wθ0

H +

√

N

N − 1
µ[k] + Lη[k].

Then, to recover a[k], the eavesdropper must reconstruct
the legitimate channel to suppress the effect of artificial
noise—typically by applying the beamforming vector wθ0 , as
was done in [10]. Consequently, we obtain:

âan[k] =
1

N
√

1− σ2
an

wθ0 x̂an[k]

= a[k] +
1

N
√

1− σ2
an

wθ0Lη[k].

Therefore,

MSE(a[k], âan[k]) =
1

N2 (1− σ2
an)

E





∣

∣

∣

∣

∣

N
∑

n=1

(Lη)n

∣

∣

∣

∣

∣

2




=
Bloss

N2
σ2
n

∑

1≤p,q≤N

(

LLH
)

p,q

= MSE(a[k], âopals[k]).
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