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Abstract—In this paper, we study and analyze the effects of
a denial-of-service (DoS) attack by a malicious user equipment
(UE) on the performance of digital twin (DT)-based age-of-
information (AoI)-aware wireless uplink transmission scheduling.
The malicious UE generates the packets at a high transmission
rate, with the aim to disrupt the transmission of packets by a
genuine UE. We first calculate an upper bound of the packet
transmission loss rate (PTLR) versus varying the genuine and
malicious packet generation rates. This loss rate is caused by
new genuine packets overwriting the existing genuine packets
that could not be transmitted in a timely manner due to the DoS
attack. We also calculate upper and lower bounds of the AoI
for the genuine UE in the presence of DoS attack. Subsequently,
we carry out simulations to examine the scheduling performance
for a genuine UE under varying genuine and malicious packet
generation rates. We show that the DT-based scheduling receiving
a timely information of the packet transmission request and
receipt acknowledgment results in the lowest PTLR. This work
provides an insight into the design of DT-based transmission
scheduling systems in the presence of DoS attacks.

Index Terms—Digital twin, scheduling, denial-of-service (DoS),
analysis, age-of-information (AoI)

I. INTRODUCTION

The integration of new and upcoming wireless technologies
such as the fifth generation (5G) and sixth generation (6G)
wireless networks with internet-of-things (IoT) devices will
enable large-scale connectivity and smart applications deploy-
ment. In such setting, a digital twin (DT) is an important
technology to study, analyze and plan the features offered by
these networks [1]. Furthermore, service-specific DTs allow
the provision of different services in cellular-supported IoT
networks, such as load-balancing, user equipment (UE)-base
station (BS) association, wireless transmission scheduling, to
name a few [2]. However, the security of IoT devices is a
concern [3] as many of these low-cost devices are not equipped
sufficiently to guard against cyber attacks. Consequently, these
devices can be used to introduce different types of cyber
attacks in a network to disrupt its functionality.

According to [4], denial-of-service (DoS) and distributed
DoS (DDoS) attacks are the most common and dangerous
cyber attacks in IoT systems. In [5], DoS attacks are defined
as attacks that compromise the data availability by obstructing
the transmission in a network. The authors in [6] presented
a design of an IoT network based on light-weight protocols
and showed that a support vector machines-based classifier

trained on a DoS attack dataset outperformed other considered
machine learning methods in detecting DoS attacks in this
system. They also mentioned that such a detection system
introduced additional delay in the network. The authors in
[4] proposed the use of convolution neural networks to detect
DoS and DDoS attacks, and they validated their solution using
the Bot-IoT dataset [7] containing traffic from smart fridges,
garage doors, weather stations, motion activated lights, and
smart thermostats. In [8], the authors proposed a DDoS attack
detection system for Industry 5.0 environment, making use of
decision trees and DTs data to detect such an attack.

Besides, the scheduling of transmission in an IoT system
is necessary to ensure a timely transmission of information
from a source to a destination. In this regard, many 5G and
future 6G applications require real-time updates that further
increase the importance of scheduling. For instance, age-of-
information (AoI) minimization is a useful tool to achieve
scheduling with low computational complexity [2]. In addition,
a DoS attack on an IoT system can affect the AoI and its
scheduling performance by introducing delays, which can
have serious consequences, for instance, in a ultra-reliable-
low-latency communications system that needs to send timely
updates [9]. Such attacks can also cause a packet loss prior
to transmission, where new packets can overwrite the existing
packets awaiting transmission in a queue.

The authors in [10] analyzed the impact of attacks on the
AoI of a queuing system, considering attacks that could cause
all updates in queues to be discarded. They stated that the
average AoI increased in the presence of an attack where an
incoming update overwrote the one being serviced. In [11],
the authors considered a cyber-physical system where a DoS
attack was considered as noise power injection. They showed
that such an attack could increase the AoI, and considered
DoS attack and defense as a game-theoretic model. Besides,
they proposed a deep reinforcement learning-based solution to
counter the attack, where a genuine sensor would increase its
transmission power to make the transmission successful. The
proposed solution was shown to attain an optimal Bayesian
Nash equilibrium. In [12], the authors analyzed jamming-
based DoS attacks on the status update of a remote sensing
system from the perspective of game-theory. They used age-of-
incorrect-information as a metric that is minimized and maxi-
mized by genuine and malicious transmitters, respectively, by



varying their transmission rates. The authors showed that a
DoS attack would become less convenient as the transmission
cost increased for the malicious entity.

Similar to [12], the authors in [9] considered jamming
attacks on a status update wireless system. They calculated
the analytical expressions of the average AoI under high-
and low-power jamming, and showed that an increase in the
jamming power could increase the average AoI. The authors
in [5] showed that the status-updating systems operating on
age-of-incorrect-information were less susceptible to jamming
attacks. They further provided an optimal jamming policy that
balanced the system’s performance degradation and attacker’s
energy consumption.

On another note, the vulnerability of IoTs to cyber attacks
makes DTs susceptible to different types of cyber attacks. In
[13], it was stated that DTs could be a target of DoS attacks
as they continuously exchange the data with the physical
world, and a random forest-based approach to detect DoS
attacks in IoT-enabled DTs was proposed. In [14], the authors
proposed a review of security attacks and possible solutions
in a DT-enabled wireless system. The authors identified the
physical interaction layer in a DT-enabled wireless network
as susceptible to DoS attacks, and they further stated that
an attack could be detected and categorized in the DT space
by analyzing the abnormal value of the throughput and AoI,
followed by the anti-jamming action.

In this paper, we investigate and analyze the effects of DoS
attacks on the performance of a DT-based uplink transmission
scheduling system. Here, a DoS attack is considered as a
generation of packets by malicious IoT UEs to obstruct
the transmission of genuine packets. Given that DoS-attack
detection mechanisms based on machine learning algorithms
could introduce additional delays or require training datasets
[4], [6], [8], [11], [13], we consider a low-complexity AoI-
based-DT system for scheduling, and study the effects of
varying the genuine and malicious packets generation rates on
the performance of this system. We calculate an upper bound
of the genuine packet transmission loss ratio (PTLR) as well
as the best- and worst-case AoI bounds of genuine UEs with
respect to varying genuine and malicious packet generation
rates. Through simulations, we show how AoI-based schedul-
ing and benchmark random scheduling would perform in the
presence of DoS attack. To the best of our knowledge, this is
the first time that PTLR and AoI bounds for genuine UEs in
the presence of a DoS attack are provided, and the performance
of DT-based AoI-leveraged packet transmission scheduling has
been investigated. The insights gained from the work in this
paper can be used to design DT-based transmission scheduling
systems that are robust to DoS attacks.

The rest of this paper is organized as follows: Section II
presents the system model. In Section III, the bounds of PTLR
and AoI for genuine UEs in the presence of a DoS attack
are analyzed and calculated. Section IV shows the simulation
results of the benchmark and AoI-leveraged scheduling tech-
niques under a DoS attack. Section V concludes this paper.

II. SYSTEM MODEL

A cellular wireless network is considered, which consists of
IoT UEs, a main base station (MBS) that can cater to a large
number of UEs, and a number of small base stations (SBSs)
that can allow up to Umax ≈ 30 UEs to connect to each one
of them. We consider an uplink communication scenario. The
MBS hosts a DT server that provides separate association and
low-complexity scheduling service DTs, which associate each
UE to either the MBS or one of the SBSs, and once it is
complete, the packet transmission is scheduled from each UE
to its associated BS in a real-time manner.

Each SBS is connected to the MBS via a fiber-optic link
for timely relaying of information relating to the transmission
requests from the UEs and the acknowledgment of packets
received at the SBS. As our goal in this paper is to study
the impact of a DoS attack on the UE-base station (BS)
packet transmission scheduling, we consider all UEs to have
already been associated with one of the BSs. Subsequently, we
consider the effect of DoS attack on the UE transmissions to
the associated BS. In this paper, we consider the transmission
and scheduling between the UEs and an SBS; however, this
analysis and its results are equally applicable to the transmis-
sion between the UEs and an MBS.

Consider the sth SBS, to which a total number of Us UEs
have been associated. A time-division multiple access system
operates on a time-slot of duration ∆t, where only one UE
can transmit per time-slot. Each UE connected to the SBS
generates the packets at a rate of λs

us∈us
packets/second, where

us = {1, 2, ...Us}. The UE has a single buffer to store a newly
generated packet, and the UE sends its transmission request
to the SBS via a dedicated orthogonal wireless channel. This
request is also conveyed to the DT server located at the MBS
via the fiber-optic link. The scheduling service DT located at
the DT server decides which UE should transmit according
to a pre-defined scheduling policy based on the AoI. The
scheduling decision is sent to the SBS via the fiber-optic link,
which then selects the corresponding UE for transmission.

Once a packet from the selected UE is transmitted, its
buffer becomes empty. A high channel signal-to-noise ratio is
considered in this study, so that once a packet is transmitted,
it is received successfully at the SBS. If a new packet is
generated by a UE before the previous one in the buffer has
been transmitted, it overwrites the existing packet in the buffer.
This phenomenon is measured by means of the overall PTLR
for the sth SBS, denoted by PTLRs. It is defined as the
ratio of the total number of genuine packets overwritten in all
UEs associated to the sth SBS to the total number of genuine
packets generated by all these UEs.

Each transmitted packet is considered to reach its associated
SBS within the duration of ∆t. Once a packet is received at the
SBS, an acknowledgment of receipt is transmitted and received
instantly by a dedicated orthogonal control channel at the
transmitting UE, and the scheduling service DT is informed
as well via the fiber-optic link. Each generated packet has the
timestamp of its generation, which is also conveyed to the DT



server to update the AoI, denoted by AoIsus
for the uth

s UE
associated to the sth SBS. The DT server maintains a record of
AoI of each UE, which is used by the service DT to schedule
the UEs for packet transmission. If no packet from a UE is
received at the SBS in a time-slot, the AoI corresponding to
the UE is increased by ∆t; otherwise, it is equal to the sum
of the time spent by the packet in the UE’s buffer prior to
transmission and the time taken by the packet to reach the
SBS after transmission.

Among Us UEs connected to the sth SBS, there can be Um

malicious UEs. The packet generation rates of the malicious
nodes are denoted by λs

um∈um
, where um = {1, 2, ...Um}.

The SBS does not have any prior identification information
about malicious and genuine UEs. A malicious UE generates
the packets at a high rate, attempting to induce the scheduling
service DT to schedule the genuine UEs for transmission less
frequently. This, in turn, will reduce the timeliness of the
transmission and increase the PTLRs. Consequently, the AoI
of a genuine UE, denoted by AoIsug∈ug

, where ug = us \um,
may increase as a malicious UE may be prioritized for trans-
mission. We study the effects of malicious traffic generated by
the malicious UEs on the scheduling of genuine uplink traffic
generated by genuine UEs to their associated SBS. For this
purpose, we analyze the effect of malicious packet generation
on the PTLRs and AoIsug

in Section III.

III. ANALYSIS OF A DOS ATTACK

We consider a single SBS denoted by s1. All the UEs asso-
ciated to it generate the packets at varying rates λus∈us , which
are then stored in their buffers, awaiting for transmission. As
long as the sum of the packet generation rates of all the UEs
assigned to the SBS is less than 1

∆t , the PTLRs will be
minimum, and it will increase as this sum starts to exceeds
1
∆t . This can be expressed by the following expression:

PTLRs →

{
≈ 0, if

∑Us

us=1 λ
s
us

< 1
∆t

> 0, otherwise,
(1)

Once a malicious UE is associated with the sth SBS, it will
generate the packets at a high rate, attempting to surpass the
limit in (1) to increase the PTLRs and/or AoIsug

. As the fiber-
optic connection between the SBS and DT server protects it
against wireless cyber attacks, a DoS attack can be carried
out on the scheduling service DT indirectly by frequently
generating the packets and sending numerous transmission
requests to the SBS.

Next, we study the effects of increasing the malicious packet
generation rate on the PTLRs and provide a conservative
upper bound for it. We first consider the scenario where the
sum of genuine packet transmission rate is slightly less than
1
∆t , i.e.,

∑
ug∈ug

λs
ug

< 1
∆t . Without the loss of generality

and to facilitate the analysis, we represent all genuine UEs
transmitting at varying rates λs

ug
, ug ∈ ug by a single

equivalent UE that has a packet generation rate of λs
g =

1Note that the results of this study can be generalized to other SBSs as
well as the MBS.

∑
ug∈ug

λs
ug

. Similarly, all malicious UEs are represented by
an equivalent single malicious UE, which tries to disrupt the
genuine packet transmission by generating the packets at a
high packet generation rate of λs

m =
∑

um∈um
λs
um

. We first
consider the malicious packet generation rate to be also equal
to 1

∆t . To calculate an upper-bound of PTLRs, we consider
a totally random scheduling (TRS) strategy as a benchmark,
where the scheduling service DT selects each associated UE
for transmission with an equal probability, irrespective of
whether it has a packet to transmit or not. This strategy is
selected as a benchmark because it assumes that a DT has no
information regarding the transmission behavior of UEs.

As the packet transmission rates are approximately equal to
1
∆t , both the malicious and genuine packets will be generated
with a probability of 1 at each time-slot, i.e., the UEs will
be generating a packet in each time-slot. As there is an
equal chance of selecting either of the UE, the probability of
selection of each UE is 1

2 . Thus, at every alternate time-slot,
a packet will be missed from the genuine UE and overwritten
by a new packet, i.e., half of the genuine packets will be
overwritten by a new packet, resulting in PTLRs of 1

2 .
Now, consider an equivalent sum of genuine packet arrival

rate equal to 1
2∆t , while the malicious packet generation rate

is still 1
∆t . In this case, the probability of generating a genuine

packet in each time-slot is equal to 1
2 , while the probability

of generating a malicious packet is still equal to 1. Thus, a
genuine packet generated has the current time-slot and the next
time-slot over which it can be selected for transmission, and
the chance that a packet in the buffer of a genuine UE will be
transmitted is equal to 2

3 . As the probability of a buffer of the
genuine UE being full is 1

2 , PTLRs is equal to 1
2 × 2

3 = 1
3 .

Similarly, if the sum of genuine packet transmission rates is
equal to 1

3∆t , PTLRs is equal to 1
3 × 3

4 = 1
4 . Based on

the aforementioned discussion, PTLRs is equal to 1
n+1 for a

genuine packet generation rate of 1
n∆t , i.e.,

PTLRs

(
λs
g =

1

n∆t

)
=

1

n+ 1
(2)

where n ≥ 1 is used to represent λs
g as a fraction 1

n of the
maximum packet generation rate of 1

∆t .
Fig. 1a shows the PTLRs calculated based on the afore-

mentioned explanation, where on the x-axis, the genuine
packet generation rate λs

g is varied as a proportion of 1
∆t . It can

be observed that the PTLRs increases as λs
g increases, and

this rate of increase decreases slightly once λs
g surpasses 0.5

∆t .
Note that as this is a conservative PTLRs estimate calculated
based on the TRS, it is unaffected even if the malicious packet
generation rate changes. Consider the case where the malicious
packet generation rate λs

m decreases to 1
2∆t . In this case,

when the genuine packet generation rate varies as 1
2∆t , 1

3∆t
or 1

4∆t , PTLRs will be 1
2 , 2

3 or 1
4 , respectively, as each slot

is selected with an equal probability and no other information
is considered for selecting a UE.

Next, we consider the effect of a DoS attack on AoIsg . For
that, we first consider a best-case AoI bound, where a packet
is transmitted as soon as it is generated. Given that the genuine
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(a) Upper-bound of PTLRs.
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Fig. 1: Calculated bounds versus varying genuine packet
generation rates.

packet generation rate is λs
g , and it takes a duration of ∆t for

a packet to arrive at its destination, this best-case AoI bound,
denoted by AoIsg is obtained as

AoIsg ≈ ∆t (3)

To calculate the worst-case bound for AoIsg , we consider
that the packet transmission from the genuine UE is delayed
due to a malicious packet transmission. This packet in the
buffer of the genuine UE is transmitted just before a new
genuine packet is generated, and the new packet is generated
as late as possible, i.e., if the first genuine packet is generated
at 0 s, the second genuine packet would be generated just
before 2

λs
g

s. This scenario would occur if the gap between the
generation time of the new packet and the most recent packet
in the buffer is equal to 2

λs
g
−∆t. In this case, when the packet

arrives at the destination, the worst-case AoI bound, denoted
by AoI

s

g becomes

AoI
s

g ≈ 2

λs
g

(4)

Fig. 1b shows the calculated best- and worst-case AoIsg bounds
as a function of varying λs

g . It can be observed that AoI
s

g

decreases rapidly as λs
g increases, and the difference between

AoIsg and AoI
s

g estimates decreases with the increasing gen-
uine packet generation rate.

In the next section, we compare the performance of the fol-
lowing three scheduling strategies via simulations: 1) Bench-
mark TRS. 2) Partially informed scheduling (PIS), where
the scheduling service DT does not have the information
of UE transmission requests, and only receives a real-time
acknowledgment once a transmitted packet reaches the SBS. It
select a UE with the highest AoI for transmission, irrespective
of whether it has a packet to transmit or not. 3) Fully informed
scheduling (FIS), where the scheduling service DT receives
real-time transmission requests from the UEs, as well as the
acknowledgment of the packet receipt at the SBS. Among all
UEs requesting transmission of their packets, it selects the one
with the highest AoI. These three scheduling strategies involve
usage of an increasing amount of information by the schedul-
ing service DT, where the TRS has neither any information
regarding the transmission requests nor the acknowledgment of
packet reception, and the FIS has the complete information.
This performance comparison would help evaluate the DT-
based scheduling design in the presence of DoS attacks.

IV. RESULTS

In this section, we carry out simulations to obtain the
PTLRs values versus varying λs

g and λs
m, and compare

them to the bounds calculated in the previous section. We
consider ∆t=1ms and the simulation is run over 360,000
cycles, equal to six minutes. We also determine the average
AoI values of the genuine and malicious UEs in the presence
of DoS attack, denoted by ÂoI

s

g and ÂoI
s

m, respectively. We
consider a genuine UE whose packet generation rates vary
as λs

g = 999, 450 and 333 packets/s, respectively. We also
consider a malicious UE, whose packet generation rates vary
as λs

m = 1000, 500 and 333 packets/s, respectively. Note
that if different packet generation rates are defined as 1

n∆t ,
the aforementioned λs

m values correspond to n = 1, 2 and
3, respectively. We first consider simulation results for the
benchmark TRS, where each of the malicious and genuine
UEs is selected randomly with a probability of 0.5, without
considering any other information. For reference, we also
provide the results for the case where the malicious UE does
not transmit any packets.

The corresponding PTLRs results calculated from simula-
tions are shown in Fig. 2a, for different combinations of λs

g and
λs
m. It can be observed that in the absence of malicious packet

generation, PTLRs is equal to 0.5. This is the best possible
value of PTLRs under TRS. Next, we fix λs

m=1000 packets/s
and vary λs

g as 999, 450 and 333 packet/s. It can be observed
that the corresponding PTLRs is again 0.5 at λs

g = 999
packets/s and it decreases for λs

g=450 and 333 packets/s. This
decrease is consistent with (1) and the calculations obtained
using (2). The aforementioned results are repeated when λs

m

is changed to 500 and 333 packet/s. It can be observed that
PTLRs follows the same behavior with decreasing λs

m for all
values for λs

g , as in this case, it is independent of the malicious
packet generation rate as explained in the previous section.
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(c) FIS.

Fig. 2: Packet transmission loss rate versus different combi-
nations of malicious and genuine packet generation rates.

These results confirm the correctness of the PTLRs behavior
expressed in (1) and (2).

We also show the results with other types of scheduling
strategies in increasing order of information usage. Fig. 2b
shows the results with PIS, which always chooses the UE
with the highest AoI, irrespective of whether it has the packet
to transmit or not. Note that in this case, when λs

m=0, the
scheduling would fail as due to a lack of arrival of any packet

from the malicious UE, it would have the highest AoI and
hence would always be selected. This signifies that if PIS is
used, a malicious UE could induce a PTLRs increase by
reducing λs

m. We note that for a fixed λs
m and decreasing λs

g ,
PTLRs decreases. This is because if λs

g < λs
m, the AoI of the

genuine UE would increase, causing the scheduler to select it
more frequently for packet transmission. Furthermore, as λs

m

decreases, the corresponding PTLRs increases compared to
a higher λs

m with the same λs
g value. This is because due to

the lower packet generation rates, the malicious UE would
maintain a higher AoI, causing it to be selected for trans-
mission more frequently. The PTLRs with PIS at λs

m=1000
packets/s is equal to or less than the corresponding PTLRs

with TRS. As λs
m decreases, the PTLRs increases and is

almost the same or surpasses those of the TRS for all λs
g

values. This shows that the lack of availability of transmission
request information causes the scheduling to perform equal to
or worse than random scheduling without information.

Next, in Fig. 2c, we show the PTLRs values obtained
using the FIS strategy, where a scheduler considers only the
UE that has a packet to transmit, and selects the one with
the highest AoI. In the absence of any malicious packet
generation, PTLRs=0, i.e., all the generated genuine packets
are transmitted. It can be observed that for a fixed λs

m, PTLRs

decreases as λs
g decreases. This is because as λs

g decreases, the
corresponding AoI increases, causing more frequent selection
of genuine UE for packet transmission. A noticeable decrease
in PTLRs compared to TRS and PIS can be noticed for λs

g =
450 and 333 packets/s with λs

m = 1000 packets/s, as well as
for all λs

g values with λs
m = 500 and 333 packets/s. However,

for λs
g = 999 packets/s with λs

m=1000 packets/s, the PTLRs

values are the same for all scheduling strategies. Thus, it is
challenging to deal with a DoS attack where λs

g and λs
m are

both approximately equal to 1
∆t .

For λs
m=500 packets/s and λs

g=450 and 333 packets/s,
the PTLRs values for FIS slightly increase compared to
those with λs

m=1000 packets/s, and then decrease again when
λs
m=333 packets/s. Unlike the PIS, this is a smaller increase

and may be caused by the increase in AoI of the malicious
UE due to its lower packet generation rate. It shows that
unlike the PIS, the FIS is robust against DoS attacks with a
reduced malicious packet generation rate. This is because the
timely knowledge of the UE transmission requests ensures that
genuine packets are transmitted frequently. For reference, the
results of the average AoI values calculated over the complete
simulation run are shown in Table I, including ÂoI

s

g and
ÂoI

s

m. It can be observed that for all scheduling strategies,
ÂoI

s

g increases for a fixed λs
m and decreasing λs

g . The values
of ÂoI

s

g are between the upper and lower bounds of AoIsg
calculated in (3) and (4) and shown in Fig. 1b, and this trend
is independent of the value of ÂoI

s

m.
For TRS, ÂoI

s

g is generally equal to or higher than that for
FIS, except for λs

m = 1000 packets/s and λs
g = 333 packets/s,

where it is slightly lower. On the other hand, ÂoI
s

g for TRS is
slightly lower than that for PIS, except for λs

m=1000 packets/s



TABLE I: Average AoI (no. of cycles of 1/∆t) for TRS, PIS and FIS versus different malicious and genuine packet generation
rates. “-” means that no transmission takes place, resulting in maximum average AoI value.

Scheduling λs
m, λs

g 0,999 1000,999 1000,450 1000,333 500,999 500,450 500,333 333,999 333,450 333,333
TRS ÂoI

s

g 2.008 2.003 3.645 4.791 2.001 3.635 4.743 2.003 3.640 4.752
ÂoI

s

m - 2.003 2.003 2.000 3.332 3.319 3.332 4.761 4.760 4.785

PIS ÂoI
s

g - 1.501 3.399 4.906 2.862 3.719 4.929 4.434 4.689 5.457
ÂoI

s

m - 1.499 2.180 2.902 2.932 3.259 3.846 4.898 4.928 5.161
FIS ÂoI

s

g 1.002 1.501 3.307 4.854 1.557 3.288 4.742 1.395 3.285 4.736
ÂoI

s

m - 1.499 1.447 1.359 2.878 2.900 2.910 4.882 4.821 4.790

and λs
g = 999 and 450 packets/s. Thus, compared to TRS and

PIS, FIS can achieve timely generation of genuine packets
in the presence of a DoS attack. For TRS and FIS, ÂoI

s

m

remains almost the same irrespective of λs
g , and increases as

λs
m decreases. For PIS, it increases as λs

m and λs
g decrease.

Comparing this AoI behavior with that shown in Fig. 2 for
PTLRs, it can be concluded that with a lower λs

m, the
performance of the PIS is the most affected. This is because of
incomplete information availability, causing the PIS to often
select the malicious UE even if it does not have a packet to
transmit because the AoIsm will be lower due to a lower λs

m.
For all scheduling methods, ÂoI

s

m ≤ ÂoI
s

g , except for the
combinations of λs

m=500 packets/s with λs
g=999 packets/s,

and λs
m=333 packets/s with all values of λs

g due to the lower
malicious packet generation rate. 2 A higher λs

m and a lower λs
g

means a lower AoIsm due to frequent packet generation, which
makes the FIS especially more robust against DoS attacks
since it selects the UEs that have a higher AoI. However, as
Fig. 2c shows, FIS also deals with lower malicious packet
generation rates better than other scheduling methods as it
achieves a lower PTLRs.

V. CONCLUSIONS

In this paper, we studied and analyzed the effects of a DoS
attack by a malicious UE on the performance of a DT-based
uplink transmission scheduling in an IoT system. We first
calculated an upper bound of the PTLR in the presence of DoS
attack. These calculations correspond to a benchmark TRS
strategy, where scheduling is carried out randomly without
using any information about the transmission request and the
acknowledgment of the packet receipt. We also calculated the
best- and worst-case bounds of the AoI for a genuine UE.
Simulation results confirmed the correctness of these calcu-
lations. We also compared the performance of PIS and FIS
strategies, which used partial and full information regarding
the packet transmission requests and arrivals, respectively. We
showed that the FIS outperformed both the TRS and PIS,
whereas the PIS mostly performed worse than the TRS. These
results led to the conclusion that the use of partial information
was counter-productive compared to the TRS, and a fully-
informed DT was more suitable for transmission scheduling
in the presence of DoS attack. This study could be extended to
the design of service DTs that are robust against DoS attacks.

2The only exception to this trend is the PIS for both λs
m and λs

g = 333
packets/s.

Future work would involve considering the effects of low
channel signal-to-noise ratios on the AoI and PTLR in the
presence of DoS attacks. Furthermore, the analysis presented
in Section III could be extended by considering individual
multiple malicious and genuine UEs.
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