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Abstract—The Internet of Drones (IoD) is a subset of the
Internet of Things (IoT) where drones operate as networked
smart objects communicating with entities across terrestrial,
aerial, and spatial domains. The increasing deployment of
drones has accelerated the adoption of IoD in both mainstream
and emerging applications. Increasingly, IoD systems rely on
the standardized Data Distribution Service (DDS) as their
communication middleware, thanks to its rich Quality of Service
(QoS) policies, which enable meeting the demanding constraints
of IoD applications. However, QoS policies, particularly re-
liability modes, are often statically configured, which limits
their effectiveness in IoD environments that are characterized
by high mobility, frequent network impairments, and dynamic
topology changes. In this paper, we propose a reactive QoS
adaptation framework for DDS-based IoD systems. The frame-
work leverages Software Defined Networking (SDN) to capture
global network conditions and incorporates device energy levels
and topic popularity to dynamically adapt reliability modes
to changing operating environments. By jointly considering
network-level, device-level, and topic-level inputs, the proposed
approach enhances middleware adaptability, reliability, and
efficiency. Simulation results demonstrate the effectiveness of the
proposed framework compared to static QoS configurations.

Index Terms—Internet of Drones (IoD), Data Distribution
Service (DDS), Software Defined Networking (SDN), Quality of
Service (QoS), Cross-Layer Adaptation.

I. INTRODUCTION

The Internet of Drones (IoD) is a rapidly evolving paradigm
that extends the Internet of Things (IoT) into the aerial
domain [1]. The IoD interconnects ground, aerial, and space
networks, thereby transforming Unmanned Aerial Vehicles
(UAVs) from isolated systems into aerial agents capable of
intelligent sensing, computing, and communications. This
enables a wide range of applications that extend beyond ter-
restrial IoT [2]. IoD spans from mainstream applications, such
as emergency response and telecommunications infrastructure
support, to enabling other emerging technologies, such as
Space-Air-Ground Integrated Networks (SAGINs). Given that
the effectiveness of IoD largely depends on its communication
capabilities, it is crucial to develop reliable and efficient
communication frameworks that can support IoD operations
amid its continued growth [3]. This objective is challenged
by the inherent constraints of drones, such as high mobility
and limited resources, as well as the instability of wireless
links [4].

Increasingly, IoD systems rely on the standardized Data
Distribution Service (DDS) as their communication middle-
ware [5] thanks to its data-centric publish/subscribe model
design, rich QoS policies, and distributed architecture [6].
Several recent works have investigated the use of DDS in
IoD, highlighting its suitability for real-time coordination and
scalable data dissemination [7]. However, most existing works
rely on static QoS configurations, which are challenged by the
highly dynamic conditions of IoD environments [8]. Despite
the rich QoS support provided by DDS, static configurations
fail to respond to network variability and impairments [9].
Therefore, dynamic QoS adaptation, leveraging network-level
state, becomes essential.

To enable network-level input for dynamic QoS adaptation,
it is relevant to consider network softwarization techniques,
mainly Software Defined Networking (SDN). SDN provides
global visibility of the underlying IoD network and enables
dynamic, network-wide control [10]. The combination of
SDN with DDS has been explored to improve the latter real-
time performance [11] and to automate deterministic deploy-
ments of DDS over Time-Sensitive Networking (TSN) [12].
The combination of DDS and SDN enables the flexibility
required for constrained networks [13], such as IoD.

While several efforts have been made to enhance DDS
to meet the stringent requirements of IoD, to the best of
our knowledge, no prior work has proposed an SDN-based
cross-layer QoS adaptation framework for DDS in the IoD
context. To address this gap, we propose a novel framework
that dynamically adjusts DDS QoS configurations based on
network-level, device-level, and topic-level inputs. Unlike
generic adaptive frameworks, the proposed solution accounts
for global network conditions through SDN-based monitor-
ing, as well as device energy levels and topic popularity.
Based on these inputs, the framework dynamically adapts
DDS reliability modes to enhance communication reliability
and efficiency.

The remainder of the paper is organized as follows. Section
II reviews related work. Section III presents the system
model, and Section IV describes the proposed adaptation
solution. Section V presents the experimental results. Section
VI concludes the paper.



II. RELATED WORK

DDS, standardized by the Object Management Group
(OMG) [14], has been increasingly adopted in IoD systems
thanks to its flexible data-centric publish/subscribe architec-
ture and comprehensive QoS support [6]. DDS provides a
set of 22 QoS policies that enable fine-grained control over
multiple aspects of data dissemination, including reliability,
latency, durability, and data availability [15]. These policies
are configured at the topic, publisher/subscriber, and data
writer/reader levels. Communication is only established when
the corresponding QoS settings are compatible.

Several works have investigated runtime QoS adaptation
in DDS-based systems to improve behavior under challenging
operating conditions. In [9], the authors propose a monitoring-
driven QoS optimizer that observes DDS runtime events and
iteratively adjusts QoS profiles. In [8], a model-driven frame-
work is introduced to enable safe runtime adaptation of DDS
QoS through constrained templates, ensuring compatibility
among participants while adapting to fluctuating resources.
Authors in [16] formalize the semantics and interdependen-
cies of DDS QoS policies. While these works demonstrate
that DDS QoS parameters can be adapted at runtime, they rely
on middleware- or configuration-level mechanisms and local
observations, without incorporating global network context or
cross-layer inputs.

To enable network-aware QoS enforcement, several ef-
forts have explored the integration of DDS with SDN. In
[13], the authors propose a combined architecture in which
DDS communicates application-level QoS requirements to
an SDN controller, which then configures network resources
accordingly. In [11], an SDN-based solution is introduced to
enforce DDS QoS requirements at the network layer. Authors
in [12] further extend this integration to deterministic TSN
environments. While these studies highlight the benefits of
network programmability, they treat DDS QoS configurations
as static inputs where QoS policies are enforced by the
network rather than dynamically adapted at the middleware
level.

In constrained environments, energy-aware communication
is essential. In [17], the authors propose an energy-aware
DDS middleware that incorporates local energy models to
reduce communication overhead. In parallel, other works,
such as [18], show that data dissemination cost is strongly
influenced by topic popularity. While these works highlight
the importance of energy efficiency and popularity awareness,
they consider these factors independently.

To the best of our knowledge, no prior work has proposed
a runtime DDS reliability adaptation approach that jointly
considers global network awareness via SDN, device-level
energy constraints, and topic popularity. This work addresses
this gap by introducing a cross-layer, SDN-assisted DDS re-
liability adaptation framework that dynamically adjusts DDS
QoS reliability configuration based on network-level, device-
level, and topic-level inputs, with the objective of enhancing
communication reliability and efficiency.

III. SYSTEM MODEL

We consider a DDS-based IoD network, composed of a
set of drones D. We denote by lij the wireless link between
drones i and j, with i, j ∈ D, and lij ∈ L, where L is the set
of available wireless links. Such an IoD network is subject to
both energy constraints, due to battery-powered drones, and
communication reliability challenges arising from unreliable
wireless links.

To ensure mission success, drones exchange information
through distinct topics τ ∈ T , where T denotes the set of
topics. Each topic is associated with specific QoS require-
ments. For clarity, we focus on DDS reliability modes, which
can be configured as {BEST_EFFORT, RELIABLE} [14].
The reliable mode ensures delivery via acknowledgments and
retransmissions at the cost of higher latency and resource
usage, whereas the best effort mode provides no guarantees
but favors low latency and overhead.

For certain critical topics, such as safety and control infor-
mation (e.g., emergency return-to-home commands), reliable
delivery is required to ensure safe operation. Conversely,
high-rate topics (e.g., live video streams) are better suited
to best effort delivery, as freshness is prioritized over com-
pleteness. Finally, some topics convey information that is
important but not safety-critical (e.g., telemetry). As depicted
in Fig. 1, these topics are candidates for dynamic adaptation,
using reliable delivery under favorable conditions and falling
back to best effort under degraded conditions.

Fig. 1. Reliability-based topic categorization

SDN provides global visibility of the underlying IoD
network (e.g., topology, link status, congestion, etc.) and
enables dynamic, network-wide control [10]. We enable
global network monitoring by adopting a centralized SDN
architecture in which the controller is part of the Ground
Control Infrastructure (GCI). Each drone operates as an SDN-
enabled forwarding node, capable of receiving flow rules from
the controller and reporting local link metrics. We assume
an out-of-band control plane, where control traffic between
drones and the GCI uses a dedicated wireless link [19].

We propose a cross-layer, SDN-assisted, reactive QoS
adaptation framework for DDS-based IoD communications
that improves communication reliability and efficiency by
dynamically adjusting the reliability modes of adaptive top-
ics based on network-level conditions and device-level con-
straints (e.g., available energy). The proposed model also ac-
counts for topic popularity, as it directly impacts network load
and device energy consumption. The adaptation is performed



at the topic level as it captures topic-specific characteristics
such as popularity that cannot be expressed at the link level.
The proposed solution is depicted in Fig. 2. The framework
is implemented as an SDN application that interacts with the
controller through the northbound Application Programming
Interface (API). Actions are computed by the QoS adaptation
framework and enforced through DDS QoS agents on each
UAV under the coordination of the SDN controller.

Fig. 2. Proposed QoS adaptation framework

IV. PROPOSED ADAPTATION SOLUTION

The proposed QoS adaptation framework monitors the
operating environment and collects cross-layer system state,
including SDN-derived network information. Based on this
state, it computes and enforces adaptation decisions at the
middleware layer, integrating device-, topic-, and network-
level inputs. To formally describe the adaptation process, we
define the system state space, the action space, an objective
function capturing trade-offs, and the corresponding optimiza-
tion problem.

A. State space

The state space captures the network, device, and topic
conditions that directly affect the DDS reliability decisions
in IoD environments. We define the system state at discrete
decision epoch k for a topic τ as:

sk,τ =
[
Lk, Ck, Ek, Pk,τ

]
, (1)

where:
• Link loss rate (Lk): Packet loss rate observed on active

communication links. This network-level metric reflects
the reliability of the underlying wireless links.

• Congestion indicator (Ck): Measure of link utilization
(i.e., load). This network-level metric captures the risk
of congestion amplification under reliable delivery.

• Energy level (Ek): Residual battery state of UAVs. This
device-level state reflects energy constraints.

• Topic popularity (Pk,τ ): Number of active subscribers
to a topic τ . This topic-level metric captures the effect
of popularity on the overhead induced by reliable mode.

In DDS, dissemination cost depends on both link condi-
tions and the number of subscribers. Under reliable mode, ac-
knowledgments and retransmissions introduce overhead that
scales with subscriber count, an effect amplified in swarm-
based IoD scenarios [5].

The instantaneous popularity of topic τ at decision epoch
k is defined as:

Nk,τ = |Rk,τ | , (2)

where Rk,τ denotes the set of subscribers (i.e., DDS data
readers) currently matched to topic τ . To ensure comparability
across different fleet sizes, popularity is normalized [20] as:

Pk,τ =
Nk,τ

Nmax
, Pk,τ ∈ [0, 1], (3)

where Nmax denotes the maximum expected number of
subscribers (e.g., maximum swarm size).

To reduce sensitivity to transient membership fluctuations,
a smoothed popularity estimate is used:

P̄k,τ = (1− λ)P̄k−1,τ + λPk,τ , λ ∈ (0, 1], (4)

where λ is the smoothing factor.
In the remainder of this work, Pk,τ denotes the smoothed

topic popularity estimate P̄k,τ . The metric Pk,τ can be
computed using DDS discovery and endpoint matching in-
formation. The network metrics Lk and Ck are path-level
aggregates obtained from the SDN controller, while Ek

represents the residual energy state of the UAVs.

B. Action space

The action space represents the set of runtime middleware-
level adaptations that the QoS adaptation framework can
enforce. For clarity, while maintaining DDS standard com-
pliance [14], we focus on DDS reliability mode applied to
adaptive topics. At each decision epoch k for a topic τ , the
action is defined as:

ak,τ = Rk,τ , Rk,τ ∈ {RELIABLE, BEST_EFFORT}.
(5)

The RELIABLE mode ensures delivery at the cost of higher
latency, bandwidth, and energy, whereas BEST_EFFORT
favors low latency and overhead without guarantees. Only
adaptive topics are subject to switching, while safety-critical
topics retain fixed QoS settings. Actions are enforced through
DDS QoS agents on each UAV.

C. Objective function

The objective is to select, for each adaptive topic τ , the
DDS reliability mode that balances communication perfor-
mance against reliability-induced overhead under the current
operating conditions. Reliability decisions are taken per topic,
while critical topics are not subject to adaptation.

To compare heterogeneous metrics within a unified de-
cision framework, all state variables are normalized to the
interval [0, 1], yielding L̃k, C̃k, Ẽk, and P̃k,τ . Each state
variable is normalized to the interval [0, 1] using min–max
normalization with fixed operational bounds [21].



Specifically, for a generic metric xk, normalization is
performed as

x̃k = min

(
1, max

(
0,

xk − xmin

xmax − xmin

))
, (6)

where xmin and xmax denote the minimum and maximum
expected operational values of xk.

The instantaneous cost for topic τ represents the penalty
incurred by choosing a given reliability mode for topic τ at
epoch k and is defined as:

J(sk,τ , Rk,τ ) = wL L̃k I[Rk,τ = BEST_EFFORT]

+ I[Rk,τ = RELIABLE]
(
wC C̃k + wP P̃k,τ

+ wE (1− Ẽk)
)

+ I[Rk,τ = RELIABLE]
(
wCL C̃kL̃k

+ wPL P̃k,τ L̃k

)
+ wS I[Rk,τ ̸= Rk−1,τ ] ,

(7)
where I[·] denotes the indicator function. The term wLL̃k

discourages operation in best effort mode when the loss rate is
high. When the reliable mode is selected, additional costs are
incurred to capture reliability-induced overhead. Specifically,
wCC̃k represents congestion cost due to retransmissions and
protocol overhead, wP P̃k,τ penalizes highly popular topics
since reliability overhead scales with the number of sub-
scribers, and wE(1 − Ẽk) discourages the use on energy-
constrained UAVs. We further account for loss-amplified
reliability overhead (i.e., retransmission storm risk). The
term wCL C̃kL̃k captures the coupling between congestion
and loss, where packet loss triggers retransmissions while
congestion limits available capacity, potentially leading to
retransmission storms. Similarly, wPL P̃k,τ L̃k captures the
fact that, for popular topics, recovery traffic scales jointly
with loss and the number of subscribers. Finally, wS penal-
izes frequent switches between reliability modes, mitigating
oscillatory behavior.

By tuning the weighting coefficients, we can control
the tradeoff between performance and efficiency: larger wL

promotes conservative, reliability-oriented behavior, whereas
larger {wC , wP , wE} favor efficiency-aware policies that se-
lect best effort delivery under constrained conditions.

Given the defined state space, action space, and cost
function, the QoS adaptation problem is to select, for each
adaptive topic τ and at each decision epoch k, the DDS
reliability mode that minimizes the incurred cost. The optimal
decision can be obtained via myopic optimization. Specifi-
cally, the optimal reliability mode for topic τ at epoch k is
given by:

R⋆
k,τ = arg min

Rk,τ∈{RELIABLE, BEST_EFFORT}
J(sk,τ , Rk,τ ). (8)

A myopic formulation is appropriate since reliability deci-
sions primarily affect instantaneous overhead and loss recov-

ery costs, while longer-term coupling across decision epochs
is limited and captured via the switching penalty.

D. Myopic solution
Since the action space is binary, the per-topic optimiza-

tion admits a closed-form myopic solution obtained by di-
rect comparison of the two candidate actions. Let JBE

k,τ =
J(sk,τ ,BEST_EFFORT) and JREL

k,τ = J(sk,τ ,RELIABLE).
The optimal decision is given by:

R⋆
k,τ =

{
RELIABLE, if JREL

k,τ < JBE
k,τ ,

BEST_EFFORT, otherwise.
(9)

Equivalently, defining the cost difference

∆k,τ = JREL
k,τ − JBE

k,τ , (10)

the controller selects the reliable mode whenever the
reliability-induced overhead is outweighed by the loss penalty
incurred under best effort operation, i.e., when ∆k,τ < 0.

Substituting the cost function, the difference between the
two actions can be written explicitly as

∆k,τ = JREL
k,τ − JBE

k,τ

= wC C̃k + wP P̃k,τ + wE (1− Ẽk)︸ ︷︷ ︸
baseline reliability overhead

+ wCL C̃kL̃k + wPL P̃k,τ L̃k︸ ︷︷ ︸
loss-amplified overhead

− wL L̃k︸ ︷︷ ︸
loss penalty under best effort

+ wS

(
I[Rk−1,τ ̸= RELIABLE]

)
︸ ︷︷ ︸

switching bias

− wS

(
I[Rk−1,τ ̸= BEST_EFFORT]

)
︸ ︷︷ ︸

switching bias

.

(11)

Algorithm 1 summarizes the proposed myopic reliability
adaptation procedure. The computational complexity per de-
cision epoch is O(|TA|), where |TA| denotes the number of
adaptive topics. The required memory scales as O(1) per
topic.

V. EXPERIMENTAL RESULTS

This section evaluates the proposed framework through
simulation. We first present the experimental setup. Then, we
present the simulation results and discuss the findings.

A. Simulation environment
We conduct experiments using Mininet, a network emula-

tor, with an SDN control plane implemented via the Ryu con-
troller and Cyclone DDS as middleware. We consider small-
scale UAV communication topologies with background traffic
generation. Network conditions are varied through controlled
link impairments and bandwidth constraints, while device-
level constraints are captured via a software-based energy
model. This setup enables the evaluation of the framework
under representative wireless IoD communication dynamics.



Algorithm 1 Myopic DDS Reliability Adaptation

Input: Weights {wL, wC , wP , wE , wCL, wPL, wS}
Output: Reliability mode R⋆

k,τ for adaptive topics
for each decision epoch k do

Observe normalized state {L̃k, C̃k, Ẽk, P̃k,τ}
for all adaptive topics τ do

Compute ∆k,τ using (11)
if ∆k,τ < 0 then

R⋆
k,τ ← RELIABLE

else
R⋆

k,τ ← BEST_EFFORT
end if
Enforce R⋆

k,τ via DDS QoS agent
end for

end for

B. Results and discussion

We conduct a set of simulations to evaluate the effective-
ness of our solution. We focus on representative scenarios to
isolate and validate each adaptation component. This allows
us to assess the behavior of the framework under controlled
network impairments and compare its performance to that of
static configurations. In what follows, we progressively acti-
vate the decision components of the framework. Experiments
are repeated over 20 independent runs for each parameter set-
ting (e.g., loss or congestion level), each lasting 100 seconds
(including warm-up and cool-down) to ensure steady-state
conditions. The results are aggregated after extreme transient
deviations are excluded using the Tukey Inter-Quartile Range
(IQR) criterion.

1) Message delivery under lossy links:
We measure the message delivery rate (i.e., the ratio of

received messages to transmitted messages) under increasing
link loss (0–30%) and compare three configurations: static
best effort (BE), static reliable (REL), and adaptive reliability
for wL ∈ {0.2, 0.5, 0.8}, while setting wC = 0 and wE = 0.
Results are depicted in Fig. 3.
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Fig. 3. Message delivery rate vs. link loss

Static best effort shows a progressive degradation in de-
livery rate as link loss increases due to the absence of re-
transmissions, whereas static reliable maintains high delivery

performance across all loss levels at the cost of additional
overhead. The adaptive configuration dynamically switches
between best effort and reliable modes according to the ob-
served state. The weight parameter wL controls the emphasis
on reliability: lower values favor best effort, while higher
values favor reliable transmission. Under low-loss conditions,
the framework predominantly selects best effort to preserve
efficiency. As loss increases, it progressively shifts toward
reliable mode, improving delivery performance. Increasing
wL moves the adaptive behavior closer to static reliable
operation, enabling a tunable reliability–efficiency trade-off.

Based on these results, we conclude that the proposed
adaptive framework responds consistently to varying loss
conditions while maintaining performance.

2) Communication overhead under congestion:
We evaluate the communication overhead under increas-

ing network congestion (0–80%). Congestion is emulated
via background traffic consuming a controlled share of the
bottleneck capacity. Overhead is defined as the total trans-
mitted bytes divided by successfully delivered messages. We
compare static best effort, static reliable, and adaptive con-
figurations for wC ∈ {0.2, 0.5, 0.8} while keeping wL = 0.5
and wE = 0. Results are shown in Fig. 4.
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Fig. 4. Communication overhead vs. congestion

Static reliable exhibits consistently higher overhead across
all congestion levels due to acknowledgment traffic and
retransmissions, whereas static best effort maintains the
lowest overhead by avoiding retransmission. The adaptive
configuration adjusts the reliability mode according to the
congestion indicator. Under low congestion, it behaves sim-
ilarly to static reliable to preserve delivery robustness. As
congestion increases, it progressively favors best effort mode,
reducing retransmission overhead and limiting additional load
on saturated links. Increasing wC strengthens this congestion-
awareness, shifting the adaptive behavior closer to static best
effort and enabling a tunable reliability–efficiency trade-off.

These findings validate the congestion-awareness compo-
nent of the framework and demonstrate its ability to reduce
network load in constrained conditions.

3) Energy efficiency under battery constraints:
We finally evaluate the energy-awareness component of

the framework. In this experiment, we introduce a battery
state variable that decreases proportionally to transmission



activity. We compare static best effort, static reliable, and
the adaptive configuration for wE ∈ {0.2, 0.5, 0.8}, while
keeping wL = 0.5 and wC = 0.5. Energy consumption is
computed as the normalized battery depletion during each
run. Results are shown in Fig. 5.
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Fig. 5. Comparison of energy consumption

Static reliable exhibits the highest energy consumption due
to acknowledgment traffic and retransmissions, whereas static
best effort minimizes energy usage by avoiding retransmission
overhead. The adaptive configuration adjusts the reliability
mode based on the battery state through the weight wE . When
energy levels are high, reliable transmission is favored to
maintain robustness. As the battery depletes, the framework
progressively shifts toward best effort to reduce transmission
cost and extend operational lifetime. Increasing wE amplifies
energy awareness, moving the adaptive behavior closer to
static best effort and lowering overall energy consumption.

The results show that the framework effectively incorpo-
rates energy awareness, offering a controllable trade-off be-
tween reliability and resource efficiency to prolong operation
under limited battery conditions.

Across all scenarios, the framework shows consistent,
controllable behavior under varying constraints: it increases
reliable transmission over lossy links, shifts to best effort
under congestion to reduce overhead, and favors energy-
efficient operation under battery limits to extend system
lifetime. These results demonstrate effective integration of
reliability, congestion-awareness, and energy-awareness into
a unified, context-aware DDS adaptation mechanism.

VI. CONCLUSION

In this work, we proposed a cross-layer DDS reliability
adaptation framework that dynamically adjusts communica-
tion reliability by jointly considering global network condi-
tions, device-level energy constraints, and topic popularity.
Simulation results demonstrate the effectiveness of the pro-
posed framework in improving communication reliability and
efficiency in IoD scenarios.

As future work, we plan to extend the framework to
incorporate additional DDS QoS policies (e.g., deadline and
history depth), investigate proactive adaptation strategies that
anticipate network degradation and mobility-induced disrup-
tions, and explore learning-based approaches for adaptive
tuning of decision parameters. We also aim to validate the

framework through extensive overhead and sensitivity analy-
ses and through experimental deployment on the Heudiasyc
drone testbed.
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