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Abstract—Challenged networks refer to wireless mobile net-
works operating in infrastructure-less areas, using mesh, ad-hoc
or opportunistic networking protocols. Post-disaster emergency
networks or tactical networks are instances of such networks
where security and data protection is a major concern. Data-
centric security (DCS) is a promising approach that brings access
control policies directly to the data itself, thereby reducing the
security layers on the network. However, DCS solutions rely on
centralised architectures that are conflicting with the constraints
of challenged networks, which are by nature prone to connec-
tivity disruptions. This paper introduces D3CS, a decentralised
and dynamic DCS architecture fitting the dynamic nature of
challenged networks. D3CS combines attribute-based encryption
and attribute-based signatures with delegation mechanisms to
mitigate losses of connectivity with the central authority. An
implementation of D3CS has been prototyped and successfully
demonstrated on an opportunistic network.

Index Terms—Data-centric security, ABE, decentralisation,
Opportunistic Networking

I. INTRODUCTION

Challenged networks encompass all kinds of mobile net-
works operating in challenging environments where traditional
infrastructures may be damaged or unavailable. Disaster-
response networks or tactical networks fall into this category.
In order to support collaborative operations, they usually rely
on ad hoc, mesh or opportunistic networking protocols to
enable communications in infrastructure-less environments.

Although these challenged networks are inherently prone to
network fragmentation and connectivity disruptions, security
remains a major issue that must be addressed despite such
connectivity constraints. Even in a post-disaster crisis scenario,
emergency response teams should comply with the privacy
of medical records whilst providing assistance to victims.
Likewise, situational awareness data exchanged in tactical
networks should be protected by appropriate levels of security.
Supporting the latter case, the North Atlantic Treaty Orga-
nization (NATO) advocates for the capability of exchanging
classified information among the members of the alliance,
across the security domains of each member and regardless
of their network security protocols [1].

Different methods can secure exchanges. Among them,
Data-Centric Security (DCS) extends defence-in-depth by
binding the innermost security layer to the data itself [2]. DCS
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adds attaching labels to data and provides attributes to subjects
to enable fine-grained access control. Attribute-based access
control (ABAC) [3] or attribute-based encryption (ABE) [4]
are tools to enact the security policies that define the ability
to access data. However, these solutions are unsuitable in
the context of challenged networks, because both rely on a
centralised authority either for policy evaluation (ABAC) or
key management (ABE).

To provide challenged networks with DCS, not only must
the decentralisation issue be addressed, but the dynamic nature
of such networks must also be taken into consideration. A DCS
system should be able to adapt to evolving conditions, and thus
support dynamic enrolment or exclusion of members. For these
reasons, we propose a decentralised and dynamic DCS (D3CS)
architecture tailored to the needs of collaborative systems
supported by challenged networks. D3CS leverages ABE and
delegation mechanisms to ensure that the data security layer
remains operational in spite of connectivity disruptions with
authorities. The D3CS architecture has been implemented on
an opportunistic network for demonstration.

The remainder of the paper is structured as follows. Sec-
tion II discusses work related to DCS. Then, Section III
presents our decentralised and dynamic DCS architecture
(D3CS). Section IV describes the implementation and demon-
stration of the D3CS architecture on top of an opportunis-
tic network. Eventually, Section V concludes the paper and
presents future development perspectives.

II. RELATED WORK

DCS can be implemented using attribute-based access con-
trol (ABAC) [3], which enforces access decisions by eval-
uating subject attributes against predefined policies, through
components inserted in the subject-object path to enforce
decisions. Zero-Trust Architecture (ZTA) [5] complements
ABAC by introducing additional security mechanisms, such
as continuous identity verification or end-to-end encryption.
Nevertheless, ABAC and ZTA approaches remain centralised,
as authorisations are issued by a central entity. If this entity
becomes unavailable, subjects cannot obtain access rights.
Therefore, decentralisation must be addressed to provide DCS
in challenged networks.
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To lower centralisation, attribute-based encryption
(ABE) [4] could be considered. It is a family of cryptographic
schemes that embeds access control into encryption. In the
ciphertext policy variant (CP-ABE), a subject encrypts an
object along with an access policy using a public key. Another
subject can decrypt it only if its private key, which is unique
and encodes a set of attributes, satisfies the policy embedded
within the encrypted object. In contrast with ABAC, subjects
with a private key can decrypt objects when permitted by
the policy without further action. However, the subjects still
need to communicate with a central authority to obtain their
private keys.

Porwal and Mittal (P&M) [6] extend CP-ABE with attribute
delegation, such that any subject (the delegator) can issue a
private key for another subject (the delegatee). Subjects can
thus obtain a private key even when the authority is not avail-
able. To ensure soundness, the delegatees inherit only a subset
of the delegator attributes, hence the delegatees can access a
subset of the objects. To deal with subject exclusion, P&M
also provides attribute revocation. To do so, any private key is
split in two partial secret keys, a PSKA for the authority, and
a PSKS for the subject, with a two-step decryption. Besides, a
trusted mediator (TM) is introduced to keep the PSKAs secret,
while the subjects are only provided with the PSKSs. That
way, a subject can decrypt an object only if the TM grants
to do so. So, the TM can check whether the PSKA-PSKS
pair does not refer to any revoked attribute before accepting
to perform the first step of decryption. Trusted mediator is
however presented as centralised in P&M’s scheme, which is
not compatible with decentralised DCS.

Multi-authority ABE architectures [7]-[9], where each au-
thority manages a subset of attributes, have also been proposed
to address decentralisation. Spreading the attributes over sev-
eral authorities contributes to prevent the key escrow issue.
Yao [9] indicates that each authority can manage specific
attributes or security domains. However, this kind of decentral-
isation does not solve the case of challenged networks, because
the authorities still need to be available for key issuance.

While ABE maps the read access check onto the ability to
decrypt, it does not integrate attribute claim verification for
the object producers, i.e., one cannot verify whether a subject
producing an object actually possesses the attributes they claim
to have. Attribute-based signature (ABS) [10] can solve this
problem, by relying on an authority to issue private keys that
confirm the signing subject has the claimed attributes.

Alternative approaches rely on distributed consensus mech-
anisms. For instance, Blockmesh [11] enforces trust and secu-
rity in fragmented mesh networks by building on blockchain
principles. Another work [12] extended the BATMAN protocol
with a blockchain-based trust framework, improving Byzantine
Fault Tolerance, and thus security, in MANETS.

In this paper, we propose an architecture that reuses the
delegation and revocation of P&M’s, while addressing decen-
tralisation by distributing the TM on every entity, and using
ABS to certify the subjects’ claimed attributes, and adapting
the whole to MANETS.

III. D3CS ARCHITECTURE

The proposed D3CS architecture (Figure 1) defines the
interactions between the system entities (authority, subject,
trusted mediator) through primitives that enable DCS. These
interactions then translate into a lightweight protocol at the
network layer.

A. Architecture overview: entities

The D3CS architecture defines three kinds of entities. The
Authority is responsible for managing ABE and ABS master
keys from which subjects private keys are derived. The subject
can label, encrypt, and share data to be decrypted by other
authorised subjects (i.e., with the right attributes). The trusted
mediator (TM), inherited from P&M, is an entity, distributed
on each subject or authority, that executes the first decryption
step with the PSKA to enact revocation. We assume that
each distributed TM 1is securely isolated from the subject
and its operating system, so that its cryptographic material
and internal operations cannot be accessed or altered by the
user. This isolation could, for instance, be implemented by
deploying the TM within a secure element. A compromise of
a TM may affect the security guarantees provided by this local
instance, but does not compromise the other TMs. Each TM
securely stores its own cryptographic material.

B. D3CS primitives: cryptographic features

Our D3CS system relies on six mechanisms to allow
interactions between the entities. First, to initialise system
parameters and generate the master key, which is required
to generate ABE and ABS private keys, the authority must
be setup (A). Then, key generation (B) is performed by the
authority upon a subject’s key request. If the authority is not
available, a subject can request a private key by delegation (C).
Like P&M, delegation is only possible if the delegator’s set
of attributes includes the delegatee’s attributes. Once subjects
have received their private keys, they can label, encrypt and
share data. Encryption (D) is based on ABE, but it must first
be validated by the TM with ABS signature verification to
ensure that the claimed attributes match the ones used in the

® Authority Setup
® Key Generation

; Keygen
3 yé C
© Encryption and Signature Ill D Revocation

© Delegation
() Decryption
(P Attribute Revocation AUthorlty
ABE/ABS .
key request

Revocatlon list
share

key €

Revocation request response

Ciphertext share

D ‘i request Decryption
ecryption
stgs 2 Delegation step 1
Subjec ’ re&sjest Trusted @)
Mediator
Encryption
Fig. 1. D3CS architecture overview and interactions between the entities.
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object policy. Decryption (E) is a two-step process following
P&M’s scheme. A first step is performed by the TM. The
second step is performed by the subject, in order to access
the data. Finally, attribute revocation (F) is managed by the
authority by adding an attribute on the attribute revocation list
(ARL). The ARL is replicated on each TM, and is checked
by the TM before any D3CS operation (B,C,D,E).

C. D3CS protocol: network layer

The D3CS framework is designed to be network-agnostic,
provided that the network layer offers communication prim-
itives through a network service to send D3CS messages to
the distributed instances of TM (broadcast) or to a specific
subject or TM instance or the authority (unicast). In order
to implement the previously described D3CS primitives, we
propose a protocol relying on different packet types. In the
following, we focus on step (B), the key distribution which is
essential to enable DCS.

Figure 2 illustrates this step and the role of the distributed
TM in a multi-hops scenario. When S3 tries to join the
D3CS system, S1 acts as a relay while S2 and the authority
can both provide keys for S3, either via authority or via
delegation. First, a KEY_REQUEST is broadcasted by S3
(the joining subject) in order to ask for ABE and ABS
keys. If the authority is available, it will respond with two
KEY_RESPONSE messages: one for S3 containing the PSKS,
one for their TM instance with the PSKA as payload. Other
subjects, for instance S2 in Figure 2, can respond with a
DELEGATION_OFFER message, provided that their attributes
allow for a delegation. DELEGATION_OFFER are ignored
as soon as a KEY_RESPONSE is received. Otherwise, if no
KEY_RESPONSE is issued by the authority, S3 will accept
the offer and send a DELEGATION_ACCEPT message back
to the delegator (S2 in our example). The delegator will
then perform a delegation operation and send the keys via a
KEY_RESPONSE. KEY_RESPONSE messages are protected
by asymmetric encryption, in order to preserve the confiden-
tiality of the keys, using S3’s public key that was previously
transferred in the KEY_REQUEST payload.

Then, once subjects and their TMs have their PSKS/PSKA
pairs of keys, CT_SHARE messages are used to carry D3CS
encrypted data between subjects. Eventually, upon attribute
revocation, the updated ARL is shared with all TMs using a
broadcasted ARL,_UPDATE message.

IV. DEMONSTRATION IN AN OPPORTUNISTIC NETWORK

In order to demonstrate the feasibility of our solution,
we developed a proof-of-concept demonstrator to run the
D3CS architecture on an opportunistic network, as depicted
in Figure 3. We used a network emulation platform to test,
and validate qualitatively, each D3CS feature under varying
connectivity conditions representative of challenged networks.

A. D3CS proof-of-concept implementation

We implemented the core D3CS components, i.e. the cryp-
tographic primitives and the distributed TM, in a prototype
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Fig. 2. Distributed TMs handling the multi-hop key request of a new subject.

written in RUST. Cryptographic functions rely on P&M’s CP-
ABE [6] and Li and Kim [13] ABS primitives.

The NetworkService abstraction provides the network-
agnostic interface for the communications. In the proof-
of-concept, the NetworkService is operationalised using the
DoDWAN (Document Dissemination in Wireless Ad hoc Net-
works) [14] open-source middleware!. DoODWAN implements
an opportunistic networking protocol and provides a network
API [15] to the application layer. Opportunistic networking is a
commonly accepted solution to tackle challenged networks by
enabling disruption-tolerant multi-hop communications. DoD-
WAN is based on a store-carry-forward mechanism, where
received messages are stored in a local cache and then
opportunistically disseminated to other nodes. It follows a
publish/subscribe model in which messages are published (i.e.,
disseminated) on topics, and delivered to the nodes whose sub-
scriptions match the topics. To implement the communication
primitives of the network layer (see subsection III-C), specific
topics are used for broadcasting within the distributed TM
while unicast messages use one topic per entity.

The code developed for this proof-of-concept is available
on a public repository.?.

B. Demonstration with LEPTON emulation platform

Initial tests of the D3CS prototype implementation were
carried out on two computers connected to a WLAN to
confirm the correct operation of the D3CS architecture. Yet, in
order to test more complex scenarios and network topologies
involving connectivity loss or multi-hop delegation, simulation

'DoDWAN, https://casa-irisa.univ-ubs.fr/dodwan/
2D3CS implementation, https://gitlab.inria.fr/elemonni/d3cs-prototype
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Fig. 3. D3CS proof-of-concept architecture.
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tools are required to provide an easily configurable network
layer. LEPTON [16] is an emulation platform, designed to
emulate a mobile network by managing the connectivity of
nodes running actual code (i.e., from the network layer to
the application layer). Systems and protocols can therefore
be tested in almost actual conditions, in real-time. Moreover,
a LEPTON adapter for DODWAN nodes is already available,
and LEPTON features a visual tool that represents the network
behaviour as a time-varying graph. For these reasons, we
used LEPTON to demonstrate our D3CS implementation in
a variety of connectivity and mobility scenarios.

The demonstration setup is composed of 10 nodes repre-
senting the authority and nine subjects. LEPTON allowed us to
test the D3CS features through different scenarios. LEPTON
let us observe the behavior of D3CS in a multihop instable
network, in the presence of controlled disconnections, which
are representative of challenged networks. An execution was
recorded 3, showing that the D3CS prototype successfully
delivered DCS capabilities, dynamically and in a decentralised
way, within a network mimicking challenged networks.

First, we confirm that D3CS behaves at least as well as
the P&M baseline. When the authority is reachable by the
subjects through the network, key generation upon inclusion of
a new subject, encryption, decryption and revocation proceed
nominally, evidenced by the recorded execution.

When the authority is not reachable by the subjects, for
instance due to network partitioning, the delegation mecha-
nism takes in charge the key generation. Still, DODWAN keeps
the KEY_REQUEST message of the new subject in the caches
of the nodes. When the dynamics of the networks reconnect
the authority to a node with this message in its cache, the
KEY_REQUEST is delivered to the authority, which issues a
non-delegated key, including the ABS key that the delegator is
unable to issue. The subsequent multihop configuration of the
demonstration illustrates that the joining subject ignores the
delegated keys when it receives the key from the authority.

The next sequence of the demonstration illustrates the
behavior of D3CS when revocation occurs while the network
is partitioned. For instance, a delegator disconnected from the
authority does not receive ARL updates, and would therefore
accept to delegate its key to a delegatee. The subjects that are
isolated from the authority can encrypt and decrypt data in
such a way that violates the revocation: indeed, their respective
TM instances do not know yet the newest revocation list.
Revocation can hardly do better than accepting transient ARL
inconsistency when we want to tolerate network partitioning
and to replicate the ARL for availability purpose. But, as soon
as the network reconnects, the ARL is propagated to the TM
instances, which start rejecting decryption accordingly.

V. CONCLUSION

Data-centric security (DCS) is a novel approach that consists
in embedding security in the data itself, which alleviates the se-
curity burden on the network layer. DCS-protected information

3https://gitlab.inria.fr/elemonni/d3cs-prototype/-/blob/main/d3cs.mp4

could in theory transit on public network channels. DCS solu-
tions are however mainly centralised and do not cope well with
network fragmentation and connectivity disruptions which are
inherent to challenging infrastructure-less environments such
as tactical networks or post-disaster emergency networks. In
this paper, we presented a dynamic and decentralised data-
centric security (D3CS) architecture that addresses this issue
through delegation among other mechanisms. The architecture
was evaluated on an opportunistic network, which constitutes
a dynamic and partially connected setting, to assess the be-
haviour of the different D3CS primitives. The first tests yielded
promising results and more tests are planned to measure the
performance and the scalability of the D3CS solution.
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