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Abstract—Federated learning (FL) allows hospitals to train
shared diagnostic models without exchanging patient records, yet
the transmitted model updates can still leak sensitive information,
motivating the use of homomorphic encryption such as the
CKKS scheme. CKKS protects real-valued updates at the cost
of substantial ciphertext expansion (a packed CKKS ciphertext
is about 327 KB, roughly an order of magnitude larger than
the equivalent plaintext payload), which is prohibitive over the
heterogeneous, bandwidth-constrained wireless links typical of
healthcare Internet-of-Things (IoT) deployments. We argue that
the dominant bottleneck of encrypted healthcare FL is not
cryptographic computation alone, but the mismatch between
static encrypted aggregation and dynamic wireless network
conditions. We propose NetHE-FL, a network-adaptive CKKS-
protected FL framework that executes encryption at the hospital
edge gateway and jointly adapts aligned block sparsification,
CKKS slot packing, transmission frequency, and client scheduling
to both wireless link state and local update importance. We derive
analytical communication, delay, and energy models for plaintext
FL, full CKKS-FL, and NetHE-FL, and evaluate the framework
on the UCI Heart Disease dataset under non-IID hospital
partitions against four baselines. NetHE-FL reduces encrypted
communication cost by about 67% and per-hospital transmission
delay by about 33% relative to packed CKKS-FL, while keeping
classification accuracy statistically indistinguishable from plain-
text FL (mean difference under half a percentage point, within
run-to-run variance), under an honest-but-curious aggregation
server. A model-dimension analysis shows the communication
saving growing to about 74% as model size approaches realistic
scales. We further provide a deployment feasibility map for
CKKS-protected FL across BLE, Zigbee, Wi-Fi, 4G, and 5G
healthcare IoT networks.

Index Terms—Federated learning, homomorphic encryption,
CKKS, healthcare IoT, communication efficiency, wireless net-
works, privacy-preserving machine learning.

I. INTRODUCTION

Healthcare Internet-of-Things (IoT) systems—wearable car-
diac monitors, bedside telemetry, and clinic-grade sensors
connected through hospital edge gateways—generate large
volumes of sensitive physiological data. Training accurate
diagnostic models on this data is clinically valuable, but
centralizing patient records across institutions is restricted by
privacy regulation and institutional policy. Federated learning
(FL) addresses this by keeping data local: each hospital trains
on its own records and shares only model updates, which a
server aggregates into a global model [1], [2].

However, sharing model updates is not equivalent to pre-
serving privacy. Gradient- and weight-level updates have been

shown to leak training samples through reconstruction at-
tacks [3], so the updates themselves require protection. Homo-
morphic encryption (HE) enables the server to aggregate en-
crypted updates without observing their contents. The CKKS
scheme [4] is particularly suited to FL because it operates
natively on vectors of approximate real numbers, matching the
representation of model parameters, and supports slot packing
for amortized throughput. CKKS has accordingly been adopted
in encrypted FL aggregation pipelines [5], [6].

The practical obstacle is communication. CKKS ciphertexts
are substantially larger than the plaintext vectors they encode,
and full encrypted FL transmits one or more ciphertexts per
client per round. This overhead is tolerable in data-center
cross-silo settings, but healthcare IoT links are heterogeneous
and constrained: a rural clinic may connect over BLE or
Zigbee at hundreds of kilobits per second while a tertiary
hospital uses Wi-Fi or 5G, so transmitting full CKKS updates
every round over the slower links inflates latency and energy
to the point where encrypted FL becomes infeasible. Existing
communication-efficient FL [7], [8] and wireless-FL work [9],
[10] largely treat the plaintext case and do not jointly reason
about ciphertext expansion and link heterogeneity.

This exposes a gap: the dominant bottleneck of encrypted
healthcare FL is not cryptographic computation alone, but
the mismatch between static encrypted aggregation and dy-
namic wireless conditions. A framework is needed that adapts
encrypted-update transmission to both update importance and
link capacity, without materially degrading accuracy or pri-
vacy. We therefore ask: how can CKKS-protected federated
learning be made communication-feasible over heterogeneous
healthcare IoT networks without significantly degrading learn-
ing accuracy or privacy?

We answer this with NetHE-FL. Our contributions are:

o Architecture. A network-adaptive CKKS-protected FL
architecture that places encryption at the hospital edge
gateway and augments the FL loop with an update
importance estimator and a wireless network profiler
(Section 1IV).

o Algorithm. An adaptive encrypted-transmission policy
that jointly selects an active block budget, transmission
frequency, and client schedule from link state and update
importance, using a server-coordinated aligned sparsity
mask so that sparse CKKS ciphertexts remain homomor-
phically additive (Section V).



o Modeling. Analytical communication, delay, and energy
models for plaintext FL, full CKKS-FL, and NetHE-FL
(Section VI).

o Evaluation. An evaluation on the UCI Heart Disease
dataset under non-IID hospital partitions against four
baselines, measuring accuracy, communication cost, de-
lay, and energy (Sections VII-VIII).

o Deployment insight. A feasibility map indicating when
CKKS-protected FL is viable across BLE, Zigbee, Wi-Fi,
4G, and 5G healthcare IoT networks.

II. RELATED WORK

Federated learning for healthcare. FL. was introduced as
a communication-efficient way to train shared models from
decentralized data [1], and surveys frame its challenges, meth-
ods, and open problems [11], [12]. It has been proposed for
cross-institutional medical modeling without data sharing [2],
[13] and for resource-constrained IoT deployments [14], and
heterogeneity-robust optimizers such as FedProx [15] and
adaptive edge schemes [16] improve convergence under non-
IID data. All of these, however, exchange model updates in
the clear.

Privacy of model updates. Updates are not privacy-neutral:
reconstruction attacks recover training samples from shared
gradients [3], [17], and this leakage extends to honest-but-
curious servers in collaborative learning [18]. Secure aggrega-
tion masks updates so the server learns only their sum [19], but
relies on multi-party masking with dropout-recovery overhead
and does not provide a reusable encrypted representation of
real-valued parameters.

Homomorphic encryption for FL. HE lets the server ag-
gregate without decrypting. Additively homomorphic schemes
were applied to privacy-preserving deep learning [20]. The
CKKS scheme operates on approximate real vectors with slot
packing [4], making it a natural fit for model parameters,
and practical libraries such as TenSEAL [6] expose it to
ML pipelines. BatchCrypt reduces HE overhead in cross-silo
FL via quantized batch encoding [5], and packed multi-key
HE [21] and multi-key FL schemes [22] distribute trust across
parties; these target data-center links rather than constrained
wireless networks.

Communication-efficient FL. Reducing uplink cost is a
long-standing FL goal [23]. Gradient sparsification transmits
only the largest update coordinates [7], [8], and non-IID-
robust compression has been studied for FL [10]. FL over
wireless channels has been analyzed with respect to fading and
scheduling [9]. These lines reduce communication but operate
on plaintext updates and do not consider CKKS ciphertext
expansion.

Positioning. Table I summarizes the gap. In contrast to
communication-efficient FL, which compresses plaintext up-
dates and ignores ciphertext expansion, and to HE-based
FL, which protects updates but treats the network as static,
NetHE-FL adapts encrypted-update transmission jointly to link
state and update importance while preserving homomorphic
addability. Among the representative prior work we surveyed,

we did not find a framework that jointly provides CKKS-
protected aggregation, a healthcare IoT focus, wireless-link
awareness, and adaptive scheduling. NetHE-FL targets exactly
this intersection.

III. SYSTEM AND THREAT MODEL
A. System Entities

We consider a cross-silo healthcare federation with the
following entities.

e IoT sensors. Wearable and bedside devices that collect
physiological signals. Sensors only acquire and forward
data to their local gateway; they perform no cryptographic
operations.

o Hospital edge gateways. Each of the N participating
hospitals operates an edge gateway (or local healthcare
server) that holds the institution’s local dataset, performs
local model training, and executes CKKS encoding and
encryption. Placing cryptography at the gateway—rather
than on resource-limited sensors—is a deliberate design
choice justified in Section IV.

o Cloud aggregator. An untrusted server that aggregates
encrypted updates homomorphically and broadcasts the
updated global model.

o Authorized key authority. A trusted medical authority
that holds the CKKS secret key and decrypts only the
aggregated result. The aggregator never holds the secret
key.

o Wireless links. Hospitals connect to the aggregator over
heterogeneous wireless technologies (BLE, Zigbee, Wi-
Fi, 4G, 5G), each with distinct data rate, latency, and
transmission power.

B. Threat Model

We assume an honest-but-curious cloud aggregator: it fol-
lows the protocol correctly but may attempt to infer private
information from any data it observes. Because all updates
are CKKS-encrypted under a public key whose secret coun-
terpart is held only by the authorized authority, the aggregator
observes ciphertexts and their homomorphic sum but not
plaintext updates. We assume secure, authenticated channels
between entities, so the adversary’s view is limited to ci-
phertexts and protocol metadata (such as which hospitals
participate in a round).

C. Privacy Assumptions and Scope

NetHE-FL provides confidentiality of model updates against
the honest-but-curious aggregator under the CKKS encryption
setting. We explicitly do not claim protection against: a
malicious aggregator that deviates from the protocol; model-
poisoning or integrity attacks (CKKS provides confidential-
ity, not integrity); or collusion involving the key authority.
The adaptive scheduler reveals participation metadata (which
hospitals transmit in a given round), which we treat as a
known leakage channel rather than a protected quantity. A
single-key deployment also concentrates trust in the key au-
thority; threshold or multi-key CKKS would distribute this



TABLE I
COMPARISON OF REPRESENTATIVE RELATED WORK. (Y = YES, N = NO, P = PARTIAL.)

Work FL HE CKKS

Healthcare IoT  Wireless-aware

Adaptive comm. Main limitation

McMahan et al. [1]
Bonawitz et al. [19]
Zhang et al. [5]
Rieke et al. [2]

Lin et al. [8]

Amiri & Giindiiz [9]
NetHE-FL (ours)

H KK KKK
< Zzz~<ZzZ
< ZzzzZZ
< Zz~<zZZZ

No protection of model updates
Masking overhead; no reusable HE
Data-center focus, not wireless
Vision/survey; no encryption
Plaintext sparsification only

No encryption of updates
Honest-but-curious, single-key; con-
fidentiality only

<= Z2ZZZZ
< 9w ZZZd

trust and is left as future work. In practice the key authority
is a governance role—for example a consortium oversight
body or a hardware-security-module- or TEE-backed service—
rather than a network participant, and it decrypts only the
per-round aggregate; its compromise would therefore expose
aggregated updates but never an individual hospital’s update
or raw records. Threshold or multi-key CKKS removes this
single point of trust by splitting the secret key so that no
single party can decrypt, at additional key-management and
communication cost; we regard this as the primary hardening
path for deployment.

Scope. NetHE-FL is a confidentiality mechanism for en-
crypted aggregation, not a complete secure-FL framework,
and we make no claim of clinical deployment or end-to-end
system security. Because the per-round decrypted aggregate
is revealed by design, a curious key authority observes the
sequence of aggregated updates across rounds; bounding this
aggregate-level leakage (e.g. via differential privacy on the ag-
gregate) is complementary and orthogonal to the transmission
confidentiality NetHE-FL provides.

IV. PROPOSED NETHE-FL ARCHITECTURE

NetHE-FL organizes encrypted federated training into seven
layers, shown in Fig. 1.

1) Healthcare IoT data. Sensors stream physiological data
to the hospital edge gateway; raw data never leaves the
institution.

2) Local learning. The gateway trains a local model,
producing update Aw?.

3) Update importance estimator. The gateway estimates
its update’s importance (Section V) to decide how much
to transmit.

4) Wireless network profiler. It classifies the current link
(rate, latency, power) as poor, medium, or good.

5) Adaptive CKKS encoding decision. From importance
and link state, it selects an active block budget and a
transmit/skip decision.

6) Aligned sparsification, packing, encryption. Selected
coordinates are packed into CKKS slots and encrypted;
a server-coordinated aligned mask preserves homomor-
phic additivity across hospitals (Section V).

7) Homomorphic aggregation and authorized decryp-
tion. The untrusted aggregator computes a weighted

Hospital Edge (Trusted)

‘ Healthcare IoT Sensors ‘

I

‘ Hospital Edge Gateway

1L

‘ Local Model Training ‘

1L

‘ Update Importance Estimator ‘

1L

‘ Wireless Network Profiler ‘
I

‘ Adaptive CKKS Encoding Decision ‘

) 1}

A Aligned Block Sparsification +
CKKS Packing + Encryption

model broadcast

l encrypted updates

Heterogeneous Wireless Network
BLE Zigbee Wi-Fi 4G 56

l 1

Untrusted Cloud Trusted Authority
(Honest-but-Curious)

Authorized Key Authority
(holds secret key)

] Cloud Aggregator ‘

I ‘ I §

‘ Global Model Update

Weighted Aggregation

Fig. 1. Architecture of NetHE-FL (seven layers). Data acquisition and local
training stay inside the trusted hospital zone, where the edge gateway performs
CKKS encryption; the untrusted cloud aggregator sees only ciphertexts and
their homomorphic sum, and a separate trusted key authority holds the secret
key and decrypts only the aggregated update before it is broadcast back to all
hospitals.

homomorphic sum; the key authority decrypts only the
aggregate, which updates the broadcast global model.

We place CKKS at the edge gateway rather than on sensors
because CKKS key generation, encoding, and encryption are
computationally and memory-intensive relative to the capabil-
ities of typical healthcare IoT sensors. The gateway is the first
point with sufficient resources and a natural trust boundary for
the institution’s data.



V. NETWORK-ADAPTIVE CKKS-FL ALGORITHM

A. Adaptive Decision Rules

Block partition. The model vector of dimension d is parti-
tioned into B public, fixed, contiguous blocks. This partition
is data-independent and identical for all hospitals, so it leaks
no private information.

Update importance. Hospital ¢ measures the importance of
its round-¢ update as the ¢5 norm of the local update, I} =
| Aw!||2, min-max normalized across participating hospitals.

Wireless state classification. The profiler maps the mea-
sured link rate R} into one of {poor, medium, good} using
configurable thresholds.

Link-adaptive block budget and skipping. The link state
sets the number of active blocks a hospital transmits: poor
links send a single block (=~ 10% of the model), medium
links send a mid-range subset, and good links send most or all
blocks. A poor link combined with low normalized importance
(If < Tiow) triggers a skip for that round.

Network-adaptive aligned block sparsification. Unlike
unaligned per-hospital top-%k selection, which produces dif-
ferent coordinate sets across hospitals and prevents direct
ciphertext addition, NetHE-FL uses a public structured block
mask. The server selects the active block set M* from public
information only—the round index and the previous round’s
decrypted aggregate-block magnitudes (already revealed by
design)—so the mask never depends on any single hospital’s
private update. Because all transmitting hospitals pack the
same blocks into the same CKKS slots, the aggregator can
sum ciphertexts directly, and only the small block-index set
must be broadcast.

Error feedback. To prevent the systematic loss that fixed
sparsification would otherwise cause, each hospital maintains
a residual: the coordinates it did not transmit in a round are
accumulated locally and added to its next update. Combined
with round-robin block coverage, this guarantees every coordi-
nate’s information eventually reaches the aggregator, so block
sparsification defers rather than discards information. This is
the mechanism behind the negligible accuracy gap reported in
Section VIII.

B. Algorithm

Algorithm 1 summarizes one communication round.

VI. COMMUNICATION, DELAY, AND ENERGY MODEL

We model the per-round uplink cost of transmitting model
updates from N hospitals to the aggregator. Let d be the model
dimension, b the bytes per plaintext parameter (e.g. b = 4 for
32-bit floats), s the CKKS slot capacity, and S, the serialized
CKKS ciphertext size in bytes (measured from the encryption
library, or analytically estimated in fallback mode).

Plaintext FL. Each hospital sends its full update in the
clear:

N
Cliain = Zd -b. (1)
=1

Algorithm 1 NetHE-FL: Network-Adaptive Aligned Block
Sparsification (round t)

Require: global model wt, public key pk, B public blocks,
prior aggregate g'~!
1: Server selects active block set M? from public signals
(round index, ||g*~!|| per block)
2: Server broadcasts w? and M? to hospitals
3: for each hospital 7 in parallel do
train locally to obtain update Aw}; importance I} =
[Aw[|2
measure link state RY; set block budget b! from R!
if R! poor and I} < T,y then
continue
end if
restrict Aw! to the shared active blocks M (budget
by)
10: pack into CKKS slots; encrypt under pk to obtain cf;
transmit
11: end for
12: aggregator computes weighted homomorphic sum ¢
Dlies, i€
13: trusted authority decrypts ¢ to obtain aggregated update
=t

g
14: server updates w'*! and broadcasts

»

> skip this round

R A

t =

Full CKKS-FL. Each hospital encrypts and sends its full
update; a d-dimensional vector requires m; = [d/s] cipher-
texts:

Y d
Clkks = it Set, == 2
CKKS ;m t m L—‘ 2

NetHE-FL. Only the selected hospitals S; transmit, each
sending a fraction k! of coordinates packed into CKKS slots,
plus a small per-round mask overhead O, :

ktd
CIEIetHE = Z [

—‘Sct + O 3)
1€ES 5

Transmission delay. For transmitted size C! over a link of
rate R! with one-way latency /;:
Ct
t_
D; = ﬁf + 4. 4)
The delay model therefore combines the payload transmission
time with the link’s one-way latency ¢;, so technologies with
similar rates but different latencies are distinguished.
Energy cost. With transmission power P;:

E} = P Dj. (5)
Communication saving. Relative to full CKKS-FL:
C
Saving =1 — NethE (6)
Cckks

The accuracy/communication trade-off is then characterized
by pairing the saving above with the resulting change in
model accuracy, reported empirically in Section VIII. Be-
cause a small clinical model cannot, by itself, exercise the



communication regime where these differences matter, we
additionally evaluate the cost models over a model-dimension
sweep d € {10%,10%,10*,10%}; those rows are analytical and
labeled as such.

VII. EVALUATION SETUP

Dataset. We use the UCI Heart Disease (Cleveland)
dataset [24]: 303 patient records with 13 clinical features and a
binarized target (presence vs. absence of disease). Features are
standardized. The dataset validates classification accuracy; it
is intentionally small and is not used to argue communication
scaling on its own.

Synthetic scalability dataset. To stress-test scalability be-
yond the 13-feature clinical dataset, we additionally generate
a synthetic healthcare-IoT binary-classification dataset with
10,000 samples and d € {100, 1000} features. Labels are pro-
duced from a latent linear signal; per-hospital class imbalance
and feature-distribution shifts are introduced to emulate het-
erogeneous clinical populations across institutions, and clients
are partitioned non-IID by Dirichlet label skew. This dataset
is used only to evaluate learning stability and communication
scalability; we make no claim of clinical validity from it.

Model. The primary model is logistic regression; a small
single-hidden-layer MLP is used as secondary validation. Both
are trained with FedAvg.

Federated setup. We simulate N € {5,10} hospitals with
real training, and report N € {20,50} using the analytical
cost model only, because the dataset is too small to partition
meaningfully across 50 institutions. Data is partitioned non-
IID via Dirichlet label-skew. Training runs for 40 communi-
cation rounds, averaged over five random seeds.

CKKS configuration. We use CKKS
with poly_modulus_degree = 8192,
coeff mod_bit_sizes = [60,40,40,60], and

global_scale = 240, yielding 4096 slots at approximately

128-bit security. Using TenSEAL, the measured serialized
ciphertext size is approximately 327 KB, i.e. about 20X
expansion relative to a 32-bit plaintext parameter per slot.
The measured size depends on the serialized coefficient-
modulus configuration; under the same TenSEAL setup
the ciphertext-only serialized vector grows to ~ 642KB at
poly_modulus_degree = 16384 (8192 slots, ~128-
bit)—about 2x the 8192-degree size—so larger degrees
give more slots but proportionally larger ciphertexts, making
wireless transmission harder and motivating the adaptive
design. Encryption, decryption, and homomorphic-addition
times are also measured; ciphertext size is the quantity that
drives the communication model.

Baselines. Plain FL, full CKKS-FL, sparse FL (no CKKS),
CKKS + packing, and the proposed NetHE-FL.

Metrics. Accuracy, Fl-score, communication cost (bytes),
transmission delay, energy, communication saving ratio, en-
cryption time, and ciphertext size. Communication saving
denotes the reduction in the encrypted payload volume (bytes
transmitted per round) relative to a stated baseline—not the
number of messages or rounds exchanged.

TABLE 11
SIMULATION AND WIRELESS-PROFILE PARAMETERS. WIRELESS RATES
AND POWERS ARE REPRESENTATIVE MODELING VALUES FROM
STANDARDS AND SURVEYS [25]-[28], NOT DEVICE-CERTIFIED

MEASUREMENTS.
Dataset UCI Heart Disease (Cleveland), 303/13
Model Logistic regression (+ small MLP)
Hospitals N 5, 10 (real); 20, 50 (analytical)
Partition Non-IID, Dirichlet (o« = 0.5)

FL rounds / seeds
Optimizer / LR / batch
CKKS

40 / 5 (base 42, 42-46)
Mini-batch SGD / 0.05 / 16
deg. 8192, [60, 40, 40, 60], scale 240 (4096 slots)

Measured ciphertext ~ 327KB
Technology Data rate  Latency TX power
BLE 0.27 Mbps 50 ms 0.03W
Zigbee 0.25 Mbps 50 ms 0.05W
Wi-Fi 50 Mbps 10 ms 0.70W
4G 20 Mbps 30 ms 1.50 W
5G 100 Mbps 10 ms 2.50 W
Rural 1 Mbps 100 ms 1.00 W

A. Sensitivity to Link Quality

To avoid dependence on a single assumed rate per tech-
nology, we sweep low/medium/high rate variants (0.5x, 1x,
2x) of each profile. NetHE-FL delay scales as expected with
link rate, and the constrained classes (BLE, Zigbee, rural)
benefit from the adaptive block budget across the whole
range, confirming the conclusions do not hinge on one rate
assumption.

VIII. RESULTS AND DISCUSSION

All reported results are obtained from the implemented
simulation pipeline. Large-N and high-dimensional commu-
nication results are analytical projections based on measured
CKKS ciphertext sizes and are explicitly distinguished from
the real FL training results.

A. Accuracy

Fig. 2 reports accuracy versus communication rounds (mean
over five seeds, *std bands) for Plain FL, full CKKS-FL,
sparse FL, and NetHE-FL. CKKS-FL tracks Plain FL because
the CKKS approximation error at scale 2% is negligible. Be-
cause the block mask drops no information permanently—each
hospital carries the un-transmitted residual forward through
error feedback—NetHE-FL converges to the same operating
point as Plain FL: 0.82340.041 accuracy and 0.797+0.057 F1
at N = 10, identical within seed variance. Block sparsification
warms up slightly slower but reaches the same plateau, so
NetHE-FL preserves accuracy while transmitting far less per
round.

To confirm this is not an artifact of the small clinical
model, we repeat the comparison using actual FL training (not
the analytical model) on the synthetic healthcare-IoT dataset
(Section VII) at higher dimensions (Table III). The Plain-vs-
NetHE-FL gap stays within noise——0.03 pp at d = 100 and
+0.04pp at d = 1000, with the sign reversing—so error



TABLE III
SYNTHETIC HEALTHCARE-IOT ACCURACY (IN=10, FIVE SEEDS). THE
PLAIN-VS-NETHE-FL GAP STAYS WITHIN NOISE AS MODEL DIMENSION
GROWS, CONFIRMING THE LOSSLESS RESULT IS NOT AN ARTIFACT OF THE
SMALL CLINICAL MODEL.

Dim Plain FL NetHE-FL Gap

d=100 .877+£.005 .877+.005 —0.03pp
d=1000 .916+.004 .916+.004 +0.04pp

§ 0.90

H o851

©

3 FM

g 0.801
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Fig. 2. Accuracy versus communication rounds (measured, five seeds).

feedback keeps the method effectively lossless well beyond
the 13-feature clinical case.

B. Communication Cost

Fig. 3 shows communication cost as the number of hospitals
grows, comparing Plain FL, full CKKS-FL, CKKS + packing,
and NetHE-FL. At N = 10 hospitals and model dimension
d = 10* packed CKKS-FL transmits about 10MB per
round, whereas NetHE-FL transmits about 3.3 MB, a saving
of approximately 67% relative to packed CKKS-FL (about
60% at N = 5). Unpacked CKKS-FL is three to four orders
of magnitude larger and is shown only to motivate packing.
Realistic cross-silo consortia comprise about 5-20 hospitals;
we include N = 20,50 only to show the asymptotic scaling
trend and report them as analytical projections (per-hospital
cost is near-constant in V) rather than measured deployments.

A model-dimension analysis clarifies the saving’s origin.
For d < 4096 (one CKKS slot vector), sparsification removes
no ciphertext, so the 50% saving at small d comes entirely
from adaptive scheduling. As d exceeds slot capacity, spar-
sification removes whole ciphertexts and the saving rises to
about 67% at d = 10* and 74% at d = 10°—so NetHE-FL’s
advantage grows with model size, precisely where encrypted
communication is most burdensome.

C. Delay and Energy Across Wireless Profiles

Fig. 4 reports transmission delay under the six wireless pro-
files. Because NetHE-FL adapts its block budget to link state,
the reduction concentrates where it matters: on constrained
links it sends fewer blocks, cutting delay by about 67% (BLE
29.8 — 9.9, Zigbee 32.1 — 10.7s, rural 8.1 — 2.85s), while
on high-rate links (Wi-Fi, 4G, 5G) it sends nearly all blocks
and delay is essentially unchanged and already sub-second.
Energy follows the same pattern under the £ = P - D model
(e.g. Zigbee 1.61 — 0.547J): NetHE-FL spends bandwidth
when it is cheap and conserves it when it is scarce.

-
o
)

—e— Plain FL

Full CKKS-FL
—o— CKKS+packing
—o— NetHE-FL

10 20 30 40 50
Number of hospitals

[ e
o o o o
v N W e

Comm. cost per round (MB)
=
o

Fig. 3. Communication cost versus number of hospitals (analytical, from
measured CKKS sizes); realistic consortia are N ~ 5-20, with N = 20, 50
shown as scaling projections.

B Full CKKS-FL
NetHE-FL

Transmission delay (s)

BLE Zigbee WiFi 4G 5G Rural

Fig. 4. Transmission delay under wireless profiles. NetHE-FL reduces
delay on constrained links (BLE, Zigbee, rural) while leaving high-rate links
unchanged.

D. Ablation and Accuracy—Communication Trade-off

An ablation isolates the contribution of each mechanism
relative to the packed CKKS-FL reference: packing only
(0% saving), block sparsification only (33%), scheduling only
(50%), link-aware adaptation only (33%), and full NetHE-FL
(67%)—so scheduling and link-aware budgeting are comple-
mentary and stack to the full saving.

Measuring accuracy loss (meanztstd over seeds) against
communication saving, we find that with error feedback
the mean accuracy difference from Plain FL stays below
the per-seed standard deviation at every operating point: no
statistically significant penalty is observed across the 33%
to 67% saving range (cf. Table IV). The savings stack as
expected—scheduling and link-aware block budgeting are
complementary—while none introduces a measurable accu-
racy penalty, because dropped blocks are deferred rather than
discarded.

E. Sensitivity to Non-IID Severity

Across Dirichlet skew a € {0.1,0.5,1.0} (smaller o =
stronger heterogeneity), NetHE-FL tracks Plain FL at every
level: the mean accuracy gap is 0.33 pp at the most skewed
setting (o« = 0.1) and 0.0pp otherwise, with overlapping
error bars. The block-masking and scheduling mechanisms
thus remain stable under strong non-IID conditions rather than
amplifying client drift.

F. Limitations

We state limitations plainly. (i) Clinical accuracy uses a
small dataset; higher-dimensional accuracy is validated with
actual FL training on a synthetic dataset (Table III), while
large-N communication figures are analytical projections. (ii)
The guarantee is confidentiality against an honest-but-curious



TABLE IV
BASELINE COMPARISON AT N = 10, d = 10%, UNDER THE CONSTRAINED
Z1GBEE PROFILE. ACCURACY AND F1 ARE MEASURED OVER FIVE SEEDS;
COMMUNICATION, DELAY, AND ENERGY ARE ANALYTICAL. PLAIN AND
SPARSE FL ARE UNENCRYPTED, WHILE CKKS+PACKING AND NETHE-FL
PROVIDE HE-BASED UPDATE CONFIDENTIALITY.

Method Acc. F1 Comm. Delay Energy Priv.
Plain FL .8234.041 7974+.057  0.04 MB 14s 0.07J None
Sparse FL .823+.041  .797+.057 0.03MB  09s 0.057 None
CKKS +packing  .823£.041 7974.057 10.0MB 32.1s 1.61] HE
NetHE-FL .823+.041  .797+.057 3.3MB 10.7 s 0.547 HE

aggregator under single-key CKKS; integrity, poisoning resis-
tance, malicious servers, and key-authority compromise are
out of scope. (iii) The wireless model captures rate and
latency but not packet loss or contention. (iv) Update skipping
leaks participation metadata and may bias aggregation under
strong non-IID skew. (v) Error feedback defers information, so
heavily constrained links converge over more rounds, which
our fixed round budget does not separately account for.

IX. CONCLUSION

We presented NetHE-FL, a network-adaptive CKKS-
protected federated learning framework for healthcare IoT
systems. From the observation that the dominant obstacle to
encrypted healthcare FL is the mismatch between static en-
crypted aggregation and dynamic wireless conditions, NetHE-
FL places CKKS at the hospital edge gateway and adapts
aligned block sparsification, slot packing, transmission fre-
quency, and client scheduling to link state and update impor-
tance, using a server-coordinated aligned mask so that sparse
ciphertexts remain homomorphically additive. Evaluated on
the UCI Heart Disease dataset under non-IID partitions against
four baselines, NetHE-FL reduced encrypted communication
by about 67% (up to 74% at larger model dimensions) and
per-hospital delay by about 33% relative to packed CKKS-
FL, while keeping accuracy statistically indistinguishable from
plaintext FL. Future work includes threshold or multi-key
CKKS to distribute trust, integrity and poisoning defenses,
a packet-loss-aware channel model, and validation on larger
clinical models and datasets.
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