Can Federated Learning Backdoor Defenses Protect
Parallel Split-Federated Learning?

Yelyzaveta Klysa, Milica Aleksic, Rudolf Mayer
SBA Research, Floragasse 7, 1040 Vienna, Austria
{yklysa,rmayer} @sba-research.org

Abstract—With the growing use of collaborative learning
paradigms in distributed edge applications, hybrid approaches
such as Split-Federated Learning (SFL) have emerged to combine
the benefits of federated and split learning. Despite the increasing
adoption of SFL to improve the trustworthiness of collaborative
Al systems, the security of these systems has not been system-
atically studied, particularly with respect to backdoor attacks
known to affect federated learning (FL). While prior work has
demonstrated that SFL is vulnerable to such attacks, it remains
unexplored whether state-of-the-art FL defenses provide reliable
protection in this setting.

In this work, we define multiple realistic threat models based
on trust assumptions and the timing of defense deployment. We
then analyze representative FL. backdoor defenses in the parallel
SFL setting under these models. Our findings show that in SFL,
defense effectiveness is highly dependent on the entity responsible
for defense deployment. Among the considered methods, only one,
namely Alignlns, is found effective across most threat models.
Furthermore, in delayed-defense settings where the backdoor is
already (at least partially) embedded into the model, defense
effectiveness strongly depends on dataset complexity.

Index Terms—split-federated learning, machine learning secu-
rity, backdoor defenses

I. INTRODUCTION

Collaborative learning enables multiple participants to
jointly train a model, thereby leveraging diverse data sources
without sharing their private data. One of the most widely
adopted approaches is Federated Learning (FL), in which
clients collaboratively train a shared global model by exchang-
ing locally computed model updates without the training data
ever leaving the client site. However, this setting assumes
that each client has sufficient computational resources to train
a full model locally, which may not hold in edge and IoT
deployments. Split Learning (SL) has been proposed as an
approach to address the limitations of resource-constrained
devices. In SL, the model is partitioned at one or more
designated (so-called cut) layers into two (or more) parts:
e.g., a shallow client-side submodel and a deeper server-
side submodel that receives the outputs of the client-side
submodel as input. Split-Federated Learning (SFL) combines
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elements of both FL and SL: clients train only a partial model,
as in SL, and the resulting models are aggregated across
clients, resembling FL. This hybrid design aims to reduce the
computational burden on clients while enabling collaborative
training across distributed data.

The residual and novel risks of these collaborative learn-
ing paradigms require a careful analysis, and purposefully
designed mitigation strategies are crucial for their secure
deployment. Among these risks, a malicious participant who
controls one or more clients may inject a backdoor [1] into
the model, for instance, by data poisoning. A model trained
on such data then produces adversary-chosen outputs when
presented with specific trigger patterns, while maintaining
benign performance on clean inputs. Moreover, the exchanged
intermediate representations may still carry sensitive informa-
tion. By exploiting them, an adversary who controls the server
or intercepts communication may attempt to compromise the
confidentiality of training data.

While prior work in Federated Learning has extensively
studied poisoning attacks [2], existing research in SL and
SFL [3], [4] has predominantly focused on confidentiality risks
with comparatively limited attention to backdoor attacks [5].
Consequently, SFL still lacks a systematic evaluation of its
vulnerability to backdoor attacks and the effectiveness of
corresponding defenses. Although numerous defenses against
backdoor attacks have been proposed for FL settings, it
remains unclear whether these state-of-the-art mechanisms can
be effectively transferred to SFL, given its split architecture
and more interaction points among entities. Moreover, the
flexibility in SFL architectures, particularly in terms of model
partitioning and defense location deployment, introduces ad-
ditional complexity. As a result, the security implications of
different design choices in SFL, especially regarding backdoor
attacks, remain largely underexplored.

In this work, we investigate the effectiveness of state-of-the-
art federated learning defenses against backdoor attacks within
a parallel split-federated learning setting. In our preliminary
study [6], we examined the impact of defense placement on
backdoor mitigation in SFL, finding initial evidence that ef-
fectiveness may depend on defense location. Here, we conduct
the evaluation across threat models, datasets, and model archi-
tectures to assess whether this behavior persists. We define the
threat models under which an adversary operates and consider
three primary scenarios: (i) the server aims to protect the
server-side model from malicious client updates, (ii) clients



seek to protect their part of the model from other malicious
clients, and (iii) both parties collaborate to protect against ma-
licious clients by deploying defenses across both sides of the
system. In addition, we introduce a delayed-defense scenario
for the last setting, in which defenses are activated only after a
certain training round r. This setting models situations where
security mechanisms are introduced after deployment, e.g., an
existing collaborative training pipeline is retrospectively hard-
ened, or suspicious behavior is detected only after training has
progressed. It allows assessing whether an already embedded
backdoor can still be effectively mitigated. Employing three
representative backdoor attacks and five defenses, selected
based on the BackFed benchmark [7], we demonstrate that the
effectiveness of backdoor defenses in SFL depends heavily on
the trust assumptions and access constraints imposed by the
threat model. We consider BadNets as a foundational data-
poisoning attack, DBA as a distributed variant, and Neurotoxin
as a model-poisoning approach, together covering diverse
strategies. For defenses, we select representative methods
from different categories defined in BackFed, focusing on
high-performing defenses suitable for deployment in the SFL
setting. SFL introduces distinct entities with different levels
of access to model updates and intermediate representations,
enabling defense mechanisms to be applied at multiple points
in the system. Consequently, the effectiveness of a defense
depends not only on the method itself but also on which entity
deploys it. Our contributions in this paper are thus as follows:

« To the best of our knowledge, we are the first to provide a
structured comparison of backdoor defenses in a parallel
split-federated learning setting.

« We show that defense effectiveness strongly depends on
the deploying entity.

o We find that state-of-the-art FL backdoor defenses fail to
protect client-side models in SFL when applied solely at
the client aggregation point.

« We systematically evaluate FL. backdoor defenses un-
der diverse threat models, identifying the most effective
strategies in the SFL setting.

o Our findings reveal that most of the defenses considered
fail under the delayed-defense deployment.

o The code is publicly available on GitHub!.

The remainder of the paper is structured as follows: Sec-
tion II provides the necessary background, Section III presents
the methodology, Section IV discusses the defense evaluation,
and Section V summarizes the main findings.

II. BACKGROUND AND RELATED WORK
This section provides background on collaborative learning
paradigms and an overview of prior work on the backdoor
attacks and defenses considered.
A. Collaborative Learning Paradigms

In Federated Learning, multiple clients collaboratively train
a global model. In horizontal FL, all clients use the same
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Fig. 1: Overview of actors and communication in the parallel
SFL architecture (own work).

model architecture and train it in parallel on their local data
partitions, which share the same feature space. The locally
computed model updates are then sent to the server, which
aggregates them into a global model that is redistributed to
clients for subsequent training rounds. In contrast, vertical FL
considers settings where clients hold data with different feature
spaces, and model training and aggregation are performed
differently, often without requiring identical model structures
across participants.

Vanilla Split Learning consists of two nodes: a client and
a server, with the model split at a cut layer [8]. Unlike
FL, neither raw data nor model weights are shared; only
the intermediate representations, i.e., the outputs of the last
layer of the client’s model, also called smashed data, are
exchanged. A client trains the first, typically less compu-
tationally demanding, part of the model on local data and
sends the intermediate representations to the server, which
holds the second part of the model. The server completes the
forward pass, computes the loss, performs model adaptation
on the available layers via backpropagation, and finally passes
the resulting gradients to the client. In general, SL can be
implemented using various splitting strategies, e.g., U-shaped
architectures, in which clients hold both the first and last layers
of the model. In this work, we focus on the widely used single-
cut split setting, with a single cut layer between the client
and the server. This configuration serves as a foundation for
analyzing the effectiveness of backdoor defenses in split-based
learning systems.

Extending split learning to a multi-client setting enables
collaborative training across multiple data holders. However,
this requires coordinating updates from multiple clients and
ensuring a consistent shared model across training rounds.
Split-federated learning has emerged to facilitate such a
process. In the literature [3], [9]-[11], different deployment
settings have been proposed. Thapa et al. [10] introduced two
approaches for implementing split-federated learning. One of
them, the parallel SFL architecture, which the authors call
SFLV1, is the architecture we consider in this work. It consists
of clients, a Client Aggregation Server (CAS), and a Main
Server (MS), as depicted in Figure 1. As in SL, within each



global round, clients train the first part of the model on
local data and send smashed data to the Main Server. The
Main Server holds a separate server-side model instance for
each client during a training round. Each instance is updated
independently using the corresponding client’s smashed data,
and gradients at the split layer are returned to clients for local
updates. At the end of each round, as in FL, client-side models
are aggregated at the CAS, enabling mutual benefit across
clients. Likewise, the server-side models are aggregated into a
single global model that is used to initialize the Main Server in
the next round. This design mirrors federated learning on both
the client and server components. An alternative sequential
variant, called SFLV2, maintains a single server-side model
that is updated sequentially with smashed data from different
clients in random order. While computationally simpler on
the server side, individual client updates are applied one
after another, making each client’s influence dependent on the
update order and the intermediate server model state.

B. Backdoor attacks and defenses

In collaborative learning architectures, one or more mali-
cious clients can inject a backdoor into the model through,
e.g., data poisoning. The goal of the attack is for a model
during inference to perform normally on benign inputs while
producing attacker-specific outputs when a specific trigger
pattern is detected in the input [12], thereby affecting the
model’s integrity. Among the first to demonstrate this vulner-
ability was the BadNets attack [13], where poisoned samples
are used to associate a trigger (e.g., a yellow square) with
a target label, leading to high-confidence misclassification at
inference time. Since then, various backdoor attacks have been
designed in federated [1], [14], [15] and split learning [16],
[17]. Dao et al. [7] developed a benchmark to systematically
evaluate backdoor attacks and defenses in FL. For SFL, Zahir-
Ismail et al. [5] analyzed the effectiveness of data poisoning
attacks in a sequential SFL architecture, revealing that it is
highly susceptible to such attacks and that appropriate defense
mechanisms are required.

In FL, defenses against data poisoning typically modify
the aggregation rule or detect and suppress anomalous client
updates [1]. In SL, defenses instead analyze smashed data
for anomalies [18]. However, (i) how such defenses should
be designed and deployed in SFL, (ii) where in the SFL
architecture they are most effective, and (iii) whether state-
of-the-art FL defenses effectively transfer to SFL remain open
questions. Furthermore, the impact of different threat models
(cf. Section III-A) on defense effectiveness in SFL is largely
unexplored.

[II. METHODOLOGY

This section presents the threat models, describes the attacks
and defenses considered, defines the evaluation metrics, and
explains the evaluation setup.

A. Threat Model

We define the threat model following the methodology of
Biggio et al. [19], specifying the actors, their respective goals,
knowledge, capabilities, and assumptions.

1) Adversary: An adversary is an insider (cf. Figure 1) who
controls one (or more) clients and deviates from the protocol to
embed a backdoor while remaining undetected. Therefore, the
adversary has two objectives: (i) achieve a high attack success
rate (ASR), causing inputs containing a specific trigger pattern
to be classified into a target class; and (ii) preserve model
utility, i.e., maintain high accuracy on the main task.

Adversary’s knowledge: the adversary has full access to their
local training data and client-side model (including its archi-
tecture). They do not have access to the raw data of benign
clients or to the server’s aggregation procedure. Knowledge
of the server-side model architecture is not required, as the
attacks considered are agnostic to it.

Adversary’s capabilities: the adversary can, without re-
striction, manipulate their local training process, including
poisoning and/or relabeling data samples, and modifying the
optimization objective to increase the influence of poisoned
samples. Furthermore, when they have access to multiple
malicious clients, they can coordinate their actions to amplify
the attack’s effectiveness.

2) Defender: We consider multiple defender scenarios,
differing by (i) which system component is responsible for
protection and (ii) which entities are assumed to be trusted.
Specifically, we consider the following cases:

o The client-side aggregation server (CAS) and the server-
side aggregation server (Main Server) are operated by
different entities. Then, two scenarios arise: (i) the Main
Server seeks to protect the server-side model from po-
tentially malicious clients and therefore deploys defenses
to filter suspicious updates; (ii) the clients aim to protect
their portion of the model from other malicious clients
and request the deployment of defenses at the CAS.

o Both servers are controlled by the same entity or co-
operate to defend against malicious clients, in which
case defenses are deployed on both sides. This setting
is further extended to two scenarios: (i) defenses are
applied from the beginning of training; (ii) defenses are
activated after a certain round r, modeling a delayed-
defense scenario, for instance, when the learning process
is already ongoing when a defense mechanism becomes
available or is activated.

Defender’s knowledge: in all scenarios, the defending entity
(i.e., the server) does not know which clients are malicious, the
exact trigger pattern, or the specific attack strategy employed
by an adversary (cf. Section III-B). The defender suspects
that a certain number of clients may send malicious updates;
however, the majority of clients are assumed to be benign.
Restriction: the defender has no access to any client’s raw
local data.

Defender’s goals: the defender aims to (i) prevent the
embedding of a backdoor in the model under its control, and



(ii) preserve the main task performance.

Defender’s capabilities: the defender can employ custom
aggregation rules, apply filtering mechanisms to exclude
anomalous updates from aggregation for specific rounds, or
completely ban suspicious participants (cf. Section III-C).

B. Backdoor Attack Strategies

We consider the following attack strategies to evaluate their
ability to embed a backdoor in the SFL setting and assess the
extent to which defenses can mitigate them.

BadNets [13] is a foundational backdoor attack based on
static data poisoning, where an adversary injects a fixed trigger
into a subset of local training samples and assigns them a target
label. The model learns to associate the trigger with the target
class while preserving performance on clean data.

Distributed Backdoor Attack (DBA) [14] is proposed to
be more difficult to detect, by decomposing a global trigger
pattern into m smaller components distributed across malicious
clients. Each client embeds its component, keeping individual
updates closer to benign ones, while the backdoor is activated
when all components appear together at inference time.

Neurotoxin [15] enhances backdoor persistence in FL by
mitigating the catastrophic forgetting phenomenon [20], [21],
where benign training gradually erases the backdoor. Neuro-
toxin exploits the sparsity of stochastic gradients by identify-
ing high-magnitude coordinates from prior rounds, assuming
they are frequently updated by honest clients. The attack then
constrains poisoning updates to low-magnitude coordinates,
embedding the backdoor in rarely modified parameters.

Model Replacement [22] is an attack strategy that amplifies
malicious client’s influence during aggregation by scaling
poisoned updates to counteract averaging effects, effectively
replacing the global model in a single round. To evade
detection, the scaled update may be constrained to remain
statistically similar to benign updates.

C. Backdoor Defense Strategies

In this work, we consider aggregation- and anomaly-
detection-based defenses that have been shown to be effec-
tive against several attacks [7]. Because both global client-
side and server-side models are updated through aggregation,
federated learning—inspired defenses are a natural fit for both
components of the SFL architecture under study. We use
Federated Averaging (FedAvg), defined as a weighted mean
of client updates, as an undefended baseline for comparison.
The evaluated defenses are described below.

Multi-Krum (MKrum) [23] is a distance-based, robust ag-
gregation that computes Euclidean distances between client
updates to assess their similarity. Under the assumption that
benign updates are more similar to each other, it selects
those most consistent with the majority by minimizing their
distances to neighboring updates and aggregates this subset.

MMetric [24] is a robust FL defense that uses multiple
distance-based metrics (e.g., Euclidean, Manhattan, and co-
sine) combined via adaptive dynamic weighting. Each client
update is assessed based on its deviation from other updates

across these metrics, thereby mitigating diverse backdoor
attacks. The global model is then aggregated only from the
updates classified as benign.

Alignment Inspection (Alignins) [25] filters client updates
based on gradient direction consistency. For each parameter,
it verifies whether the sign of a client’s update deviates
from the majority sign across other clients and removes such
updates. This mechanism targets attacks that keep update
magnitudes within the benign range but introduce directional
inconsistencies in the update space.

FoolsGold [26] is designed to mitigate attacks executed by
multiple coordinated malicious clients by identifying unusu-
ally similar updates. It assumes the presence of at least one
honest client, and sufficient diversity among benign updates
(e.g., in non-1ID settings). FoolsGold calculates pairwise co-
sine similarities between client updates and adaptively down-
weights those that are consistently similar to others.

FedDLAD [27] is designed in four-stages. First, a
Connectivity-Based Outlier Factor (COF) examines the av-
erage distance of each update to its neighbors to detect
outliers. Second, an IQR module applies inter-quartile range
statistics to identify and adjust anomalous updates by reversing
their direction. The updates flagged by these stages form an
untrusted group. Since benign clients may also be incorrectly
flagged as anomalous, in the third step, FedDLAD incorporates
a so-called pardoning mechanism that re-evaluates these up-
dates. Finally, those updates that closely resemble the benign
reference (computed from a trusted group) get included back
into the aggregation process.

While FL defenses typically rely on robust aggregation or
anomaly detection, SL defenses primarily focus on anomaly
detection since traditional split learning lacks an aggregation
step [16], [18]. For example, Rieger et al. [18] detect anoma-
lous updates by comparing their magnitude and rotational
distance to those of recent model states. However, adapting
such a defense to the parallel SFL architecture considered in
this work would not be trivial, as updates from different clients
are aggregated rather than processed sequentially. Therefore,
we do not evaluate split learning—specific defenses and leave
their adaptation to sequential SFL settings for future work.

D. Metrics

For the evaluation of the selected attacks and defenses, we

use three metrics:

e The Attack Success Rate (ASR) measures how effective
a backdoor attack is; it is calculated as the ratio of the
number of trigger inputs classified as the designated target
label to the total number of triggers.

e The Main task Accuracy (Acc) measures how well
the model performs on benign data, computed as the
proportion of correctly classified samples. Given that
the datasets studied are class-balanced, accuracy is an
appropriate metric for assessing utility preservation.

o The Robustness Accuracy (RA) [25] measures the pro-
portion of poisoned inputs classified as their original
(ground-truth) class instead of the trigger class. RA is



related to, but not the inverse of, the ASR, as some
poisoned inputs may be misclassified into other classes.

In the literature (e.g., [5]), attack effectiveness is sometimes
assessed by the drop in main task accuracy, reflecting an
availability attack that degrades model utility [28]. However,
when embedding a backdoor with the goal of an integrity
attack, the objective is to induce specific misbehavior on
trigger inputs while preserving normal performance on benign
data. Accordingly, we evaluate attacks using the ASR, and a
reduction in main task accuracy is treated as a utility drop and
is undesirable, since it can reveal the presence of a backdoor.

E. Experiment Setup

Following the setup in [10], we train a ResNet18 model split
after the first of four residual blocks for 200 communication
rounds on MNIST [29] and CIFAR-10 [30]. Furthermore,
we train a GoogLeNet [31] (Inception v1) model on the
GTSRB [32] dataset, which contains 43 classes compared
to the 10 classes in MNIST and CIFAR-10. The model is
split after the Inception 3 block. The results from the MNIST
experiments serve as a baseline and are not reported in detail
in this paper; however, the trends follow those observed on the
other two datasets. We consider a vanilla SFL setting in which
the server receives labels to compute the loss. The system
consists of 20 clients, four (20%) of which are malicious, each
poisoning 50% of its local training data, following [5], [25].
Following prior backdoor studies, we use class seven as the
target label for MNIST and CIFAR-10, and class 12 (Priority
Road) for GTSRB as a semantically meaningful target. For
DBA, malicious clients collaboratively construct a distributed
trigger pattern; otherwise, all malicious clients use the same
trigger pattern.

For each dataset, we evaluate the three backdoor attacks
BadNets, DBA, and Neurotoxin, detailed in Section III-B,
both with and without Model Replacement. We then assess
defense performance under each attack. According to our
threat model, we first evaluate (i) defenses applied only at
the Client Aggregation Server (CAS), which aggregates client-
side models, and (ii) defenses applied only at the Main
Server (MS), which aggregates server-side models. Based on
these results, we further evaluate (iii) the joint deployment of
defenses on both CAS and MS. Finally, for the most effective
defense configurations from scenarios (i)—(iii), we study (iv)
a delayed deployment, activating defenses at rounds 50, 100,
and 200 to assess their ability to mitigate an already embedded
backdoor. When defenses are first applied at round 200, the
total training duration is extended to 500 communication
rounds. All experiments are run with three seeds; results reflect
their mean and standard deviation.

IV. EVALUATION

This section presents the evaluation results, beginning with
clean and attacked models without defenses. The effectiveness
of defenses deployed by different SFL entities is then evalu-
ated under the threat model in Section III-A, followed by an

TABLE I: Baseline attacks without defenses. All values are
reported in %. MR: Model Replacement, ASR: Attack Success
Rate, Acc: Accuracy.

Data MR BadNets DBA Neurotoxin
ASR Acc ASR Acc ASR Acc
CIEAR-10 | B© 93.5+43 59.9406 | 16.8+23 58.6+06 | 94.1438 60.1+08
yes | 93.5+43 599406 | 16.8+23 58.6+06 | 94.1438 60.1+0s
GTSRB no | 83.0+150 79.6+11 | 46.8+51 79.5+0s5 | 99.2+03 80.7+14
yes | 83.0+150 79.6+11 | 46.8+51 79.5+0s5 | 99.2+03 80.7+14

evaluation of delayed defense activation and a discussion of
the key findings.

A. Baselines

The ResNetl8 and GooglLeNet models are trained in the
SFL setting for 200 rounds without backdoor attacks. The
resulting accuracies of 61.73% (CIFAR-10) and 82.28% (GT-
SRB) serve as clean baselines for evaluating utility degradation
under defenses. While the CIFAR-10 accuracy is lower than
in FL (e.g., 77.8% [27]), it is consistent with prior SFL
literature [10]. Extending training to 500 rounds increases
clean accuracy above 70%, while relative defense performance
and ranking remain stable after approximately 150 rounds.
The lower clean accuracy at 200 rounds does not affect the
observed security behavior of the defenses, and we therefore
use 200 rounds for the main experiments.

Table I reports the results of the evaluated attacks, with
and without Model Replacement. On CIFAR-10, BadNets and
Neurotoxin achieve ASRs of 93.5% and 94.1%, respectively,
while DBA performs significantly worse at 16.8%. On GT-
SRB, BadNets and Neurotoxin reach ASRs of 83.0% and
99.2%, while DBA improves to 46.8%, likely due to the
consistent background of centered traffic-sign images that
facilitate learning the distributed trigger despite the larger
number of classes. On MNIST, DBA achieves 100% ASR,
which can be attributed to the dataset’s simplicity and consis-
tent feature representations. Model Replacement has negligible
effect on both ASR and clean accuracy.

B. Defense Evaluation

a) Defenses at the Client Aggregation Server: From Ta-
ble II, we see that applying defenses at the Client Aggregation
Server does not mitigate backdoor attacks, as the observed
metric values remain largely unchanged across all attack
scenarios on CIFAR-10, with the same trend on MNIST. On
GTSRB, only minor improvements are observed with MMetric
for BadNets, FedDLAD for DBA, and AlignIns and FoolsGold
for Neurotoxin, with the best case still leaving BadNets at
67.9% ASR. In all DBA settings, using defenses even increases
ASR. Model Replacement has little impact: on CIFAR-10,
ASR changes remain below 0.3%, on GTSRB, it often slightly
reduces ASR, suggesting that the amplified malicious updates
become more distinguishable to the defenses.

b) Defenses at the Main Server: Most defenses applied
at the Main Server are effective on CIFAR-10, as shown in
Table III. Except for MMetric, all methods reduce ASR to



TABLE II: Evaluation of the defenses applied only on Client
Aggregation Server. Best results for each attack are highlighted
in bold, while the worst results (based on ASR) are highlighted
in red. All values are reported in %. MR: Model Replacement,
ASR: Attack Success Rate, Acc: Accuracy.

TABLE IV: Evaluation of defenses applied on both servers.
Best results for each attack are highlighted in bold, while the
worst results (based on ASR) are highlighted in red. All values
are reported in %. MR: Model Replacement, ASR: Attack
Success Rate, Acc: Accuracy.

Defense MR BadNets DBA Neurotoxin Defense BadNets DBA Neurotoxin
Data CAS MS ASR Acc ASR Acc ASR Acc Data CAS MS ASR Acc ASR Acc ASR Acc
MKrum : no | 93.3+43 599406 | 16.6+20 58.8+06 | 94.1+38 60.0+0s MKrum 4.7+07 61.0+10 61.1+08 | 4.7+14 61.0+08
yes | 93443 599407 | 16.7+22 58706 | 94.1x38  60.1x06 AlignIns MKrum 45414 612108 . 61.0+08 | 4.7+14  61.2+10
- ‘ FoolsGold no | 932445 599407 | 168421 587406 | 93.9430 60.0407 = FedDLAD 4.5+ 61.0+08 | 4.9+15 61.3+0s | 4.6x09 61.1+0s
= yes | 932+45 599407 | 16922 58.5+06 | 94.0435  59.9+07 g't MKrum 48+11  61.0x03 | 47415 6l.1x0s | 4.8+12 61.1+0s
< o AlignIns Alignlns 47+10  61.2+04 | 47+14 6l.1+02 | 48+11 61.1+03
ol . no | 934+42 60.04+06 | 16.7+23 58.7+07 | 94.1+38 60.1+06 =
S ‘ MMetric - yes | 93.5042 60.0x0s | 167422  58.6x06 | 941435  60.1%07 o FedDLAD 4.8+12 61.1+03 | 47414 6l.1+03 | 4.7+10 61.1+03
Alianlns .| 10 | 93344 600k07 | 167410 588407 | 940139 60.1%07 MKrum 3010 6L1kos | 4714 609206 | 49211  611zes
gnlns yes | 932444 599406 | 166421 587405 | 941437  60.0%07 Alignlns ~ FedDLAD | 5.1+ 61104 | 48414 60.9:+06 61.0+05
FedDLAD 61.1+05 | 4.8+15 60.9+04 | 4.8+14 61.1+04
FedDLAD - no | 93.3x44 60.0+07 | 16.5+20 58.8+07 | 94.1+38 60.1x07
yes | 933143 599106 | 167423 58.6%06 | 94.0439 60.2+06 MKrum 02401 769432 | 0.2+02 764465 | 0.3x01  80.5+20
Alignlns ~ MKrum 0.4+01 769476 | 0.2+00 78.6+s58 | 0.3x01 79.2434
MKmum - no | 76.5+0s 783423 | 67.64201 T85xa1 | 943437 T3.0445 FedDLAD 03+01 704186 | 0403 782+s57 | 0302 79.6+s5
yes | 79.4+16 738464 | 69.6+167 77.9+26 | 93.2431 Tl.1+is m
% MKrum 0.4+02 759443 | 02402 742473 737478
" ‘ FoolsGold - no | 923451 745477 779429 | 87.1489  79.5417 5 Alignlns  AlignIns 03402 78.6+18 | 0.3+02 78.8+39 77.9423
S yes | 923451 745477 743405 | 800541 792415 FedDLAD 02400 74857 762460 | 0301 75962
& . no | 67.9+i32 788+1s | 65.7+25 76.9+76 | 8424121 82.3+11
e} ‘ MMetric - MKrum 0.3+00 78.5+4s . 81.5+10 | 03+01 81.6+12
yes | 679+132 78815 | 543412 763470 | 91lss 81503 Alignlns ~ FedDLAD | 0.1+o01  78.6+40 | 04202 789458 | 0.2+00 79.44s5s
AlienIns _ no | 92.6x1s8  77.5+41 | 56.8+198 77.5+s53 | 81.0+260 78.4+3s FedDLAD 775435 | 02401 793438 | 0.2+01  79.4+45
gnins yes | 92.6+18 77.5+41 | 5244245 77.0+50 | 86.7+s80 78.6+37
no 777438 | 519488  75.2454 79.0+25
‘FedDLAD T yes 777438 | 51353 783124 80.620
Results on GoogleNet with GTSRB follow a similar trend,
TABLE III: Evaluation of defenses applied only on Main  with MKrum, Alignlns, and FedDLAD consistently reducing

Server. Best results for each attack are highlighted in bold,
while the worst results (based on ASR) are highlighted in red.
All values are reported in %. MR: Model Replacement, ASR:
Attack Success Rate, Acc: Accuracy.

Defense MR BadNets DBA Neurotoxin
Data | CAS MS ASR Acc ASR Acc ASR Acc
} MKrum no 4.7+00  61.0+10 | 45+14 612107 | 4.8+10  60.9+0s
yes 49+11 612407 | 4.6+14  61.2+07 | 4.7+10  61.0+o0s
. R . no 5.6+11 587+0s | 6.9+24  58.5x06 | S54+i0  58.6x09
o ‘ FoolsGold ‘ yes | 56111  588%0s | 69424 585:t0| SAtio  58.6%09
£ | MMetic | ™ 597116 58.8+02 59814
O yes 60.1+15 58.9+02 59.8+14
Alienl no 4.8+11 612105 | 49+13  61.0x0s | 4.8+11  61.1+o04
) 18NS ves | 48111 61204 | 48+t12  6l.0tos | 48+t11  6l.ltos
no 50+ 61.1+04 | 47+10  61.0%os | 5.0+09  61.1+04
‘ ) FedDLAD yes 5011 61.1x0s | 48+10  61.0+06 | 5.0+09  61.1z04
no 02+01  814+i5| 03+01  80.6+19 | 03+01  80.1+22
- MKrum
yes 0.2+01  814+is5| 03+01  80.6+19 | 0.3+01  80.1+22
754442 773444 78.5+33
- FoolsGold | "
@ ‘ oolsGold ‘ yes 75442 77.3+44 78.5+33
17
S R MMetric no 76.2+86 77.8+40 78.5+09
yes 76.2+36 77.8+40 78.5+09
. no 0.3+02  77.0440 | 04402 789434 | 0.2+03 773457
- AlignIns
yes 03+02  77.0+40 | 0402 789434 | 02+03 773457
no 03+02  79.7+19 | 0302  785+46 | 0.2+02  79.8+30
‘ ) FedDLAD yes | 03x02 79719 | 03x02 78546 | 0.2+02  79.8+30

4.5-6.9%, indicating that the effectiveness of defenses in SFL
strongly depends on the entity protecting against malicious
updates. Alignlns and MKrum perform best, achieving the
lowest ASR (4.7% for BadNets and Neurotoxin and 4.5% for
DBA) while maintaining utility. In contrast, MMetric provides
only marginal reductions (a minimum ASR of 83.8%) and no
improvement for DBA, likely due to conflicting signals from
combining multiple distance metrics when separating benign
and malicious updates. Main task accuracy remains close to
the clean baseline, fluctuating between 58.5% and 61.2%.

ASR below 1%. Alignlns and FedDLAD achieve the lowest
ASR of 0.2% for Neurotoxin, while MKrum performs best
across other settings. In contrast, FoolsGold is least effective,
reducing ASR only to 83.3% (BadNets), 63.8% (DBA), and
94.0% (Neurotoxin). Although MMetric performs better, its
ASR remains substantially higher than that of the other de-
fenses, with its lowest value being 33.4% for DBA. Moreover,
both FoolsGold and MMetric exhibit high standard deviations
of up to 17.0%, indicating unstable performance.

Model Replacement has a negligible impact in all settings.
The largest ASR increase is 1.4% (ResNet18/CIFAR-10, Neu-
rotoxin with MMetric). This is likely because Model Replace-
ment amplifies malicious client-side updates, while backdoor
persistence is primarily driven by the server-side model, as
shown in Table III. Likewise, the reduction in main task
accuracy does not exceed 1%, indicating no substantial change
in the model’s overall behavior. On GoogLeNet with GTSRB,
Model Replacement has no measurable effect. Consequently,
we do not report the results of the Model Replacement attack
technique, FoolsGold, and MMetric defenses in the subsequent
experiments due to their consistently limited impact.

c) Defenses applied on both servers: Defenses at the
CAS alone provide little additional protection, although they
introduce minor changes in ASR and accuracy when combined
with defenses at the Main Server. Performance is primarily
determined by the defense deployed at the MS. On CIFAR-
10, the best results (Table IV) are achieved with MKrum
and Alignlns at the MS. On GTSRB, FedDLAD exhibits
inconsistent performance, allowing the attack to reach up to
55.1% ASR. This instability can be attributed to the COF-
based outlier detection of FedDLAD. When a cluster contains
a sufficient number of malicious clients, the nearest neighbors
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Fig. 2: Evaluation of applied defenses on both servers from
the 50th round. The values are taken from the 200th round.
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Fig. 3: Evaluation of applied defenses on both servers from
the 100th round. The values are taken from the 200th round.

of a malicious update are predominantly other malicious
updates, which causes the outlier detection to fail.

C. Defenses Timing

In the following, we examine the effect of applying defenses
not from the start of training. As shown in Figure 2, when
defenses are activated at round 50, they successfully mitigate
attacks on CIFAR-10 and GTSRB. In contrast, on MNIST,
they mostly fail for BadNets and Neurotoxin. After 20 rounds,
these attacks reach an ASR of approximately 95%, at which
point none of the evaluated defenses can mitigate them.
DBA exhibits different behavior: after 50 rounds, it reaches
a lower ASR of approximately 93%, allowing defenses such
as MKrum, Alignlns, and FedDLAD to partially mitigate the
attack, reducing its ASR to near 42% by round 200.

Next, we embed the backdoor for 100 rounds before ac-
tivating the defenses; the results are shown in Figure 3.
The DBA attack embeds a backdoor in ResNetl8 trained
on MNIST after 80 rounds with 100% ASR. After that, no
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(a) Defenses are activated after 200th rounds.
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(b) Defenses are activated after 50th, 100th, and 200th rounds.
Alignlns is applied on both servers.

Fig. 4: Evaluation of applied defenses for CIFAR-10.

Round Round

applied defense reduces the ASR. On CIFAR-10, MKrum
and Alignlns remain effective, while FedDLAD again shows
inconsistent performance against BadNets, just as with the
results when the defenses were activated from the first round.
On GTSRB, FedDLAD also fails for BadNets and Neurotoxin,
reaching more than 80% ASR in both cases.

Given the above observations, we discuss the CIFAR-10
results in detail, as similar trends are observed on MNIST and
GTSRB. Figure 4a compares MKrum, Alignlns, and FedD-
LAD activated in the 200th round. Among them, only Alignlns
substantially reduces ASR, from 96% to 11%. Figure 4b
further shows a detailed evaluation of Alignlns applied at both
servers at the 50th, 100th, and 200th rounds. Earlier activation
of the defense consistently results in lower ASR, indicating
that the defense is most effective before the backdoor fully
converges. However, this behavior depends on the dataset and
model. For example, on GTSRB, Alignlns reduces the ASR
from 99.71% to 0.20% even when activated after the attack
has converged, suggesting that defense effectiveness is also
influenced by the underlying architecture and task complexity.

D. Discussion

Our evaluation reveals key differences between federated
and split-federated learning in the context of backdoor de-
fenses. In particular, defense effectiveness depends heavily
on the entity responsible for deploying it. This highlights a
structural security asymmetry in SFL: defenses applied only
at the Client Aggregation Server are insufficient, because
backdoor-related information is propagated through interme-
diate representations and becomes encoded in the server-side
model. This is in line with prior FL literature [2], which
shows that once such associations are established, they become
significantly harder to remove. This is further supported by
the negligible impact of Model Replacement, which amplifies
malicious updates on the client side. Consequently, the Main



Server becomes the critical point for defense deployment;
further, FL defenses do not directly transfer to SFL, since the
assumption of a single aggregation point no longer holds.
When defenses are applied at the Main Server from the
start of training, they effectively prevent backdoor learning.
However, once the backdoor has converged (e.g., approaching
100% ASR) and malicious clients remain active, their ef-
fectiveness generally decreases, as malicious updates become
increasingly difficult to distinguish from benign ones. This is
particularly evident for distance- and direction-based defenses,
whose underlying assumptions weaken as training converges.
Nevertheless, this behavior also depends on the model archi-
tecture and dataset. While early activation is beneficial on
CIFAR-10, AlignIns remains highly effective on GTSRB even
after convergence, whereas on the simpler MNIST task, it
struggles to separate poisoned from benign updates.

V. CONCLUSIONS AND FUTURE WORK

In this work, we defined multiple realistic threat models in a
split-federated learning setting and evaluated the suitability of
state-of-the-art federated learning backdoor defenses for each.
Our results show that defense effectiveness in SFL is highly
sensitive to both the assumed threat model and the entity
responsible for deploying the defense. Across all evaluated
methods, MMetric and FoolsGold consistently failed to protect
the models against backdoor attacks, with MMetric failing
in all and FoolsGold in most scenarios of the considered
threat model. In contrast, Alignlns proved the most effective,
particularly when deployed on the Main Server.

Furthermore, post-injection detection and mitigation, rele-
vant in settings such as pre-trained models or intermittently
participating clients, remain challenging, with most FL de-
fenses failing once the backdoor is fully embedded (near 100%
ASR), especially on simpler tasks such as MNIST.

As future work, we plan to investigate alternative SFL
architectures, including single server-side model designs and
integration with SL-specific defenses.
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