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Abstract—Internet of Things (IoT) infrastructures remain vul-
nerable to distributed denial-of-service (DDoS) attacks. The con-
ditions of real deployments, namely cross-domain heterogeneity,
fast-evolving traffic, and privacy constraints, undermine the cen-
tralized and supervised detectors that dominate the literature. We
present FADIoT, a federated anomaly detection framework that
combines three components suited to these conditions: NetFlow-
v3 temporal features, GANomaly-based one-class learning, and
Fast Gradient Sign Method (FGSM)-based perturbation-aware
training. Each client models benign traffic locally and shares
only model parameters through Federated Averaging (FedAvg),
so raw flows never leave their domain of origin. Perturbations are
injected during local training as a client-side optimization mech-
anism rather than a test-time robustness guarantee. Across three
heterogeneous IoT benchmark datasets (NF-CSE-CIC-IDS2018-
v3, NF-BoT-IoT-v3, NF-ToN-IoT-v3), temporal descriptors raise
F1-score by up to 0.28 on the benign-rich datasets. A single fed-
erated model then retains usable F1 across all three participating
domains, with AUROC between 0.894 and 0.955, whereas single-
domain models lose as much as 0.91 F1 once applied outside their
training domain. Privacy-preserving IoT DDoS detection with
label-free detector training is therefore attainable by combining
temporal enrichment, federated aggregation, and perturbation-
aware training, without centralized data collection.

Index Terms—Federated learning, Perturbation-aware train-
ing, IoT security, DDoS

I. INTRODUCTION

The Internet of Things (IoT) has become a critical compo-
nent of modern infrastructures, enabling large-scale connec-
tivity across domains such as healthcare, transportation, man-
ufacturing, and smart homes. However, the increasing number
of connected devices has also expanded the attack surface
for distributed denial-of-service (DDoS) attacks, which remain
one of the most prevalent threats against IoT environments [1].

Deep learning has advanced anomaly-based detection,
which flags previously unseen attacks without predefined
signatures [2]. Three obstacles remain before such methods
are dependable in IoT deployments. First, most existing ap-
proaches assume centralized access to network traffic, raising
privacy and deployment concerns. Second, federated IoT in-
trusion detection systems often rely on labeled attack samples
or focus solely on collaborative training, leaving the impact
of perturbation-aware optimization largely unexplored. Third,

temporal flow characteristics, despite their potential for cap-
turing bursty DDoS behaviors, have not been systematically
evaluated in federated one-class anomaly detection.

These challenges are coupled in practice. In realistic IoT
deployments, attack labels are scarce or absent, traffic dis-
tributions differ sharply across operator domains, and raw
flow records cannot be pooled for regulatory and bandwidth
reasons. A practical detector must therefore meet three require-
ments simultaneously: learn from benign traffic alone, gener-
alize across heterogeneous domains, and train without data
exchange. One-class anomaly detection addresses the label
scarcity, federated aggregation addresses the data-locality and
cross-domain constraints, and temporal NetFlow descriptors
supply the time-varying signal that distinguishes bursty DDoS
flooding from benign fluctuation. We study these mechanisms
on NF-CSE-CIC-IDS2018-v3, NF-BoT-IoT-v3, and NF-ToN-
IoT-v3 [17]. These are the current standardized NetFlow
benchmarks that expose the ten temporal descriptors absent
from earlier v1 and v2 captures. They also span markedly
different benign-to-attack ratios, which provides a controlled
testbed for cross-domain federated evaluation.

To address these limitations, we propose FADIoT, a privacy-
preserving federated anomaly detection framework that com-
bines temporal NetFlow-v3 features, GANomaly-based one-
class learning, and Fast Gradient Sign Method (FGSM)-
based perturbation-aware training. FADIoT enables collabo-
rative learning across multiple IoT domains without sharing
raw traffic while improving optimization stability and cross-
domain generalization.

This work investigates the following research questions:

• RQ1: Do NetFlow-v3 temporal features improve detec-
tion performance in federated anomaly detection?

• RQ2: Does FGSM-based perturbation-aware training
keep local optimization stable during training?

• RQ3: How does federated multi-domain training compare
with single-domain training for cross-domain IoT DDoS
detection?

The main contributions of this paper are summarized as
follows:



• We show that temporal NetFlow-v3 descriptors improve
one-class IoT DDoS detection across three heterogeneous
datasets. The F1 gains reach 0.28 on the benign-rich CI-
CIDS2018 benchmark and 0.24 on ToN-IoT, with a small
F1 change on the already-saturated, attack-dominated
BoT-IoT.

• We show that federated multi-domain training produces
one model that covers all three participating domains with
usable F1, where single-domain models lose as much as
0.91 F1 off-domain, while keeping all raw traffic local.

• We introduce FGSM-based perturbation-aware training
into federated GANomaly learning and characterize its
effect on local optimization behavior, deliberately framed
as a training-time property rather than a robustness guar-
antee.

• We integrate these components into FADIoT, a privacy-
preserving framework that trains without attack labels
and requires no centralized traffic collection, and report
each component as a controlled study with the other
components held fixed. A full factorial ablation of all
three components is identified as the principal item for
future work.

The remainder of this paper is organized as follows. Sec-
tion II reviews centralized, adversarially robust, and federated
intrusion detection and positions FADIoT against the three
identified gaps. Section III states the threat model and details
the four-stage pipeline: temporal NetFlow-v3 features, one-
class GANomaly training, FGSM perturbation-aware local
updates, and Federated Averaging (FedAvg) aggregation. Sec-
tion IV reports the three component studies (RQ1–RQ3) and
the cross-domain analysis. Section V delimits the scope and
validity of the evaluation, and Section VI concludes.

II. RELATED WORK

Work on IoT DDoS detection has advanced along three
largely separate tracks: centralized intrusion detection, ad-
versarially robust learning, and federated intrusion detection.
Each addresses one facet of the deployment problem, but their
assumptions rarely hold simultaneously. We review them in
turn and locate FADIoT at their intersection.

A. IoT Intrusion Detection Systems

Machine learning and deep learning have improved IoT
intrusion detection by automating feature extraction and
anomaly detection [3], [4]. Recent approaches based on
convolutional neural networks (CNNs), recurrent networks,
transformers, and generative adversarial networks (GANs)
have demonstrated strong performance on benchmark datasets
[5]–[7]. However, most existing intrusion detection system
(IDS) frameworks assume centralized access to network traffic,
creating privacy, scalability, and deployment challenges in
distributed IoT environments.

B. Adversarially Robust Learning

Deep learning-based IDS models are vulnerable to adver-
sarial perturbations generated by methods such as FGSM [9],

projected gradient descent (PGD), and Carlini and Wagner
(C&W) attacks [8]. Adversarial training, which exposes mod-
els to such perturbations during optimization, has been widely
adopted to improve robustness and optimization stability [10].
Nevertheless, most existing approaches assume centralized
training and have seen limited adoption in federated anomaly
detection settings, particularly for generative models deployed
in resource-constrained IoT environments [11], [12].

C. Federated Intrusion Detection

Federated learning (FL) enables collaborative model train-
ing without sharing raw traffic data and has emerged as a
promising paradigm for privacy-preserving IDS [13]. Existing
frameworks such as FL-DAD and Anomaly-Flow demonstrate
improved cross-domain generalization and reduced data expo-
sure [14], [15]. Anomaly-Flow in particular performs feder-
ated generative DDoS detection across domains, but it does
not incorporate perturbation-aware training or the temporal
NetFlow-v3 descriptors, and no prior federated GAN approach
combines these elements within a single one-class framework.

In summary, three gaps remain in the literature: (1) most
IDS frameworks rely on centralized data collection; (2)
perturbation-aware training is rarely explored in federated
generative anomaly detection; and (3) temporal NetFlow de-
scriptors remain underutilized in one-class IoT DDoS detec-
tion. FADIoT integrates temporal NetFlow-v3 features, fed-
erated GANomaly learning, and FGSM-based perturbation-
aware training within a single privacy-preserving framework,
and evaluates each as a controlled component study.

III. METHODOLOGY

FADIoT is a federated anomaly detection framework with
perturbation-aware local training. Built around GANomaly
[16], it enables collaborative training across IoT domains with-
out exposing raw traffic. The pipeline consists of four steps:
(1) temporal feature extraction from NetFlow-v3 [17]; (2) local
one-class training on benign samples with FGSM perturbation
injection; (3) weight upload and FedAvg aggregation; (4)
cross-domain evaluation.

A. Threat Model

The aggregation server is honest-but-curious: it follows
FedAvg but may inspect the updates it receives, which leaves
them open to gradient inversion [22]. The privacy guarantee is
architectural: the server never observes raw traffic. Malicious
servers, model-poisoning clients, and Sybil attacks lie outside
this scope. The FGSM perturbations applied during training
(ϵ ∈ {0.1, 0.2, 0.3}) are an optimization mechanism acting on
benign inputs at training time. The framework makes no claim
of robustness against adaptive or stronger test-time adversaries,
and Section V delineates this boundary.

B. Datasets and Setup

We use NF-CSE-CIC-IDS2018-v3, NF-ToN-IoT-v3, and
NF-BoT-IoT-v3 [17], each extending its v2 version with ten
temporal descriptors (flow duration, inter-arrival time, burst
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Fig. 1. Distribution of benign and attack samples across datasets, highlighting
class imbalance.

metrics). Datasets were preprocessed by removing IP identi-
fiers, one-hot encoding protocols, and z-score normalization.
Training (80%), validation (2%), and testing (18%) splits were
used, with benign-only training. Fig. 1 shows the benign-to-
attack distribution across the three datasets, highlighting the
severe and heterogeneous class imbalance.

Federated training involves three silos (CICIDS2018, ToN-
IoT, BoT-IoT), each training GANomaly for 50 local epochs
per round, with FedAvg aggregation over 10 rounds. FGSM
perturbation-aware training uses ϵ ∈ {0.1, 0.2, 0.3} and a
1:1 clean-to-perturbed batch ratio. Baselines include single-
domain GANomaly (non-FL) and supervised classifiers: Ran-
dom Forest (RF), Logistic Regression (LR), XGBoost, and a
multilayer perceptron (MLP).

C. Metrics

We report the area under the receiver operating characteris-
tic curve (AUROC) and F1-score. Under the extreme class
imbalance of these datasets, F1 is the primary operating-
point metric and AUROC summarizes ranking quality across
thresholds. Training uses benign flows only; the detection
threshold is selected with the Youden index on a small held-out
validation split that contains both benign and attack samples.

D. Local One-Class Training with GANomaly

Fig. 2 illustrates the GANomaly architecture. FADIoT
adopts benign-only training: labeled attacks are often un-
available in real deployments, and one-class learning avoids
overfitting to domain-specific attack signatures, supporting
cross-domain generalization.

Let G = E◦Dec denote the generator (encoder E + decoder
Dec), and D the discriminator. Given input x, the encoder
produces latent code z = E(x); the generator reconstructs
x̂ = G(x), and a second encoder re-embeds the reconstruction
as ẑ = E(x̂). The training minimizes:

L = λadvLadv + λrec∥x− x̂∥1 + λenc∥z − ẑ∥22.

At inference, the anomaly score is the latent discrepancy:

Fig. 2. GANomaly architecture and detection principle.

s(x) = ∥z − ẑ∥2.

A threshold τ (selected via the Youden index on a small
held-out validation split with both benign and attack samples)
flags x as anomalous if s(x) > τ .

E. Perturbation-Aware Training at the Input Layer

To improve optimization stability, we inject FGSM pertur-
bations during local training. For benign input x and loss L:

x′ = x+ ϵ sign(∇xL), ϵ ∈ {0.1, 0.2, 0.3}.

Clean and perturbed samples are mixed at a 1:1 ratio per
mini-batch to stabilize the learned decision boundary. FGSM is
chosen over PGD because it requires a single gradient step per
batch rather than several; training time, memory, and energy
overhead are not measured here.

F. Federated Optimization

Fig. 3 illustrates the FADIoT pipeline. Clients train locally
for E epochs and upload weights for FedAvg aggregation [18]:

w(t+1) =

K∑
k=1

nk∑
j nj

w
(t)
k ,

where w
(t)
k is client k’s model at round t, and nk is its

benign sample count. Only model parameters are exchanged;
raw flows never leave any client. All three silos participate in
every round.

G. Evaluation Protocol

We evaluate two settings: (S1) single-domain training and
testing within the same dataset, and (S2) cross-dataset gener-
alization, training on one dataset and testing on the disjoint
datasets. Federated training uses three silos, one per dataset,
aggregated with FedAvg over 10 rounds with all silos par-
ticipating each round. We compare FL-GANomaly against
single-domain GANomaly (non-FL, per-domain models) and
supervised classifiers (RF, LR, XGBoost, MLP) trained on la-
beled source-domain data, where labels are available. Primary



Fig. 3. Federated optimization workflow: clients train locally and upload
weights; the server aggregates via FedAvg and broadcasts the global model.

TABLE I
PERFORMANCE COMPARISON OF V2 VS. V3 UNDER FL-GANOMALY.

Version CICIDS2018 ToN-IoT BoT-IoT

AUROC F1 AUROC F1 AUROC F1

v2 0.926 0.493 0.784 0.482 0.994 0.968
v3 0.955 0.776 0.894 0.718 0.927 0.998

metrics are F1 and AUROC. AUROC trajectories over local
training are reported for FGSM ϵ ∈ {0.1, 0.2, 0.3} under clean
and matched-ϵ perturbed evaluation.

IV. RESULTS

We evaluate each component of FADIoT with the others
held fixed: temporal features (RQ1), perturbation-aware train-
ing (RQ2), and federated training (RQ3).

A. Temporal Feature Impact (RQ1)

Table I compares FL-GANomaly on v2 vs. v3 datasets. The
v3 temporal descriptors yield clear gains: on CICIDS2018, F1
rises from 0.493 to 0.776 and AUROC from 0.926 to 0.955; on
ToN-IoT, F1 improves by 0.24 and AUROC by 0.11. These
results indicate that temporal features capture DDoS traffic
dynamics that the static v2 representation misses.

The v3 descriptors add flow duration, inter-arrival, and burst
statistics that the v2 representation does not carry. The gains
coincide with their introduction: a 57% relative F1 gain on
CICIDS2018, and AUROC 0.894 with F1 0.718 on ToN-IoT.
Because v2 and v3 feature sets are exchanged as a block, this
design does not attribute the gains to individual descriptors.

BoT-IoT AUROC Regression. Despite general improvement,
BoT-IoT shows an AUROC drop (0.994→0.927) while F1
rises (0.968→0.998). Benign flows are 0.3% of BoT-IoT, so
the ROC estimate rests on a small benign sample. AUROC
is threshold-independent, so the decline is not accounted for
by the operating point, and the fixed-seed protocol used here
cannot establish whether it is systematic. We report it as an
open observation.

Fig. 4. AUROC over local training epochs for FGSM-hardened models at
ϵ = 0.1, 0.2, 0.3, evaluated on clean inputs and on FGSM-perturbed inputs
at the matched ϵ.

Takeaway – RQ1 Temporal enrichment gives the largest
single-component effect measured here: the ten NetFlow-v3
descriptors raise F1 by 0.24–0.28 over v2 on the benign-
rich datasets, consistent with burst and inter-arrival structure
carrying separability that static flow averages do not.

B. Perturbation-Aware Training Dynamics (RQ2)

Fig. 4 tracks AUROC over local training for FGSM-
hardened models at ϵ = 0.1, 0.2, 0.3, evaluated both on clean
inputs and on FGSM-perturbed inputs at the matched ϵ. The
two evaluations differ sharply over the first epochs, converge
by roughly epoch 10, and then stay flat and near-saturated for
the remainder of the plotted range at every ϵ.

The perturbed evaluation uses the same single-step attack
and magnitude seen during training. Fig. 4 therefore character-
izes local optimization behavior under the training perturbation
budget and does not evaluate adaptive or stronger adversaries.
Takeaway – RQ2 Under FGSM-hardened training, clean and
matched-ϵ perturbed evaluation converge by roughly epoch
10 and remain stable thereafter at every ϵ examined, so the
perturbation budget does not destabilize local optimization.

C. Cross-Domain Generalization (RQ3)

This comparison holds the GANomaly backbone fixed and
varies whether training is federated across the three silos or
confined to a single domain. Federated training also sees three
domains rather than one, so aggregation and broader domain
coverage are not separated here. Table II reports the result. The
federated model retains usable F1 across all three participating
domains: 0.776 on CICIDS2018, 0.998 on BoT-IoT, and 0.718
on ToN-IoT. Single-domain models degrade off-domain by as
much as 0.91 F1: the BoT-IoT model falls from 0.995 in-
domain to 0.081 on CICIDS2018, and the CICIDS2018 model
from 0.721 to 0.498 on ToN-IoT.

Discussion. By aggregating non-independent and identically
distributed (non-IID) statistics from all three silos, federated
training yields one model covering all three NetFlow-v3
domains without moving raw data. For space, Table II reports



TABLE II
CROSS-DOMAIN EVALUATION: FEDERATED LEARNING (FL) VS.

SINGLE-DOMAIN GANOMALY.

Model Evaluation dataset AUROC F1-score

GANomaly (CICIDS2018) CICIDS2018 0.955 0.721
ToN-IoT 0.684 0.498

GANomaly (BoT-IoT) BoT-IoT 0.931 0.995
CICIDS2018 0.452 0.081

GANomaly (ToN-IoT) ToN-IoT 0.894 0.703
CICIDS2018 0.782 0.239

FL-GANomaly (v3) CICIDS2018 0.955 0.776
BoT-IoT 0.927 0.998
ToN-IoT 0.894 0.718

one off-domain target per single-domain source rather than the
full source–target matrix.
Takeaway – RQ3 FL-GANomaly retains usable F1 (0.776,
0.998, 0.718) across all three participating domains while
single-domain models fall off-domain (0.995 to 0.081), with
no raw flow leaving its silo. The federated backbone is
identical to the single-domain one, but federated training also
covers three domains, so this comparison does not separate
aggregation from domain coverage.

D. Cross-Domain DDoS Detection Performance Analysis

This comparison weighs attack-specific supervised learn-
ing against label-free anomaly detection under domain shift.
Supervised models trained on labeled source-domain attacks
overfit to domain-specific signatures and degrade on unseen
domains. The one-class GANomaly model learns only benign
traffic and avoids that signature overfitting, though its absolute
cross-domain scores are lower.

Under the held-out cross-dataset setting (train on one
dataset, test on the disjoint datasets and average), FL-
GANomaly (v3) attains F1 0.182 against 0.060–0.176 for the
supervised models (RF, LR, XGBoost, MLP). In this matched
setting the federated model, trained without attack labels, is
comparable to the supervised baselines, though all methods
score low in absolute terms under maximum domain shift. For
reference, FL-GANomaly’s average in-distribution per-client
F1 is 0.831 (the mean of 0.776, 0.998, and 0.718 in Table II),
a different operating regime reported in text rather than plotted,
so Fig. 5 shows the matched cross-dataset comparison alone.
Federated GANomaly trained without attack labels therefore
remains a meaningful baseline in this regime.

E. Summary

Across the three component studies, temporal NetFlow-
v3 enrichment raises detection accuracy on the benign-rich
benchmarks, FGSM perturbation-aware training leaves local
optimization stable across the perturbation magnitudes exam-
ined, and federated multi-domain training produces one model
that covers all participating domains while keeping raw traffic
local, within the scope set out in Section V.

Fig. 5. Average F1-score under the held-out cross-dataset setting, training on
one dataset and averaging over the disjoint held-out datasets. FL-GANomaly
(v3) attains 0.182 against supervised baselines (RF, LR, XGBoost, MLP)
at 0.060–0.176, so the federated model, trained without attack labels, is
comparable to the supervised classifiers, though all methods score low in
absolute terms. The in-distribution per-client mean (0.831) indexes a different
regime and is reported in the text, not plotted here.

V. SCOPE AND VALIDITY

Several boundaries of this evaluation are deliberate, chosen
to keep each component’s effect interpretable. We state them
here so the claims are read at their intended scope, and this
section collects every caveat in one place.

A. Internal Validity

RQ1 and RQ3 are controlled single-component compar-
isons, each holding FGSM out so that temporal features and
federated aggregation are not confounded with one another
or with perturbation-aware training. The combined three-way
ablation is left to future work. RQ2 reports FGSM-hardened
runs only; no clean-trained control was run, so no comparison
of convergence speed against clean training is made. Results
come from fixed-seed runs, so we report consistent rankings
and effect magnitudes across the configurations examined
and not significance intervals. A multi-seed variance and
significance analysis is the natural complement to the full
ablation.

B. Construct Validity and Claim Scope

The FGSM evidence covers local optimization behavior
and evaluation under the same single-step attack and mag-
nitude used during training; it supports no conclusion about
adaptive or stronger adversaries, which a held-out adversarial
evaluation would settle. FADIoT trains the detector without
attack labels, but the operating threshold is calibrated on a
small held-out validation split that includes attack samples, so
the label-free property applies to detector training rather than
to threshold selection; fully unsupervised thresholding, for
example a benign-score quantile or extreme-value calibration,
is a direct next step. The privacy guarantee is architectural: the
server observes only aggregated updates, which matches the
standard federated threat model. Without differential privacy
or secure aggregation [21], FedAvg updates remain exposed
to gradient inversion under a curious server [22], so stronger
privacy mechanisms are a direct next step.



C. External Validity
Communication cost, latency, and memory footprint sit

outside the present evaluation, and the federated setting spans
three silos and not a large client population. These dimensions
govern behavior at deployment scale and are taken up as future
work in the conclusion.

VI. CONCLUSION

FADIoT shows that reliable IoT DDoS detection is achiev-
able without centralized data collection or attack labels for de-
tector training. The framework combines NetFlow-v3 temporal
feature enrichment, GANomaly-based one-class learning, and
FGSM-based perturbation-aware training within a federated
architecture. Temporal enrichment is the dominant source of
detection gain, and federated multi-domain training produces
a single model that retains usable F1 across all participating
domains, where single-domain models degrade once applied
off-domain. All raw traffic stays within client boundaries, in
line with data-minimization principles for real IoT deploy-
ments. Four directions follow from this work: a full factorial
ablation paired with multi-seed variance analysis; stronger
privacy through differential privacy or secure aggregation;
a held-out adversarial evaluation of FGSM-trained models
against adaptive attackers; and a scale-out study under many-
client, strongly non-IID partitions with robust aggregators such
as FedProx [19] or SCAFFOLD [20].
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