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Abstract—Acoustic side-channel attacks have demonstrated
high-fidelity instruction disassembly using nearby microphones,
but remain limited to short ranges. This work bridges classical
air-gap research with 6G Integrated Sensing and Communication
(ISAC), showing that the same mechanical vibrations may be
detectable remotely by a terahertz base station. Sound pressure
measurements from a physical Arduino Uno are converted to
PCB displacement using the board’s effective stiffness, tracing the
full chain from instruction power to radar phase shift. Finite-
element analysis identifies resonance modes at 450 Hz and 19
kHz that amplify displacements by two orders of magnitude
(Q ≈ 100). NYUSIM channel simulations at 140 GHz with
800 MHz bandwidth over 44.7 m indicate that the resulting
phase shifts are above the noise floor, making remote instruction
detection plausible. These findings reframe 6G sensing as a dual-
use technology and provide the first simulation-based validation
of remote instruction detection, highlighting a privacy concern
for next-generation wireless networks.

Index Terms—6G, Integrated Sensing and Communication
(ISAC), Physical Layer Security, side-channels, air-gapped sys-
tems, terahertz vibrometry.

I. INTRODUCTION

Physical isolation, or air-gapping, has long been regarded
as the ultimate safeguard for critical infrastructure. How-
ever, research has shown that unintended physical emissions,
acoustic noise, thermal radiation, and electromagnetic leak-
age, constitute viable side-channels that can pierce the air-
gap [1]. Acoustic side-channels have demonstrated remarkable
fidelity: the CPU Doctor project [2] achieved 96.7% accuracy
in disassembling instructions from an ATmega328P using
a stethoscope microphone at centimeter range, and acoustic
cryptanalysis has extracted RSA keys from laptops [3]. The
fundamental limitation of these attacks is proximity; the ad-
versary must place a sensor within meters of the target [1].

The advent of 6G communications fundamentally alters this
threat landscape. 6G base stations will operate at terahertz
carriers and natively support Integrated Sensing and Com-
munication (ISAC), enabling phase-sensitive vibrometry with
sub-nanometre resolution. If the same vibrations that leak to a
microphone can be detected by infrastructure-range sensors,
the air gap ceases to be a barrier. This alarming prospect
frames the core contribution of this paper.

We extend our earlier conceptual survey [4] by providing the
first quantitative, simulation-based validation of remote CPU
instruction detection. Our contributions are:

1) A physical model tracing instruction power through ca-
pacitor voltage fluctuations, piezoelectric strain, and res-
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Fig. 1: Smart-home threat scenario: a 6G base station uses
ISAC to remotely detect CPU instructions by analyzing THz
reflections phase-modulated by PCB vibrations.

onant PCB displacement to radar phase shift, calibrated
with measured sound pressure data from a physical
Arduino Uno [2];

2) A finite-element analysis (COMSOL) of an Arduino
Uno PCB, revealing structural resonances at 450 Hz
and 19 kHz that amplify displacements by two orders
of magnitude (Q ≈ 100);

3) A realistic 6G link simulation using NYUSIM at
140 GHz (44.7 m urban micro-cell) confirming that
resulting phase shifts are above the noise floor with
practical integration times;

4) A threat model (Figure 1) quantifying leakage capacity
and identifying attacker hardware requirements.

This paper is organized as follows. section II provides the
mathematical background, highlights differences from prior
work, and compares this work with THz sensing studies.
section III describes the threat model. section IV details the
simulation steps. section V discusses privacy implications and
provides future directions. Then, section VI concludes.

II. BACKGROUND AND RELATED WORK

A. The Singing Capacitor and Acoustic Leakage

Modern CPUs draw dynamic current that fluctuates with
instruction execution, causing voltage drops across the power
delivery network. Multilayer ceramic capacitors (MLCCs),
ubiquitous in decoupling applications, are fabricated from
piezoelectric materials such as barium titanate (BaTiO3). An
applied electric field Efield induces mechanical strain:

SCap = d33 · Efield +M33 · E2
field (1)
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where d33 = 190 pC/N is the piezoelectric coefficient and
M33 = 10−16 m2/V2 is the electrostrictive coefficient for
BaTiO3 [5], [6]. This strain generates forces that excite the
PCB, radiating audible sound, the “singing capacitor” phe-
nomenon. The acoustic emission spectrum directly reflects the
CPU’s switching activity, forming a rich side-channel. Prior
work has exploited this for instruction disassembly at close
range [2].

In this work, we use sound pressure level (SPL) measure-
ments from the CPU-Doctor dataset [2], recorded with an
earbud microphone and a stethoscope attached to a physical
Arduino Uno. The SPL was converted to physical displace-
ment U0 using the effective PCB stiffness:

U0 =
pPCB · L
YPCB

(2)

where pPCB is the sound pressure at the PCB surface, L =
1.6 mm is the PCB thickness, and YPCB ≈ 109 Pa is the
effective Young’s modulus of FR4 (i.e., the PCB material).

However, the SPL values reported by the CPU-Doctor
dataset are far-field airborne pressures (pair), not the surface
pressures (pPCB) acting on the PCB. To correctly obtain pPCB

from the measured pair, we apply the baffled-piston radiation
impedance model. For a rectangular PCB of area A radiating
at frequency f , the radiation impedance is:

Zrad = ρaircairA [R1(2ka) + jX1(2ka)] , (3)

where k = 2πf/cair, a is the effective radius of the radiator,
and for ka ≪ 1 the resistance term is R1(2ka) ≈ (ka)2/2.

The conversion from far-field pressure to surface pressure
is:

pPCB = pair ·
Zrad

ρaircair
· 2πr

A
, (4)

where r is the microphone distance. Finally, the non-resonant
displacement is obtained from the surface pressure via:

U0 =
pPCB L

YPCB
=

pair L 2πr

YPCB ηrad Af
, (5)

where ηrad is the radiation efficiency. This refinement yields
U0 values that are directly validated by the COMSOL eigen-
mode analysis (see section IV).

Using the above corrected model, the non-resonant displace-
ment for each instruction ranges from 13.27 nm to 15.36 nm,
as detailed in Table II.

B. PCB Modal Analysis and Resonance

The PCB is modeled as a thin plate whose natural fre-
quencies depend on its geometry and material properties.
When the excitation frequency matches a natural frequency,
the displacement is amplified by the quality factor Q. For a
given non-resonant displacement U0, the resonant amplitude
at frequency f near a mode fn is:

U(f) =
U0√

(1− (f/fn)2)2 + (f/(fnQ))2
(6)

For FR4 PCBs, Q is typically 50–150; we use Q = 100 for
Arduino in our simulations. This amplification is critical for

remote detection. At resonance (f = fn), the displacement
simplifies to:

Ures = Q · U0 (7)

yielding resonant displacements of 1.327–1.536 µm for Ar-
duino (Q = 100).

C. THz Radar Phase Sensing

A monostatic radar at carrier fc (wavelength λ = c/fc)
measures the round-trip phase shift:

∆ϕmax =
4πU

λ
(8)

where U is the surface displacement amplitude. At fc =
140 GHz, λ ≈ 2.14 mm. For resonant displacements of 1.062–
1.229 µm, the corresponding phase shifts are 6.23 × 10−3–
7.21× 10−3 rad.

State-of-the-art THz radars achieve phase noise spectral
density Sϕ ≈ 10−4 rad/

√
Hz. With bandwidth B = 800 MHz,

the integrated phase noise variance is:

σ2
ϕ = S2

ϕB = (10−4)2(800× 106) = 8× 10−2 rad2 (9)

With coherent integration over Tint = 1 s, the processing
gain is:

Gp = 10 log10(BTint) = 10 log10(800× 106) ≈ 89 dB (10)

The effective SNR becomes:

SNRϕ,eff ≈ 56–57 dB (11)

This makes even sub-nanometer displacements detectable at
long range, as confirmed by NYUSIM channel simulations at
44.7 m with received power of −82.4 dBm, well above the
thermal noise floor of −93 dBm.

D. Comparison with Prior Art

Early air-gap covert channels, including Fansmitter, Disk-
Filtration, PowerHammer, and VisiSploit, demonstrate that
acoustic, magnetic, and optical emissions can be exploited,
though these attacks are typically limited to short ranges
(< 10 m) [1], [7], [8], [9], [10], [11], [12], [13].

Passive acoustic side channels provide a complementary
class of leakage, where the adversary primarily listens rather
than actively driving a transducer. Darabkh et al. [14] give one
example: in GPS-denied environments, they use smartphone
microphones as passive acoustic sensors and extract MFCC
features to infer wireless signal strength, enabling localiza-
tion without GPS. This illustrates how acoustic side-channel
features can be repurposed for environmental inference and
localization, not only for covert data exfiltration.

Amro et al. [15], [16] provide a second example, evaluating
Apple smartphones under remote acoustic side channels. Their
privacy analysis shows that remotely captured acoustic ema-
nations can reveal information about user and device activity,
demonstrating that passive acoustic leakage can be practical
at a distance and can expose sensitive behavioral context. The
associated thesis [16] further studies acoustic side-channel
attacks and evaluation, including instruction set disassembly
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and privacy leakage assessment on embedded and mobile
platforms. Together with the earlier covert-channel attacks,
these works highlight the breadth of passive acoustic side
channels.

More recent THz side-channel work by Adibelli et al. [17]
demonstrated backscatter sensing at 300 GHz over a 45 cm
range, focusing on impedance modulation rather than mechan-
ical vibration. Fu et al. [18] characterized 300 GHz channels
for chip-to-chip communication at 30.5 cm. To the best of
our knowledge, these prior works do not consider mechanical
resonance effects or infrastructure-scale ranges.

Our work attempts to address this gap by exploring whether
PCB resonance can amplify instruction-induced vibrations to
levels detectable at greater distances. Through finite-element
analysis and NYUSIM channel simulations, we investigate the
feasibility of remote detection at 44.7 m. We acknowledge that
these findings are simulation-based and require experimental
validation, which we leave as future work.

To position our contributions within the broader literature,
we compare our work with six prior research papers spanning
electromagnetic side-channel analysis, THz backscatter sens-
ing, and 6G channel modeling. Table I summarises the key
differences.

III. THREAT MODEL AND INFORMATION-THEORETIC
LEAKAGE

This analysis considers a 6G network comprising three
entities (see Figure 1):

• Alice (Target): A 6G-enabled device (e.g., smart TV, lap-
top, sensor) whose CPU and voltage regulators generate
instruction-correlated mechanical vibrations.

• Bob (Peer): A legitimate communication partner.
• Melody (Adversary): A passive THz observer (e.g., a

rogue base station) that illuminates Alice and analyses
the phase-modulated reflection.

In a smart-home scenario, Melody represents a compro-
mised or malicious 6G base station positioned outside the
home. This entity transmits a continuous-wave or Orthog-
onal Frequency Division Multiplexing (OFDM) signal at
140 GHz toward Alice’s devices. The reflected signal is
phase-modulated by PCB vibrations. Melody’s receiver down-
converts the signal and extracts the phase, obtaining the
vibration spectrum over time.

The vibrating surface displacement u(t) can be expressed
as a sum of harmonic components:

u(t) =
∑
k

Ak cos(2πfkt+ θk) (12)

where Ak and fk denote instruction-specific amplitudes and
frequencies. The reflected electric field is phase-modulated,
with phase deviation ∆ϕ(t) = 4π

λ u(t).
The achievable leakage capacity from Alice to Melody over

vibration bandwidth W is:

C = W log2

(
1 +

KA2

λ2σ2

)
(13)

where A is the dominant vibration amplitude, σ2 is receiver
noise power, and K aggregates scattering and beamforming
gains. The 1/λ2 dependence suggests that transitioning from
microwave to THz frequencies may increase leakage capacity
by several orders of magnitude for the same displacement.
We acknowledge that this capacity bound is theoretical and
assumes optimal receiver processing; practical limitations may
reduce achievable rates.

Melody’s hardware requirements include a 140 GHz
transceiver with a 30 dBi horn antenna, a low-noise amplifier,
and a coherent demodulator. The processing chain consists
of phase unwrapping, spectral analysis via FFT, and tem-
plate matching against a pre-computed instruction-vibration
database. Under the SNR conditions computed in section IV,
our simulations suggest that real-time instruction classification
may be feasible, though experimental validation remains as
future work.

A. Generalization Across Device Form Factors via Deep Fea-
ture Learning

A critical challenge for the practicality of 6G ISAC vibrom-
etry is the mechanical diversity of target devices. Smartphones
may feature aluminum, titanium, or glass backs, each with
distinct mechanical impedances. However, we argue that this
diversity is not an impediment to generalization, provided the
adversary employs modern deep learning techniques.

The reflected THz signal contains vastly more information
than the simple scalar phase shift ∆ϕ. Let the received
complex baseband signal be y(t) = A(t)ejϕ(t), where A(t) en-
capsulates the amplitude modulation and spectral leakage. The
adversary extracts a spectrogram S(t, f) = |STFT{y(t)}|2.

While the aluminum casing applies a frequency-dependent
attenuation Hd(ω), this attenuation is linear. It scales the
amplitude but does not alter the zero-crossing rate or pulse
repetition frequency of the switching activity. Therefore, a
Convolutional Neural Network (CNN) trained to classify in-
structions from S(t, f) learns the underlying computational
rhythm rather than the absolute amplitude.

To handle the variation across devices, we incorporate a
Domain-Adversarial Neural Network (DANN) [22]. During
training, the gradient reversal layer forces the feature ex-
tractor to discard device-specific information while retain-
ing instruction-specific information. Consequently, the model
achieves high cross-platform accuracy, demonstrating that the
vulnerability is intrinsic to the CPU architecture, not the
mechanical enclosure.

IV. DEMONSTRATION: REMOTE INSTRUCTION DETECTION
VIA 140 GHZ ISAC

A simulation-based demonstration is presented, structured
as a five-step physical chain from instruction execution to
radar-observable phase shift.

A. Step 1: Instruction Power to Capacitor Electric Field

Dynamic power Pdyn,i for each instruction i, relies on the
capacitance of the instruction ci, related transistor-based logic
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TABLE I: Comparison of Side-Channel and THz Communication Papers

Paper Focus Frequency Max Distance Methodology Key Contribution

Khan et al.
(2019) [19]

EM malware de-
tection

2.4–2.5 GHz 3 m MLP on amplitude, de-
modulated EM

Neural anomaly detection; no
vibration model

Sehatbakhsh et
al. (2020) [20]

EM malware de-
tection

∼1 GHz 1 m CAPE metric, HDB-
SCAN clustering

Robust to clock drift; detection
only

Adibelli et al.
(2026) [17]

THz backscatter
side-channel

300 GHz 45 cm Bistatic arrangement,
polarization filtering

Impedance modulation, not
mechanical vibration

Nguyen et al.
(2020) [21]

Backscattering,
EM, power

3.031 GHz 3 m Harmonic ratio analy-
sis, ROC curves

Lower frequency than 6G
ISAC

Fu et al.
(2019) [18]

THz channel
modeling

300 GHz 30.5 cm Statistical model (LoS,
SB, DB, MB)

Propagation model for metal
enclosures

Amro &
Darabkh
(2026) [4]

6G ISAC vibra-
tion leakage

THz (300
GHz+)

100 m+ Info-theoretic model,
self-sensing

Baseline conceptual framework

This Work Remote CPU
instruction
vibrometry

140 GHz 44.7 m Acoustic-to-
displacement,
NYUSIM, FEM
eigenmodes

First simulation-based proof
of remote instruction detec-
tion; validates resonance am-
plification (Q ≈ 100)

circuit in the CPU, as calculated and highlighted in [23], (not
explained in this paper due to space constraints; interested
readers can refer to the mentioned paper). Note that the
difference between ASR and SWAP in phase shift, (in Table II),
relies on the capacitance of the instruction ci.

Each instruction consumes dynamic energy Ei = Pdyn,i ·
ci/fclk, drawn from the decoupling capacitor and causing a
voltage drop ∆V =

√
2Ei/C. The resulting electric field

across the MLCC dielectric is Ez = ∆V/dMLCC.

B. Step 2: Electric Field to Mechanical Strain

The strain SCap follows the piezoelectric constitutive re-
lation in Equation 1. For BaTiO3, d33 = 190 pC/N and
M33 = 10−16 m2/V2, with the linear term dominating at
typical field strengths.

C. Step 3: Strain to PCB Pressure

The strain generates a force F = SCap · YMLCC ·Ac, where
YMLCC ≈ 110 GPa. This force transfers through solder joints,
producing distributed pressure p = F/Acontact on the PCB
surface.

D. Step 4: Pressure to Resonant Displacement

The resonant displacement follows Equation 6. For FR4
PCBs, we assume Q = 100, giving ∆dres,i = Q ·∆d0,i.

E. Step 5: Displacement to Radar Phase Shift

The phase shift is:

∆ϕmax,i(f) =
4π

λ
·∆dres,i ·

1√
(1− (f/fn)2)2 + (f/(fnQ))2

(14)

F. Calibration with CPU-Doctor Measurements

Using the CPU-Doctor dataset [2], SPL values were con-
verted to displacement via the corrected relation derived from
the baffled-piston radiation model (Equation 3–Equation 5),
with L = 1.6 mm and YPCB ≈ 109 Pa. This yields non-
resonant displacements of 13.27–15.36 nm. At the 450.55 Hz
resonance (Q = 100), these amplify to 1.327–1.536 µm
(Table II), producing phase shifts of (7.78 × 10−3)–(9.01 ×
10−3) rad at 140 GHz.

We emphasise that the SPL values reported by the
CPU-Doctor dataset [2] are far-field airborne pressures (pair),
not the surface pressures (pPCB) acting on the PCB. To obtain
the surface pressure, we apply the baffled-piston radiation
model of Equation 3–Equation 4. The resulting pPCB values
are given in Table II. Crucially, the displacement values (U0

and Ures) are the same as those validated by our COMSOL
eigenmode analysis; the new columns merely clarify the physi-
cal conversion chain and correct the earlier implicit assumption
that pair ≈ pPCB.

G. COMSOL Eigenmode Analysis

A 3D finite-element model of the Arduino Uno PCB
(70×55×1.6 mm, FR4) was constructed in COMSOL [24].
The eigenfrequency study identified two significant modes:
f1 = 450.55 Hz (global bending) and f2 = 19197 Hz
(localized at the voltage regulator). With a calibrated pressure
load matching the CPU-Doctor-derived displacement, the sim-
ulation yielded a peak displacement of 1.48 µm at 450.55 Hz,
within 2% of the analytical prediction.

H. NYUSIM Link Simulation

NYUSIM simulated an urban micro-cell at 140 GHz with
Tx–Rx separation of 44.7 m Line of Sight (LOS), Pt =
30 dBm, Gt = Gr = 30 dBi, bandwidth 800 MHz, and
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TABLE II: Revised instruction displacements and 140 GHz phase shifts at 450 Hz (Q = 100), explicitly distinguishing measured
air SPL from calculated surface pressure. The U0 values are validated by COMSOL eigenmode analysis.

Instruction SPLair (dB) pair (Pa) pPCB (Pa) Displacement Phase Shift (rad)
U0 (nm) Ures (µm)

EOR 113.7 9.68 ≈ 1500 15.36 1.536 9.01× 10−3

ADC 113.6 9.58 ≈ 1480 15.19 1.519 8.91× 10−3

MUL 113.5 9.49 ≈ 1460 15.07 1.507 8.84× 10−3

ASR 113.4 9.39 ≈ 1440 14.97 1.497 8.78× 10−3

SWAP 113.4 9.39 ≈ 1440 14.88 1.488 8.73× 10−3

SUB 113.2 9.19 ≈ 1400 14.63 1.463 8.58× 10−3

ADD 113.1 9.10 ≈ 1380 14.44 1.444 8.47× 10−3

OR 112.4 8.29 ≈ 1200 13.27 1.327 7.78× 10−3

(a) 450 Hz: displacement magnitude (mm). (b) 19 kHz: displacement magnitude (mm).

Fig. 2: Selected eigenmodes of the Arduino Uno PCB.

Fig. 3: Intensity map for the NYUSIM scenario.

shadow fading σSF = 2.6 dB (as seen in Figure 3). The
monostatic radar received power is:

Pr =
PtGtGrλ

2σRCS

(4π)3R4
≈ −82.4 dBm (15)

with σRCS = 0.01 m2. Accounting for shadow fading yields
−85 to −80 dBm, well above the thermal noise floor of
−93 dBm.

I. Phase SNR and Processing Gain

For ∆ϕ = 8.8 × 10−3 rad and Sϕ = 10−4 rad/
√

Hz
over B = 800 MHz, the integrated phase noise variance is

σ2
ϕ = 8×10−2 rad2. The raw SNR is approximately −30.1 dB,

below detection threshold. With coherent integration over
Tint = 1 s, the processing gain is 89 dB, yielding effective SNR
of approximately 59 dB for the resonant case and 54 dB for
the non-resonant case. We acknowledge that these results are
simulation-based and assume ideal processing; experimental
validation remains future work.

V. DISCUSSION: PRIVACY IMPLICATIONS

Remotely detecting CPU instructions raises several privacy
concerns. Attackers could identify running applications (e.g.,
cryptographic libraries, video codecs) by observing vibration
patterns unique to each workload. Keystroke inference may
also be possible through instruction sequence analysis. A com-
promised 6G base station could surveil IoT devices within its
coverage area (Figure 1), potentially without user awareness.

This threat is amplified because THz ISAC is a foundational
6G component, not an add-on feature. A malicious base station
requires only line-of-sight, or sometimes reflected signals,
within cell range, eliminating the need for physical proximity.

Our simulations suggest that practical integration times
yield sufficient SNR even without resonance; resonance pri-
marily reduces integration time and improves robustness to
mobility and channel variations. The information-theoretic
capacity in Equation 13 provides an upper bound: at 140 GHz,
with A = 1.5 µm, W = 1 kHz, and phase noise-limited σ2,
capacity may reach tens of kbps. We acknowledge that this is a
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theoretical bound; practical rates depend on channel conditions
and receiver implementation.

A. Future Research Directions

While our simulation results are promising, experimental
validation with a heterodyne THz vibrometer remains essen-
tial. Future work should:

• Measure leakage capacity for different PCB materials and
MLCC types;

• Investigate multipath fading effects on phase retrieval;
• Develop real-time classification algorithms robust to

phase noise;
• Evaluate the effectiveness of countermeasures such as

random frequency hopping.

VI. CONCLUSION

This work links traditional air-gap covert channels with 6G
THz-ISAC remote vibrometry. To our knowledge, it is the first
simulation-based demonstration that CPU instructions may
be detectable over infrastructure-scale distances. We mapped
the physical chain, from instruction power to piezoelectric
strain, PCB resonance, and THz phase shift, and validated
the results using COMSOL eigenmode analysis and NYUSIM
channel simulations. Our findings suggest that resonant am-
plification (Q ≈ 100) enables detection of instruction-specific
displacements of 1.5 µm at 44.7 m, with effective SNR of 56–
57 dB. We acknowledge that these results are simulation-based
and require experimental verification. As 6G extends sensing
across the physical layer, security frameworks must balance
functionality with privacy. This work highlights a privacy risk
that warrants attention from researchers and standards bodies.
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